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 Data hosted on untrusted sites like clouds need fine grained access control. A decentralized approach to key management is 

recommended over a centralized one due to the sheer amount of data involved. Encryption and decryption may be costly and 

impractical when data is accessed from devices with limited resources. Using rapid encryption, outsourced decryption, and user 

revocation, we devise an ABE decentralized system. Our method is tailored to the mobile cloud environment because it relies on 

the cloud to store encrypted data and partially decipher cipher texts, and because users with mobile devices may upload data to 

the cloud or get data from it for very low cost in encryption and decryption, respectively. Pre-processing is done offline and 

encryption is done online in a two-step process: an offline phase that occurs while the device is inactive, and an online phase that 

occurs when the policy is applied. This is quicker and more efficient than current decentralized ABE systems.. It is necessary for 

data consumers to develop a modified version of the decryption key in order to enable an untrusted proxy server to partly decode 

the cipher text without having access to the plaintext.. Once the cipher text has been partly decrypted, users will not have to 

execute any expensive pairing procedures to finish decrypting it. We also include user revocation in this system without paying 

extra costs online. Compared to existing ABE schemes, ours greatly decreases calculation times for both data owners and data 

consumers and is particularly appropriate for application in mobile devices. 
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1. INTRODUCTION 

 Consider a typical situation in which data owners 

desire to transfer their data to untrusted servers like the 

cloud for long-term storage. In spite of their small 

storage capacities, cell phones, wireless sensors, and 

smartcards are all capable of storing large amounts of 

data. The goal is to preserve the data as long as possible 

while making it accessible to as many individuals as 

feasible. Because of the apparently limitless storage 

capacity that CSPs provide, individuals and 

organisations are increasingly turning to them for their 

data storage needs. Many data owners don't trust cloud 

service providers (CSPs) because of their reputation for 

being wicked. All data in the cloud has to be protected 

as a result of this requirement. To ensure that only 

people with the right credentials may see their data, 

data owners can set up access controls. Institutions may 

one day upload to the cloud data from clinical trials 
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evaluating the effectiveness of new drugs on cancer 

patients. Access to this extremely sensitive information 

is restricted to medical professionals and researchers 

involved in the creation of new medications. In this case, 

attribute-based encryption (ABE) [13] may be used to 

encrypt data. Decentralised or multi-authority ABE 

systems are very beneficial in practice since they do not 

rely on a single authority to generate and distribute 

decryption keys connected to various qualities.. In 

certain cases, a patient's medical records may be sent to 

a medical researcher by a research organisation, rather 

than the hospital. Because of changes in the work 

environment, location, etc., user characteristics are 

always evolving.. Someone who was previously 

authorised access to data may no longer be eligible. If 

the user's characteristics have changed, they may still 

access data. Thus, cancellation of users is important for 

ABEs. Further complicating matters is the adoption of 

such powerful encryption methods. Creating revocation 

keys or decryption can't be done quickly enough on a 

machine with limited resources. Decentralized 

attribute-based encryption (ABE) with quick encryption, 

outsourced decryption, and user revocation is the 

solution to this problem.. The mobile cloud's storage 

demands and partial decryption are tailored to our 

technology, allowing DropBox customers with mobile 

devices to upload and access encrypted data from 

DropBox without paying huge expenses for encryption 

and decryption, respectively. It's possible for the 

encryption to take longer than expected, the device is 

charging, or it's inactive, therefore the most costly 

operations are performed offline as a solution to the 

issue of encryption being too expensive. During the 

online phase, just a few calculations are performed, 

allowing users to continue working without any 

interference from the gadget. 

As a result, data owners may avoid the time and effort 

of executing decryption procedures on their own. An 

altered decryption key allows for partial decoding of 

encrypted data by the proxy server. Partial decryption, 

on the other hand, is useless to a rogue proxy server. 

With a few easy procedures, the final plaintext may be 

decoded from the cipher text. Similar to revocation keys, 

they may be produced offline and then sent to the proxy 

server after a few calculations for key transformations 

are performed online. We'll build the groundwork for 

our approach by examining these two case studies. 

Wi-Fi-enabled sensor networks are becoming more 

popular as a means of gathering data on the physical, 

physiological, and behavioral characteristics of the 

ageing population. Encryption is required to keep this 

data safe for future use. Academics and caregivers alike 

may profit from this knowledge, which can be utilized 

for early diagnosis and intervention, as well as 

environmental factors, diseases, and the ageing process. 

Researchers may need to get the necessary criteria from 

organisations outside of hospitals in order to access 

data. Individuals from various companies with access to 

the same data may work together in a collaborative 

manner. Drop box and similar services enable team 

members to submit work from their mobile devices 

while on the road. Encryption must be performed before 

uploading sensitive data to ensure its protection 

(financial data, trade secrets etc.). Everyone in the 

project has access to this data. An organization's 

members may, however, have their engagement in a 

project indicated on their resumes in a variety of 

different ways. 

 

2. LITERATURE REVIEW: 

It's becoming increasingly usual to think about cloud 

access control since it's vital that only authorised users 

have access to services. Countless terabytes of data, 

much of it sensitive, are being stored on the cloud. In the 

cloud, data is encrypted using Attribute-Based 

Encryption (ABE), which provides several ways to 

decrypt and decrypt. Customers are given a list of 

attributes and associated keys in order to aid them in 

their purchase decisions. Decryption may only be 

performed by customers that have similar 

characteristics to those who store data in the cloud [9] 

[10] Medical therapy may be restricted in many ways, as 

I discovered while doing my study on the subject. The 

work of [11] enables cloud-based authenticated access 

control that safeguards privacy. To this day, researchers 

still prefer to send secret keys and characteristics to all 

clients from a single key distribution centre (KDC). In 

nature, there are too many KDCs to keep track of, 

making it challenging to manage just one [25]. The game 

plan When using [12], symmetric key authentication is 

not supported. No trusted authority was required in [13] 

to verify that each customer had features from all KDCs, 

since the multi-authority ABE idea was the focus of the 

study. Centralized access control is the present state of 
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affairs in the Cloud. As far as attribute-based encryption 

is concerned, just these two methods exist (ABE). 

Symmetric key methods used in this methodology do 

not give authentication. None of the methods provided 

here can be used for authentication. Work by Zhao et al. 

enables privacy-preserving authentication for cloud 

access. KDCs are key distribution centers (KDCs) that 

provide secret keys and other characteristics to all users. 

Because of the huge number of users given by the cloud 

environment[25], maintaining a single KDC might be 

problematic. As a consequence, we emphasize the need 

of decentralising the distribution of secret keys and user 

attributes in the cloud. When it comes to cloud 

computing, there are several KDCs distributed over the 

world. ABE is the brainchild of Sahai and Waters [17]. In 

attribute-based encryption, a user's unique ID is merely 

one of several qualities that make up a user. There are 

two types of ABEs. Goyal et al. [18] refers to this as 

"key-policy ABE," or "KP-ABE." The sender has the 

ability to encrypt data due to access restrictions in place. 

It is difficult for a writer whose credentials and set of 

keys have been removed from the system to re-enter the 

data. The receiver must know the recipient's 

characteristics and secret keys in order to decipher 

encrypted information. When it comes to cipher 

ext-policy, the receiver implements an AND, OR, and 

CP-ABE access policy in the form of a tree with 

attributes as leaves ([19, 20]). A single point of failure is 

inherent in the KDC because of its centralized approach. 

Some of the KDCs, according to Chase [21], provide 

users with characteristics and secret keys. [ Anonymous 

user authentication is made possible by Maji et alABSs 's 

[22]. As a result, a degree of centralization was sought. 

Although Maji et al. [23] have provided a decentralized 

approach; their method does not divulge the names of 

the users. Re-attempts are a common occurrence while 

attacking it. 

 

3. PROPOSED SYSTEM: 

For decentralized access control, we suggest a CPABE 

system with rapid encryption and decryption 

outsourced to a third-party. For the first time, in a 

decentralized system, a method like ours considerably 

cuts computing costs for both data owners and data 

consumers. Because of its decentralization, 

online/offline mode of encryption, and outsourced 

decryption capabilities, the CPABE scheme is 

well-suited for use in real-world scenarios. 

Decentralized CPABE, introduced by Lewko and 

Waters [29], serves as our framework. What we've 

accomplished so far: 

1) Fast Online/Offline Encryption: An exponentiation 

is all that is needed in the online phase of encryption for 

the most expensive calculations. 

2) Outsourced Decryption: The data user may provide 

encrypted secret keys to the proxy server, which the 

proxy server can employ to partially decode the data. As 

a consequence, the data user is only required to execute 

a fixed amount of exponentiations and no bilinear 

pairings during complete decryption. Because there is 

no central authority to decode the data, our system is 

completely independent of any central authority.  

3) Security and performance: Under the assumption 

that the Lewko-Waters scheme for prime order groups 

is safe, we establish that our system is secure by 

replacing the proof sketch with mathematical proofs. 

This is shown by designing and demonstrating the 

security of an online offline multi-authority CPABE 

scheme without outsourced decryption (which was 

lacking in the previous version). 

 
Fig1: System Architecture 

 

4. EXPERIMENTAL RESULTS:  
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5. COMPARATIVE STUDY  

Table1: Comparative Study 

 
 

6. CONCLUSION: 

We construct a CPABE scheme in prime order. As stated 

by the proof of the strategy utilizing random oracles. 

Prime order groups are used because they are efficient 

and allow for speedier group operations. Our 

methodology may be utilized to develop an inefficient 

Composite order group scheme that relies on higher 

security principles in the dual system encryption model. 

It's a future task. This document may address the 

following issues: Multi-authority online-offline CPABE 

outsourcing encryption Multi-authority online/offline 

CPABE The user has no way of knowing whether the 

partial decryption was successful. Verifiable 

outsourcing was offered as a solution in our problem's 

verified outsourcing can be solved similarly. Ours is an 

honest-but-curious model, therefore we don't discuss it. 

Changing this assumption requires researching verified 

decryption outsourcing. We leave it unsolved. This 

study proposes an ABE for mobile clouds. It has 

decentralization, rapid encryption, outsourced 

decryption, and user revocation. All encryption hard 

calculations are done offline, making the encryption 

process quicker and more efficient than previous 

decentralized ABE systems. Untrusted proxy servers 

partly decode the cipher text without obtaining access to 
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the plaintext, however. Without completing expensive 

pairing processes, data consumers may entirely unblock 

partly unlocked encrypted text. Our system allows for 

online user cancellation without extra fees. Unlike 

previous schemes, ours achieves a fair combination of 

encryption and decryption performance while also 

facilitating decentralization and user revocation. 
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