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 A huge volume of information is released or shared every day in the context of information societies. Medical document release 

is one of several information-release examples that has drawn a lot of interest due to its potential to increase the effectiveness 

and quality of healthcare services. However, in later applications, the integrity and origin authentication of released medical 

documents take precedence. Additionally, the sensitive nature of much of this data creates a serious privacy risk when medical 

records are uncontrollably made accessible to unreliable third parties. Any party can remove portions of an authenticated 

document with redactable signatures, and the resulting (released) subdocument will still be able to be validated for its origin and 

integrity. Nevertheless, most of existing redactable signature schemes (RSSs) are vulnerable to dishonest redactors or illegal 

redaction detection. 

1. INTRODUCTION 

Steinfeld et al. Introduced CEAS with which signers 

specify which portions of the authenticated document is 

redactable. However, the encoding length of any CEAS is 

exponential in the number of subdocument blocks which 

is compactly not encodable. The digital data that 

businesses, public agencies, and governments have 

gathered has greatly expanded the possibilities for 

knowledge-based applications. These advantages have 

led to a significant increase in the demand for publishing 

and exchanging collected data among various parties. 

However, sensitive information about users is typicall 

contained in the original documents, and the privacy 

would be violated if such data is released without being 

processed. Redacting a document means removing 

sensitive information, which is an easy way to protect 

privacy. For example, document redaction is a critical 

approach for companies to prevent inadvertent or even 

malicious disclosure of proprietary formation while 

sharing data with outsourced operations .In recent years, 

effective sharing of medical data has gained significant 

attention among practitioners as well as in the scientific 

community. 

The fact that the released data can be manipulated is 

another danger to the sharing of medical data. Providing 

an authentication mechanism for data users is a pertinent 

requirement regarding the secondary use of medical 

data. For the reason that researchers or any other party 
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should be given guarantees that the data they are 

accessing or receiving are real and unaltered. It should 

go without saying that medical data is a valuable 

resource for data owners. It is essential to constantly 

verify the integrity and source of the relevant data in 

order to ensure that the quality of the data is adequate. In 

the worst case, if medical data authentication is not 

guaranteed, the public may lose trust in healthcare 

systems. 

A healthcare provider (the signer) creates a redactable 

signature for a medical document using the framework 

for implementing RSSs in medical documents. The 

healthcare provider then sends the signed medical 

documents and the associated redactable signatures to a 

different party (redactor), such as patients or hospitals, 

who are the subject or administrator of the documents. 

The second party is later permitted to publicly redact any 

information from the legally binding medical records 

that they do not wish made available to outside parties. 

Any recipient (verifier) can confirm the origin and 

integrity of the released medical document after 

obtaining the redacted document-signature pair 

 

2. LITERATURE SURVEY 

Steinfeld et al. Introduced CEAS with which signers 

specify which portions of the authenticated document is 

redactable. However, the encoding length of any CEAS is 

exponential in the number of subdocument blocks which 

is compactly not encodable.  

Bull et al.  Introduced a new hierarchical redaction 

control policy whose encoding is dramatically smaller. 

Yet, this kind of redaction policy is only applicable to 

hierarchically structured documents.Miyazaki et al.  

Proposed another authenticated document sanitizing 

scheme based on bilinear maps. Nonetheless, the 

computation cost of this scheme is relatively high. 

Ma et al. Also presented a secure and efficient design of 

RSSs with subdocument redaction condition control. 

Liu et al. Proposed a novel and efficient redactable 

signature scheme for trees with finegrained redaction 

control mechanism. 

In 2015,Pohls et al.  Introduced the notion of accountable 

RSSs and presented a generic construction which 

regulates other parties’ redaction operation. At present, 

although there exist a number of related works that have 

introduced different methods to prevent unauthorized 

redaction manipulation, some significant characteristics 

are still unsatisfied, such as a lack of flexibility in 

selecting releasable blocks by the redactor or inability to 

detect illegal redaction by verifiers. Even worse, Some 

release control designs are achieved with the 

compromise of performance or security. 

 

3. PROBLEM STATEMENT 

In the past few decades, a large number of researchers 

have thoroughly investigated the fundamentals of data 

verification [1]–[7]. For the integrity and authenticity 

verification, the majority of the earlier research was on 

generic solutions. While they safeguard data from hostile 

attackers, they also prohibit data from being processed, 

which limits the flexibility and effectiveness of the data's 

future uses. They may also conflict with data 

confidentiality in specific circumstances. Therefore, 

looking for appropriate procedures for data verification 

with confidentiality makes sense. 

The privacy protection of patient health data in 

healthcare systems is the redactable signature's most 

widespread application [14]. In order to address privacy 

concerns, RSSs have also been used in social networks 

[15] and the smart grid [16]. The redaction problem of 

several data structures, including lists [12], [17], sets [13], 

[18], graphs [19], and trees [20], has been  addressed by 

RSSs as a result of the diversity of data structures in 

various practical applications. 

However, the security concepts used by RSSs for 

various data formats vary. A greater privacy feature that 

most of the existing systems lack is transparency [21], in 

particular. Derler et al. presented a general framework to 

avoid the need to build numerous models for various 

data structures. 

Disadvantages: 

1.In the current work, the system uses the redactable 

signature scheme (RSS) that was developed in this work 

and is based on the Merkle hash tree and GGM tree. This 

design's most notable flaw is that the signature is rather 

brief when using the Merkle hash tree. 

2.The current system added a new hierarchical redaction 

control scheme with a much reduced encoding. 
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4. ARCHITECTURE: 

 
 

5.RESULTS 

 
 

 
 

 

6. CONCLUSION 

In order to address the privacy preservation and release 

control difficulties associated with publishing 

authenticated medical data, we developed two 

constructions of RSSs-FRC in this article, each of which 

had a distinct flexibility of release control methods. 

While the RSSs-FRC2 construction likewise gives the 

signer the ability to control the dependence of revealable 

subdocument blocks, the RSSs-FRC1 construction allows 

the signer to designate a minimum number of 

subdocument blocks that the redactor must release. Our 

designs are able to both identify unlawful redaction by 

the verifier and stop dishonest releases from redacting 

documents without restriction. Furthermore, provided 

the published subdocument has the signer's consent, the 

two suggested RSSs-FRC also permit repeated redaction 

operations. Finally, we presented the efficiency analysis 

and security proof for our RSSs-FRC.  
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