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ABSTRACT

To develop an advanced surveillance system, proposed system will leverage the capabilities of IR sensors and the ESP32-CAM

module to create e a sophisticated ed solution for real-time monitoring and alerting in security and surveillance applications. In
the realm of real-time surveillance, our system will be designed to continuously scan the surrounding environment utilizing
infrared sensors and ESP32-CAM. These sensors will detect any motion within their range and trigger the ESP32-CAM to capture
images or video foot age, ensuring comprehensive coverage and timely response to any potential security threats. For efficient
data transmission to the IoT cloud platform, we will develop robust mechanisms to establish a secure connection between the
ESP32-CAM module and the chosen IoT cloud service provider. This will involve implementing encryption protocols and
authentication mechanisms to safeguard the integrity and confidentiality of the transmitted data, thus ensuring that sensitive
information remains protected from unauthorized access. The integration with an IoT cloud platform such as AWS IoT, Google
Cloud IoT, or Microsoft Azure IoT will be crucial for seamless data reception, storage, and analysis. By leveraging the
capabilities of these platforms, we can efficiently manage and analyze the captured data, enabling us to derive valuable insights
for enhancing security measures and improving surveillance effectiveness. Remote monitoring and alerting functionalities will be
a key aspect of our system, allowing users to receive real-time notifications of any detected motion or security events. These
alerts can be customized according to us er preferences, with options for email notifications, SMS alerts, or mobile app
notifications, ensuring that users remain informed and can take immediate action when necessary. Furthermore, proposed system
will include comprehensive data visualization and analysis tools within the IoT cloud platform, enabling users to visualize
captured images or video footage, analyze trends, and generate actionable insights. This will empower security personnel to make
informed decisions and res pond effectively to security incidents in real -time. In terms of security and data privacy, we will
implement stringent measures to protect the confidentiality and integrity of the transmitted data. This will involve employing
encryption techniques, robust authentication mechanisms, and access control policies to prevent unauthorized access and ensure
compliance with relevant data privacy regulations. Overall, our solution will provide a comprehensive and scalable platform for
advanced surveillance, enabling organizations to enhance their security posture and effectively mitigate security risks in diverse
environments.

KEYWORDS: 10T, ESP32 Cam, Surveillance, Open Source, Remote Monitoring, Face Recognition, Cloud, Visualization,
Communication, Machine Learning.
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LINTRODUCTION
In an age propelled by relentless technological
advancement, the realm of surveillance and security
stands at the forefront of innovation, beckoning toward s
a future where vigilance and protection are seamlessly
interwoven with cutting-edge technology. The genesis of
our project arises from the imperative to redefine the
contours of surveillance, to transcend the confines of
traditional methods, and to embrace the transformative
potential of IoT, computer vision, and cloud computing.
To embark wupon the creation of a cutting-edge
surveillance infrastructure, our mission is to engineer a
sophisticated system harnessing the capabilities of
infrared (IR) sensors and the ESP32-CAM module. This
amalgamation of hardware and software prowess is
envisioned to capture and disseminate real-time data
seamlessly to an IoT cloud platform, thereby fortifying
remote monitoring and alerting functionalities crucial
for security and surveillance domains. The cornerstone
of our endeavor lies in crafting a surveillance ecosystem
that operates in real - time, perpetually vigilant against
potential security breaches. This entails the deployment
of IR sensors alongside the ESP32-CAM module to
meticulously monitor the surroundings. Leveraging
advanced motion detection algorithms, our system
proactively identifies and captures images or video
footage upon detecting any suspicious activity, ensuring
an unyielding watch over designated ed areas. The
significance of our project lies in its potential to
revolutionize the field of surveillance and security by
leveraging emerging technologies to add resolving
threats and challenges. By creating a scalable and
adaptable surveillance solution, our project aims to
empower organizations and individuals with the tools
and capabilities needed to enhance security, protect
assets, and safeguard communities. Furthermore, the
insights gain ed from this project have broader
implications for the advancement of IoT, computer
vision, and ¢l oud computing technologies, with
potential applications spanning various domains
including smart cities, transportation, healthcare, and
beyond. With this introduction, we lay the foundation
for a detailed exploration of our project, highlighting its
The

subsequent sections will delve deep er into the technical

objectives, scope, significance, and structure.

aspects of the project, providing insights into the design,

implementation, and evaluation of the surveillance

system.

2. LITERATURE SURVEY
Following are the things learnt from the mentioned and
referred IEEE standard papers according to best of our
knowledge and learning capability.

This paper delves into the ESP32, Espressif Systems'
latest offering tailored for Internet of Things (IoT) and
embedded system projects. A comparative analysis
within the paper juxtaposes the ESP32 against other
market competitors, shedding light on its unique
strengths and advantages. Detailed microcontroller
specifications, features, and programming intricacies are
elucidated, providing developers with comprehensive
ESP32 for

practical

insights into leveraging the diverse

A notable
highlighted in the paper is the development of a

applications. implementation

portable, wireless
ESP-WROOM-32 variant, accompanied by a mobile

application. This case study serves as a compelling

oscilloscope  utilizing  the

example of the ESP32's versatility and effectiveness in

real-world  scenarios, showcasing its seamless
integration into practical IoT and embedded system
projects. In summary, the paper underscores the
significance of the ESP32 microcontroller in advancing
IoT and embedded system technologies, offering a blend
of performance, afford ability, and versatility that
propels innovation in the field. [1]

This paper talks about integration of low-cost
system-on-a-chip (SoC) microcontrollers with wireless
network capabilities is revolutionizing Building
Automation Systems (BAS) by facilitating sensor and
actuator interfacing. These affordable and powerful
microcontrollers are driving the rapid development of
IoT ap plications, a trend further accelerated by the
imminent deployment of 5G technology. However,
inherent inaccuracies in the built-in analog-to-digital
(ADC) and digital-to-analog (DAC) converters can
elevate costs and complexity, necessitating addition al
hardware. This study explores the requirements of a
wireless interface for BAS and examines design
considerations associated with employing the ESP32
microcontroller. The objective is to create an adapter that
ensures compatibility with existing devices, facilitates
migration to IoT platforms, and offers flexible, 5G-ready
capabilities. reveals that

Analysis implementing
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corrective measures to mitigate convert er errors enables
ESP32 utilization in cost- effective applications with
industrial-grade performance. In summary, the research
underscores the potential of ESP32 microcontrollers to
enhance BAS efficiency and compatibility, paving the
way for seamless integration into IoT ecosystems while
preparing for the transition to 5G technology. [2]

This particular paper emphasises that surveillance
systems are vital across industries and residential spaces,
aiding security measures and automation processes,
particularly in chemical industries. The paper introduces
an innovative surveillance system using the ESP32
microcontroller, focusing on both hardware and
Notably, the

captures and transmits video data via ESP32's Wi-Fi

software aspects. system efficiently
capabilities, displaying it on a SPI TFT Module at the
receiving end. This research offers a cost-effective
solution for bolstering security and preventing potential
surveillance
the study
highlights the transformative potential of utilizing

threats, contributing significantly to

technology advancement. In summary,
advanced microcontroller technology for intelligent
surveillance systems in various settings [3].

This paper introduces a novel approach to monitoring
small photovoltaic (PV) power systems using a web
server bas ed on the ESP32 microcontroller. Utilizing
low-cost sensors and an ESP32 microcontroller, coupled
with Wi-Fi connectivity and an SD-card reader, the
system efficiently collects and stores current and voltage
data from the PV panels and batteries. Data acquisition is
facilitated by the ESP32, which saves all collect ed data
into a text fil e stored on the SD card via SPI pins. The
system automatically deletes older data after a specified
period, ensuring continuous data logging. Accessibility
to the collected data is provided through a web page
stored on the SD card, accessible via Wi-Fi connection
from devices such as laptops, cellphones, or tablets. In
summary, the paper presents an innovative solution
based

real-time monitoring and data collection for small-scale

leveraging ESP32- technology to facilitate
photovoltaic power systems, offering practical benefits
for renewable energy management and optimization [4].

This paper explores the evolution of alarm systems
from primitive methods like shouting to sophisticated
technological solutions. Security concerns have always
been paramount, driving the development of alarm

systems to safeguard property and individuals. In the

contemporary era, the Internet of Things (IoT) emerges
as a transformative technology, offering novel solutions
to security challenges. The paper introduces an
Espressif ESP32

microcontroller to create an intruder alert system. This

innovative approach wusing the
system integrates a camera module and a Passive
Infra-Red (PIR) sensor with the ESP32 development
platform to detect intruder motion. The designed
prototype demonstrates high accuracy in detecting
intrusions and providing timely alerts. Overall, the
paper highlights the potential of ESP32- based systems in
addressing modern security concerns through seamless
integration of hardware components and sophisticated
functionality [5].

This particular paper discuss es the evolution of
surveillance techniques from traditional methods to
modern innovations driven by artificial intelligence and
cloud monitoring. With the ad vent of artificial
intelligence, surveillance systems have witnessed
significant advancements in efficiency and functionality.
Inspired by the current pandemic situation, the paper
presents a novel approach to surveillance aimed at
detecting individuals not wearing masks. The project
integrates cloud monitoring and live streaming of
footage, enhancing real-time monitoring capabilities. A
Convolution al Neural Network (CNN) is developed to
accurately identify individuals without masks,
leveraging the power of deep learning. The system is
deployed on a self-made server, enabling remote
monitoring and management of surveillance operations.
Utilizing the ESP32 camera, the system captures video
footage  efficiently,  contributing to  seamless
implementation and operation. Overall, the proposed
work holds

implementation, particularly in the context of the

substantial potential for widespread
ongoing pandemic and future scenarios requiring
enhanced surveillance and safety measures [6].

This paper delves into the burgeoning field of
biometrics, focusing specifically on face detection and
recognition, which are vital areas of research. Real-time
face recognition poses a significant challenge but also
holds promise for various applications, particularly in
authentication systems. The proposed framework
introduces the use of Principal Component Analysis
(PCA) for facial recognition, a statistical method falling
under factor analysis. PCA aims to condense large

amounts of facial data into a compact feature space,
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enabling efficient representation of facial features. By
transforming the original high-dimensional pixel vectors
into a lower-dimensional space termed the "projection of
PCA
Identification of the proper feature space is achieved
through the

eigenvectors of the covariance matrix, derived from a

self-space," facilitates  facial = recognition.

determination of eigenvalues and
collection of facial images. The paper describes the
development of a real -time face recognition system
using OpenCV, Haar Cascade, Eigenface, Fisher Face,
LBPH,

integration of these tools and algorithms, the system

and Python programming. Through the

effectively detects and recognizes faces in real-time,
offering practical solutions for authentication and
security applications. In summary, the paper contributes
valuable insights into the application of PCA-based
facial recognition in real-time settings, demonstrating
the potential of advanced algorithms and prog ramming

techniques for enhancing biometric security systems [7].

3. METHODOLOGY

DATABASE
(STORAGE)

|

; .
g WEBSITE/APP

Fig 1. Block Diagram

This block diagram gives a high overview of the image
and data processing flow within our project, which
leverages an ESP32 CAM for capturing surrounding
images, Javascript for monitoring and sending via
Whatsapp, and Python with OpenCV for face detection
and enhancement. The accompanying block diagram

visually depicts the core components and their

interactions.
Data Acquisition and Monitoring:

ESP32 CAM: Serves as the image capturing hardware,
equipped with a web server offering real-time access to

captured images.

File System Watcher: A dedicated Javascript server
constantly monitors the ESP32 CAM web server's fil e

system, specifically looking for newly saved images.

Image Processing and Delivery with Multi-Threaded
Approach:

Javascript Server: This server plays a crucial role in both

image delivery and advanced processing:

Whatsapp Delivery: Upon detecting a new image, the
Javascript server triggers the whatsapp- web.js library,
sending the image directly to the designated user via

Whatsapp, ensuring prompt delivery.

Python Program Activation: Simultaneously, the
Javascript server launches a separate Python program
for in-depth image analysis, effectively utilizing a

multi-thread ed approach for optimal performance.
Advanced Processing with Py thon and OpenCV:

OpenCV Integration: The Python program employs the
powerful OpenCV library to detect faces within the
This

objects  of

identification of
within the

captured image. enables

individuals or interest

surroundings.

Face Recognition (Optional): Depending on your
project's specific goals, a face recognition library can be
integrated within the Python program to further identify
detected faces. This adds an additional layer of

personalization or security to the system.

Image Enhancement: Beyond face detection, the Python
program can leverage OpenCV's diverse functionalities

for image enhancement tasks.
This could involve:

Marking detect ed faces with borders: Highlighting
detected faces visually using OpenCV's drawing

functions.

Image resizing or cropping: Optimizing the image size

for efficient transmission or analysis.
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Noise reduction or filtering: Improving image quality for

better face detection or visual clarity.
Output and Future Potential:

Whatsapp Delivery: The final process ed image (with or
without facial markings) is delivered to the user via
Whatsapp by the Javascript server, completing the image

transmission and processing cycle.

Potential Extensions: The system's capabilities can be

expanded upon based on your project's evolving needs.
Considering exploring integrations with:

Cloud platforms: Store captured images or analysis
results in the cloud for centralized access or further

processing.

Machine learning models: Train a model to classify
objects or scenes within the captured images, automating

specific tasks or providing insights.

Additional communication channels: Expand image
delivery beyond Whatsapp to include email, SMS, or

other platforms.

The provided block diagram offers a valuable roadmap
for understanding the image and data processing
workflow within your surroundings monitoring system.
By leveraging the combined functionalities of ESP32
CAM, Javascript, and Python with OpenCV, your project
achieves efficient image capture, transmission, and
analysis, paving the way for further enhancements and

potential applications.

4. RESULTS AND DISCUSSION

Fig 2. webcam server
A webcam server is a system that allows users to

broadcast live video streams over the internet using a
webcam. Webcam servers are commonly used for a
variety of purposes, including video conferencing,
security surveillance, live event broadcasting, and

remote monitoring. The server can be configured to

handle multiple streams simultaneously, provide
different levels of access control, and integrate with
other systems for advanced functionality such as motion

detection and recording.

WHATSAPP Code Generation:

v Page successfully accessed

Fig 3. WhatsApp QR code generation
WhatsApp QR code generation is a feature that enhances
user convenience and security by enabling quick and
easy device linking and contact sharing. When a user
wants to link their WhatsApp account to a web or
desktop client, they can open the WhatsApp Web feature
on their phone, which generates a QR code. Scanning
this code with the WhatsApp mobile app securely links
the devices, allowing the user to access their messages

and contacts on a computer.

WHATSAPP INTERFACE:

Encoded Image

© @ [ypeamessage

Fig 4. WhatsApp interface decode and display the image
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When activity is detected, the server sends a WhatsApp
message to the user containing the encoded image as a
thumbnail. Upon receiving this message, the user can
tap on the thumbnail to have the WhatsApp interface
decode and display the image in full resolution.
Additionally, the message can include a link or QR code
for accessing the live camera feed directly in a browser
or dedicated app, ensuring efficient and secure real-time

monitoring through a familiar platform.

FACE RECOGNITION ANDMARKING:

2
Pl )

Fig 5. Capturing facial features

This technology captures facial features from the camera
feed (static image) processes the data and matches it
against a pre-existing database of known faces. When a
match is found, the system marks the identified face with

a label, such as the person's name or an ID number.

5. CONCLUSION

In conclusion, as per the above shown results this
work represents a comprehensive integration of various
technologies to develop a robust surveillance and facial
recognition system. Through the strategic use of ESP32
microcontroller, WhatsApp messaging platform, facial
recognition algorithms, and web-based interfaces, the
system achieves its objectives of enhancing security,
enabling efficient communication, and facilitating
real-time monitoring.

Looking ahead, future iterations of the project could
explore additional enhancements, such as integrating
artificial intelligence algorithms for advanced anomaly

detection or expanding the system's capabilities to

support a wider range of sensors and devices. Overall,
the project demonstrates the potential of integrating
cutting-edge technologies to create innovative solutions

for security and surveillance applications.
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