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ABSTRACT

The main aim of advanced Cryptographic techniques is to provide data security which helps to avoid data hacking and illegal

access of data. Providing data confidentiality and strong peer to peer authentication using the multilayer linear feedback shift
register (LESR) cryptographic technique to reduce the cost of encryption as well as storage and computation. One Time Pad
algorithm developed in multilayer which defines the signal transmission in the medium is used to provide information security.
For various levels of bit handling in data communication systems authentication keys are implemented in LFSR cascaded
cryptography in both encryption and decryption process. For improved data security cascaded LFSR cryptography is analyzed.
While processing an image, two stages of encryption and decryption done using multilayered cryptography which enhances the

data security

Keywords:: LFSR; OTP Algorithm; Single-cascaded Cryptography; PN Sequence; Seed Values; primitive polynomial.

1. INTRODUCTION

In the data communication process, hacking has
become a great threat, which leads to the loss of
information during the transmission causing insecurity.
This data hacking affects the user and confidentiality
during the data handling process. Data security is
achieved using various techniques in the data handling
process. The most familiar method used to overcome this
problem is cryptography. Cryptography is the process of
encrypting the data with the help of the key which is
generated by the transmitter [3,4]. The receiver wants to

decrypt the data with the key to read the data. Key may

be common to both transmitter and receiver. Symmetric
cryptography is the cryptographic technique that uses
the same key for both encryption and decryption. Key
used for both encryption and decryption is the private
key which should be secret for both transmitter and the
receiver [7]. This symmetric cryptography includes
various algorithms such as AES algorithm [12], DES
algorithm [14], Triple DES algorithm [8], Blowfish
algorithm [6, 15], etc., For AES algorithm block size will
be 128 bit and the key length will be 256 bit, which is the
longest key. For DES algorithm, block size will be 64 bit
and the key length will be 56 bit, which is the smallest
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key. In the triple DES algorithm, the block size will be 64
bit and the key length will be 112 bit or 168 bit, which is a
shorter key compared to the AES algorithm. Asymmetric
cryptography [10,16] is the cryptographic technique
which wuses the different key for encryption and
decryption. Key used for encryption is the public key
and the key used for the decryption is the private key.
Asymmetric cryptography includes RSA algorithm,
HASH algorithm, Digital signature algorithm, etc. The
modern  cryptographic  technique includes the
development of the Linear Feedback Shift Register
(LFSR) system [2]. This Linear Feedback Shift Register is
used for the encryption and the decryption process. Key
used for encryption and decryption will be Pseudo noise
sequences generated by a feedback shift register and the
combinational logic [5]. The Pseudo noise sequence [1] is
generated at the output of the last flip flop in the shift
register. There are many types of ciphers are available to
generate the one-time pad (OTP) to provide a secure
cryptosystem [10]. LFSR is used for generating the
pseudo-random number generator which is used in
stream ciphers especially in military cryptography due
to its simple construction. LFSR is a linear system. To
enhance the data security level, the multilayer technique
is presented. Multilayer cryptographic technique [3, 9,
11] is the process of encrypting the already encrypted
information one or more by using the same algorithm or
using different algorithms.
2. LITERATURE REVIEW

Exploring the Potential of Threshold Logic for
Cryptography-Related  Operations by Alessandro
Cilardo - Motivated by the emerging interest in new
VLSI processes and technologies, such as Resonant
Tunneling Diodes (RTDs), Single-Electron Tunneling
(SET), Automata (QCA),

Tunneling Phase Logic (TPL), this paper explores the

Quantum Cellular and

application of the non-Boolean computational
paradigms enabled by such new technologies. In
particular, we consider Threshold Logic functions,
directly implementable as primitive gates in the
study their

application to the domain of cryptographic computing.

above-mentioned technologies, and
From a theoretical perspective, we present a study on the
computational power of linear threshold functions
related to modular reduction and multiplication, the
central operations in many cryptosystems such as RSA

and Elliptic Curve Cryptography. We establish an

optimal bound to the delay of a threshold logic circuit
implementing Montgomery modular reduction and
that

can be

multiplication. In  particular, we show

fixed-modulus  Montgomery reduction
implemented as a polynomial-size depth-2 threshold
circuit, while Montgomery multiplication can be
implemented as a depth-3 circuit. We also propose an
architecture for Montgomery modular reduction and
multiplication, which ensures feasible O(n 2 ) area
requirements, preserving the properties of constant
latency and a low architectural critical path independent
of the input size n. We compare this result with existing
polynomial-size solutions based on the Boolean
computational model, showing that the presented
approach has intrinsically better architectural delay and
latency, both O (1).

FPGA based N-bit LFSR to generate random sequence
number by Babitha P. K, Thushara T, Dechakka M. P. -
Random number generators are most prominently used
in the area of communication to provide security for
information systems through pseudo random sequences.
It also applicable for key generation in cryptography
applications and signature analyzer to generate test
patterns for Built-In-Self Test. In conventional method,
random numbers are generated by a reference value i.e.,
seed value, using a XOR gate. The new proposed
methods present a linear feedback shift register (LFSR)
which generates an arbitrary number based on XOR,
XNOR gates with and without seed value using
multiplexer. Multiplexer is appended to generate a
defined

runtime. Hardware complexity and power consumption

random  value at user state  in
is reduced by replacing the multiplexer with tristate
buffers. Result analysis indicates that proposed LFSR
with and without seed value gives a better performance,
low power consumption and improves more
randomness in runtime with Partial Reconfiguration
(PR). Resource utilization for standard XOR based LFSR
is compared with proposed LFSR using XOR and XNOR
logic. Proposedmethod is designed in Verilog HDL,
ISE Simulator,
implemented using Xilinx ISE, targeted for Spartan3E
XC3S500E-FG320-4 andVirtex-5XUPV5LX-110T

architecture.

simulated with synthesized and

A multilayered Secure for Transmission of Sensitive
Information based on Steganalysis by Divya Jenifer D’

Souza, Minu P Abraham-We propose a multilayered
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secure scheme to transfer sensitive text over an
unreliable network. The secret text is first encrypted
using the AES algorithm. The cipher text produced is
hidden in an audio file. The audio file is in turn
encrypted in parallel using the concept of Shamir's
technique based on CRT

utilization. These, audio shares are sent over different

to maximize resource
channels in the network for security. Experimental
results show that, even if certain shares got lost over
network, audio files could be recovered at the receiver
with the remaining shares without sender needing to
resend the file.

An efficient chaos pseudo-random number generator
applied to video encryption by HuiXua, Xiaojun Tonga,
XianwenMenga - Traditional cipher systems are not
appropriate for video encryption due to the high
computation overhead. Video encryption must take
account of the trade-off of both data security and
real-time performance. In this paper, an efficient chaos
pseudo-random number generator is designed to
generate key stream for encrypting video syntax
elements of H.264/AVC. In view of the efficiency and
security, the intra-prediction mode (IPM), signs of
trailing ones (T1s), signs of non-zero (NZ) coefficients,
signs of motion vector difference (MVD) are chosen for
selective encryption. The proposed scheme provides
sufficient protection for the video commercial value.
Experimental results demonstrate that the course of
encryption will not affect the coding efficiency of
H.264/AVC by keeping exactly the same bitrate and
negligible time overhead. Security analysis shows that
the proposed scheme has the ability to resist malicious
attacks.

Computing Seeds for LFSR-Based Test Generation
fromNontest Cubes by IrithPomeranz-In test data
compression methods that are based on the use of a
linear-feedback shift register (LFSR), a seed that
produces a test for a target fault is computed based on a
test cube for the fault. With a given LFSR, a seed may not
exist for a given test cube, even though a seed may exist
for a different test cube that detects the same fault. This
issue is addressed in this brief by computing seeds for
LFSR-based test generation without using test cubes.
Instead, the procedure described in this brief is based on
the use of non-test cubes. A non-test cube for a fault
must be avoided in any test or test cube for the fault in

order to allow the fault to be detected. Therefore,

non-test cubes do not limit the ability of the procedure to
compute seeds with a given LFSR. Experimental results
demonstrate the advantages that the use of non-test

cubes provides, and the associated computational cost.

3.MULTILAYEREDCRYPTOGRAPHIC ALGORITHM
Proposed LFSR Cryptography

In this LESR OTP encryption and decryption algorithm
is used. LESR OTP encryption is shown in Figure 1.

Plain Text
v
EXOR Operation

4
Bit Order Reversal

v

1’s Complement

v

Bit Order Reversal

v
Cipher Text

PN Sequence

Figure 1: LFSR OTP encryption
The number of steps has been increased in both the
encryption and the decryption process to attain the high
security level of data. Here the OTP algorithm is
presented in such a way that the process includes a Bit
reversal process after the EXOR operation. The reversed
sequence is performed with a 1’s complement operation
then once again the bit reversal operation is performed
to get the Cipher text. This helps to improve security
than a single layer. In the above proposed LFSR
cryptography technique, multi-layers can be used to
achieve higher security.
The LESR OTP decryption is shown in Figure 2. Here the
reverse process of the encryption process is performed to
retrieve the original information. Then the sequence is
made to experience the routine extraction process using
the PN sequence. Without the knowledge of the OTP
algorithm network hacking will be difficult on the
information transmitted.
Multilayer or Cascaded Cryptography
Multilayer or cascaded cryptography is the process of
encrypting an already encrypted data into two or more
times either by using the same or different algorithms.
Block diagram for the proposed multilayer cryptography

is explained in Figure 3
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Figure 2: LFSR OTP decryption
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Figure 3: Block diagram of the cascaded crytography

In this block diagram, information is the input image.
The input image is then converted into the digitized bit
stream. This bit stream is taken for the encryption and
decryption stages. The resultant bit stream is then
converted into the original image which is the input.
Conversion of the image into bit stream and bit stream
into an image is done by using the MAT lab software.
Simulink is used for linking the MAT lab and the model
SIM software.
Conversion of Image into Bit Stream
Before doing the cryptography process, the input image
is converted into the digitized bit stream. For converting
the input image into the digitized bit stream the Input
RGBimage is converted into the grayscale image. At the
same time, the corresponding matrix format is also
generated. A grayscale image is converted into a black
and white image and the corresponding matrix is also
generated and viewed. To attain the digitized bitstream,
the encoding process is done. This digitized bit stream
generated from image processing is very much
important and used for the multilayer cryptography
process. LFSR OTP and

Multilayer encryption

decryption algorithm is explained in the Figure 4 and
Figure 5) respectively.

Multilayer LFSR OTP Encryption algorithm:

In this multilayer LESR OTP encryption cipher text can
be created by using the mathematical expression given

a=N[{(u®y)>> n}>> n]r (1)

Where, a = encrypted data,
N = number of layers,

>>> = circular right shift,

n = number of bits,

t =PN sequence,

Y = input.
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Figure 4: Two stages of LFSR OTP encryption

The equation provides the step-by-step process involved
in the OTP algorithm. The first step, a plain text which is
nothing but the PN sequence created in the LFSR
operation is to be EXORed. The resultant value is taken
and their bit order is reversed by using the circular shift
register. Then, the obtained result is inverted by using
the 1’s complement logic. Again, the bit order is reversed
for the result obtained in the previous step. The resultant
value is the cipher text for the stage I encryption. The
resultant cipher text is the EXOR ed with the PN

sequence which is the random key.
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The output obtained in the above step is taken and fed
into the circular shift register to reverse their bit order.
Perform 1’s complement for the output obtained by
using the inverter logic.

Multilayer LFSR OTP Decryption algorithm:

Cipher text

Y
Bit Order Reversal

y

1’s Complement

v

Bit Order Reversal

e Stagel

PN Sequence v
-~ EXOR Operation

¥
Bit Order Revergal

v

I's Complement

v

Bit Order Reversal

> Stage I

PN Sequence v
—®  EXOR Operation

Y
Plain Text

J

Figure 5: Two stages of LFSR OTP decryption
In this multilayer LESR OTP decryption original plain
text is retrieved by using the mathematical expression

which is given in the equation (2).

B=N[i(a>> n)}&u].. (2)
Where,
[ = decrypted data,
o= encrypted data,
n = number of shifts,
N = number of layers,
1 =PN sequence,
>>> = circular right shift
Equation (2) explains that the original plain text can be
retrieved by using the following steps. In the first step,
ciphertext which is nothing but the resultant value

obtained in the multilayer LESR OTP encryption

algorithm is taken and fed into the circular shift register
to reverse the bit order. The next step is to perform 1’s
complement for the resultant value obtained in the
previous step. The resultant value is taken and fed into
the circular shift register to reverse the bit order. Then,
the final result is taken and EXORed with PN sequence
which is nothing but the random key. The resultant
value is the stage I decryption. This value in the
decryption stage I is taken and fed into the circular shift
register to reverse the bit order. Subsequently, this
performs 1’s complement for the resultant value
obtained in the previous step. The output obtained in the
above step is taken and fed into the circular shift register
to reverse their bit order. Again the EXOR operation is
performed between the resultant value obtained in the
above step and the PN sequence which is nothing but the
random key generated by the LFSR. The resultant value
is the original plain text for the stage II decryption. After
the cryptography process, the final digitized bitstream is
taken into Matlab. To attain the original image
corresponding binary image of the resultant digitized

bitstream is processed.

4. RESULTS& DISCUSSION
Simulation results are integral to the success of VLSI

design, helping designers ensure functionality,

performance, power efficiency, reliability, and

manufacturability of integrated circuits before they are

physically fabricated.

o meg BOY +r>AE

Figure 6: Simulation Result of the proposed system
Figure 6 shows the simulation result of two stage
encryption otp. We give clk, rst and plain text input and

we generate chipper text as output
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Figure 7: Block diagram of the proposed system
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Figure 7 shows the Two-stage Encryption OTP block
diagram consisting of clk, rst, plain text as input and

chipper text as output

Figure 8: Block diagram of the proposed system
Figure 8 showsthe RTL schematic diagram of
encryption which contains sub blocks as complement

block, bit revisable block, LESR and XOR logic block.
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Figure 9: Device utilization of the proposed system

Figure 9 shows the area report of proposed system
which contain the total number of LUT required for

implementation
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Figure 10: Delay report of the proposed system
Figure 10 shows the delay report of circuit which show
the overall delay of circuit.

4.CONCLUSIONS

The first layer and second layer of cryptography are
completed with the help of the LFSR cryptographic
technique. The cipher text for the LFSR cryptography is
generated. Here both the encryption and the decryption
process are done by the OTP algorithm. Due to this
security of the data has been enhanced and the various
cryptographic techniques have been summarized. The
work focused on the design of effective single-layered
cryptography as well as multilayer cryptography by
using the LESR cryptographic technique. Various levels
of the bit handling process in the data communication
system are implemented successfully through this LFSR
cryptographic ~ technique by  generating  the
authentication key. The concept of image processing is
also implemented successfully in the Matlab software.
The multilayered cryptography is compared with the
single-layer cryptography to prove that the multilayered
cryptography is better enough to enhance the data

security level during the data transmission.
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