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ABSTRACT

Because of the high volume of enormous information, Cloud Computing is powerful solution for storing huge amounts of

information in the cloud, as the cloud can reserve and handle a high volume of clients.ABE is a promising way to make sure that
huge amounts of information in the cloud are safe. A minor execution gives the person who owns the information a chance to get
it back, freeze it under the new access rules, and then send it back to the cloud. Additionally, we propose various strategy
calculations for access strategies.Also, we suggest a smart and safe way for the people who own the data to check if the cloud

server has updated the figure messages correctly

LINTRODUCTION

The general and simple way of protecting cloud
outsourced files is to encrypt data files before uploading
them to cloud storage.Despite the fact that the data file
encryption algorithms do seem to be publicly available,
the data files seem to be secure since this key used only
for encryption and decryption is kept under wraps. As
an outcome, key generation & distribution were indeed
crucial issues in cloud computing. The key should
always be extremely safe so that nobody can reach the
transmitted data files.Encryption of the entire cloud
would also secure the data by encryption and decryption
with a key. Still, it will only prevent a few limited people
from access and it can’t be secure if the private key is
leaked to unwanted people who will lead to the

disclosure of a secret file in the cloud.

[16]Cloud computing is where the owner of the data

stores the large scale of data for subsequent
processing.The data should be encrypted using the
cryptographic method where owners need to maintain
full authority over security keys.Using an encryption
management tool before encrypting your data will help
protect data from data loss.The encryption keys should
be kept secret from cloud providers.

Key Management is in which data is encrypted and
decrypted using the use of encrypted keys.Keys make
sure the safe data transmission across the
internet.Security requirements for key management are
1.Access: only authorized users can access encryption
keys.
2.the data should be protected from swindling

3.Unintended use of keys: these keys should be used for
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specific functions

The proper management of cryptographic keys is
essential to the effective use of encryptions. As a result,
managing these cryptographic keys is a difficult security
issue. Only the authorized user has full access to the data
if he or she has the secret key. The symmetric keys
provide confidentiality to protect the information. So, the
symmetric key must be shared with the user very
secretly.We came up with a plan for auditing the security

of cloud storage based on the user's identity.

2. SYSTEM MODEL

Since the architecture requires a security model to
visualize the Securities and Exchange Commission
Cloud Life Cycle model, the security mechanism
includes two components: a tunnel with SSL security,
and static Security is improved by using SSL to create a
secure tunnel.. The file hosted on a remote host is always
accessible to the on-demand cloud model. It is important
to look into the security parameters of such hosts and the
queries that are used to get data from the model. Here,
the data and key prefixes are swapped using an
encrypted sequence and the enc and dec schemes. There
are two parts to the architecture: enc and dec. [17] The
data and key are acknowledged and then sent enc. The
prefix is also sent with the data to be enc to the HADOOP
preprocessing step.The scheme is being used in the case
to process the secure file transmission in conjunction
with the remote host. Remote threats are never possible
because the technique is entirely routed using SSL. The
owner generates the secret key / symmetric key using a
hierarchical tree-based mechanism before outsourcing
the files. The file will then be uploaded using the key.
The data holder is responsible for producing the message
digest for 'n' sample messages, encrypting them with
private key, and transferring them to the user. The user
must first decrypt the texts and compute the message
digest for each message. If the digest provided by the
owner matches, the hierarchy tree algorithm is used to
generate the symmetric key.When the user gets the files,
he decrypts them with this symmetric key.
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3. GENERATION SYMMETRIC KEY

We feed "n" messages into a tree-based hash algorithm to
generate the encryption key. Following that, the process
produces the root value, which provides the symmetric
key for the key-based algorithm.

3.A. Key Generation Algorithm

Step 1: Start making an empty stack.

Step 2:PUSH(ni).

Step 3: While the stack is still not empty, perform the
following steps:

e Step 3.1 : PULL(Top);

e Step 3.2 : PULL(Top+1);

e Step 3.3 :Top hash = H(Top| | Top+1);

Step 3.4 :PUSH (Top hash);

Step 4:Return the top hash.
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3.B. Message Authentication

In the method to generate a key,Messages will then be
delivered to the user.. As a result, before calculating the
symmetric key, the user must ensure that the messages
received have not yet been tampered with. The data
owner uses to calculate the ciphertext using the SHA1
method before encrypting the messages. So, the private
key is used to encrypt the message digest, and then the

message digest is sent to the user.
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3.B.(ii). Authorization by owner

3.C. Identification

Connections should always be uniquely identified
instead of encrypted in several cases.Such that, both
members must be aware of the identity of the other.
Before granting access to resources, we must first
establish and validate identity. One of the most common
approachesto verification is through the use of a simple
password verification mechanism. A user name is used,
followed by a password. Then it verifies a password
lookup table to see whether the passwords match.
Because the same password is used for each login, this is
considered a reusable password.One major problem is
that if someone succeeds to crack the technique, they can
easily grab the entire password file. When storing data
on a device, using a one-way hash function is preferable
to storing it in plaintext. We can now have a file with
passwords that are encrypted and can't be read. When
you type in a password, the system just encrypts it and

compares it to the encrypted password.If both

passwords are encrypted to the same string, the system

will accept them both.
server
user
userid 1o
narme
phone number
. N
email L send()
address encryption()
qualification Koo decryption()
name
upload(
data retrieval()

Identification Hash function table

4. DERIVATION SYMMETRIC KEY

The user should first decrypt the encrypted messages
using the owner's public key. The message is then
determined and compared to one sent by the owner.
Then if this matches, then the user uses the hierarchy tree
approach to find the symmetric key.

4.A. Key Derivation Algorithm
AlgorithmKeyDerivation

(ni mean ciphered messages)

Step 1: mi= DECRYPT (ni) pk

Step 2: Make an empty stack.

Step 3: PUSH (mi).

Step 4: : While the stack is not empty, perform the
following steps:

Step 4.1: PULL (Top);

Step 4.2: PULL (Top+1);

Step 4.3: Tophash=H(Top| | Top+1);

Step 4.4: PUSH (Top hash);

Step 5: Return an top hash.

Whereas if information is updated, the user requests the

data, and the owner sends back the messages.

5. EXPERIMENTAL RESULT

We created an identity-based data integrity auditing
scheme for secure cloud storage in this study,where it
enables data exchange while hiding private information.
According to our technique, as long as the confidential
material in the file is protected, the file stored on cloud
can be distributed and was used by others.Moreover,
remote data integrity auditing is still possible and

efficient.The security proof as well as experimental
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results prove that the proposed accomplishes levels of

security and performance.

6. OUTPUTS

User Login

a)Register and login in as owner.

User Data Upload

Data fype
test

sample tex

b)Upload data as owner.

1BE Home View Dita

Requesting For Key
Owner Name  File Name  Request Key

SUBMIT

c)login in as a user and request the data.

IBE Home  Request Key

A

Decrypt Data

EW DECRYPTE

Data type
n4bKb33

sample text

d)key is sent to the user'sregistered details.

7. CONCLUSION
The proposed key management strategy is safer and
more efficient in terms of symmetric key generation and

distribution. Because the whole method is tunneled

through SSL, attacks from afar are never possible. One of
the hardest things about cloud computing is making sure
that data is correct. The goal for the future is to come up
with a new and effective way to check the integrity of
data in the cloud.
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