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Cryptography has different procedures that are helped to encrypt correspondence and to ensure a secured and controlled data 

exchange between the sender and recipient. In Elliptic Curve Cryptography (ECC), the proposed algorithm would play a crucial 

role in tackling all the problems related to the key exchange. This paper also shows an ECC analysis covering the ECC algorithm 

method, the basic ECC algorithm protocols, the varied ECC development and the ECC utilization. This article also represents 

different graphical presentations of the EC visual cryptographic mechanism over the endless and endless areas. 
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I. INTRODUCTION 

Nowadays, one of the primary issues of every 

contact is security. As a result, cryptography is used to 

encrypt correspondence between senders and receivers. 

Cryptography has been used for several centuries [1]and 

is characterized as a process, procedure, or multiple 

formulas that protect data or networks to achieve 

Integrity, Authentication, Confidentiality, Access 

Control, Non-repudiation and Availability by sending 

the information to unreadable format[2][3][4]. Since the 

invention of cryptography with the public key in 1976 by 

Martin Hellman and Whit Diffie, the relevance of 

cryptography has been widely recognized, and the 

discrete logarithm problem has been thoroughly 

researched[5][6]. Cryptography is divided into three 

major categories: Secret Key, Public Key, and Hash 

Functions. One key is used for both encryption and 

decryption in symmetric cryptography, commonly 

termed private key cryptography. However, in 

asymmetric cryptography or shared key cryptography, 

two keys are used: a public key to cypher or decrypt the 

transmitted message and a private key used by the key 

holder to decrypt the data[7][8]. The term "public key 

cryptography" comes from the fact that the coding of the 

message was made freely accessible [9][10]. ECC is a 

form of public-key cryptography that is also known as 

asymmetric-key cryptography [11][12]. This paper 

would include an overview of ECC. 

 

II. OVERVIEW OF ECC 

ECC is a public or asymmetric key cryptography that 

was introduced in 1985 by both Victor Miller and Neil 

Koblitz and is strictly mathematical in nature [13]. The 

distinguishing feature of ECC is that it provides its users 

with a small key size and a challenging expanding time 

threat to the intruder to break the device or contact[14]. 

Since 160 bits of ECC equals 1024 bits of RSA at a ratio of 

1:7, ECC offers similar protection as RSA but with a 

smaller key size. As a result, ECC has a small key size, 

strong security, and quicker cryptographic procedures 

since it uses lightweight chips and software [15]. The 

cryptosystem in ECC needs three algorithms: Key 
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generation, encryption algorithm, and decryption 

algorithm, which are all, tested using the regional 

specifications of the Elliptic Curve (EC)[16]. In ECC, two 

keys must be produced: The public key, which is passed 

down by the data owner to encrypt the data and 

transform it to ciphertext, and the private key, which is 

held by the owner and is used to decrypt the ciphertext 

and translate it to a readable form[15]. The EC Discrete 

Logarithm problem over a finite field or integer 

factorization is the sole foundation of ECC[17]. The ECC 

is based on the general equation (1) 

2 3y x ax b= + +     (1) 

 
Fig. 1: EC illustrates the operation P+Q=R  

 

III. ECC over finite field mathematics 

With the use of coordinate points of EC, a cryptographic 

process on EC over a finite field is done. The given 

formula 
2 3y x ax b= + + mod p illustrates the ECover 

finite field equation [18]. Separate rubrics are located for 

the procedure with the points which are point adding, 

subtraction, doubling and point multiplication[19].  

 

A. EC point adding  

The two points 1 1( , )P x y and 2 2( , )P x y are different 

and to achieve the computations, the two points are 

added to generate the point 3 3( , )R x y . Fig. 2 shows EC 

point adding graphical representation 

 
Fig. 2: EC Point additions [18] 

B. EC point subtraction 

We conduct point subtraction by finding the reflect 

coordinate of the subtracted point and adding the 

created coordinate point, and then subtracting this 

number from the first one [10]. 

C. EC point Doubling  

To double the point means to connect two identical 

points, each of which has the same coordinate value. 

Figure 3 illustrates the effect of doubling the electric 

current point. 

 
Fig.3: Various operations on EC 

 

D. EC point multiplication  

The point multiplication equation says that the result of 

adding the same point (say P) to itself n times is equal to 

nP= P+P + P + P + P…P. to stress importance expand, go 

on 

 

E. Point at infinity  

The intersection of the points is at the infinity is 

represented as 0 and that happened when the points of 

1x is equal to 2x  and 1y  is equal to 2y  so it equal to 0 or 

1x is equal to 2x  and 1y  is equal to 2y− .  

 

IV. Process of ECC Algorithm 

Some procedures need to be taken to use the ECC 

algorithm  

Step 1: The general formula: 
2 3y x ax b= + + where a 

and b are the curve specifications 

Step 2: Two prime numbers are selected 

Step 3: The next step is to find adding and doubling 

points on the curve. 

Step 4: You have to choose a generating point other than 

the points that were already used to increase the 

sequence duration. 

Step 5: The fifth step is to use a number that is smaller 

than the point from which the numbers are produced 

and use it as a private number for each person. 
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Step 6: To complete the process, the public key is created 

by multiplying the produced number with the secret 

number.  

To further illustrate this method, the following statement 

would address the creation of keys, the process of 

computing a hidden key, and the process of exchanging 

keys. One factor, in particular, the elliptic curve element 

(or equation) with Eq(a,b) (where q is an integer or a 

prime number of form 2m and G is the Generator), has 

two features: First, the q parameter (which is an integer 

or a prime number of form 2m) must be specified. 

Second, the order of the G Generator must be high (that 

is, the order of the G Generator must be greater than 2m). 

F. Generation of Key  

The first step to start the encryption is generating keys 

by selecting numbers and multiplies it with the 

generator[20]. It has another two steps such as alias key 

generation and bob key generation. In alias key 

generation, a secret number is selected which is less than 

the large number and the public key is generated. 

Whereas in bob key generation process, the secreted key 

is selected which isles than the large size key and the 

public key is generated. 

G. In this step, from the above data, both keys are 

calculated 

H. Encryption of the message by Alice using public key 

of Bob 

I. Decryption of the received cipher text by Bob using his 

own Private key 

J. Key Exchange  

 

V. Basic protocols of ECC algorithm 

With respect to the digital signature and key exchange, 

there are several general ECC algorithms that can be 

employed. The elliptic curve digital signature algorithm 

(ECDSA) (ECDSA). For the most part, DS is added to 

authenticate the devices, or the message is transmitted 

from the computer such that the message is sent with 

sign signature in order to guarantee that the message is 

not tampered with anybody[21]. ECDSA is part of the 

ANSI and IEEE standards committees. There are 

differences in DSA; nevertheless, it runs on EC units. In 

order to transmit a message using the electronic 

medium, both the sender and receiver of the message 

must have agreed on the EC domain parameters. One 

simple, basic, definition of this will be if the parties are 

Alice and Bob, where Alice is the sender and Bob is the 

receiver. Her dA (privately produced random number) 

and QA (publicly generated random number) represent 

a key pair in which QA = G. G is the randomly generated 

point on elliptic curve domain parameters. (Increasingly) 

increasing. Elliptic Curve Diffie Hellman Key Exchange 

and Elliptic Curve Diffie Hellman Key Exchange 

(ECDH) The arrangement to enable the communication 

party to establish a common secret key which can be 

included in the private key algorithm serves as a way for 

them to make the communication possible. Before the 

actual process of exchanging information and computing 

the shared secret key begins, the parties are required to 

disclose some aspects of their relationship. They do this 

by utilizing their own private key and the public 

information, which results in their being able to calculate 

the shared secret key. Other than when dealing with a 

faction, it would be impossible for any external party to 

determine the mutual secret key from the public 

knowledge available. The protocol uses EC domain 

parameters to construct a mutual secret key between 

Alice and Bob. No party has to worry about conflicting 

parameters for EC names. In addition to both a secret 

and public key, Alice and Bob both have a key consisting 

of a private key d (dA, dB) and a public key QA= G.dA 

and QB= G.dB, respectively. A and B are therefore, the 

private and public keys of Alice are (D, Q) and the 

private and public keys of Bob are D and Q (dB, QB). 

Alice then calculates E=xE + yE = dA. A quarterback 

where x and y are the domain parameters of EC. On the 

other side, Bob figured out that F=(xF,yF)=dB.QA. As a 

result, dAQB = dAdBG = dBdAG = dBQA. The following 

statements are both equivalent: E is identical to F, and xE 

= xF. Because of this, the mutual hidden key is xE. 

Taking into account the math used above, the result of 

the equations is that it is not feasible to uncover the 

private keys of Alice and Bob (dA and dB) using the 

public keys E and F. Third parties do not have access to 

the shared private key, so it is difficult to procure it. 

 

VI. ECC Implementation 

These portable gadgets have come to play a significant 

role in the modern era. Even, these machines are 

equipped with minimal memory, so in order to 

accommodate the need for protection, additional 

memory is needed. This is what makes a problem when 

the security is required as specified. Due to the low-key 

scale of ECC, which uses scalar multiplication, point 
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addition, and point doubling, ECC is generally regarded 

as the best possible choice for smaller memory devices, 

such as smart phones, palmtop, and smartcards utilizing 

scalar multiplication, point addition, and point 

doubling[22]. For eg, in radio frequency identification 

(RFID), ECC was implemented and demonstrated that it 

offers legitimate protection for data combination and 

memory access that's marked with a radio frequency 

identification chip. Additionally, since it reduces the 

necessary storage for the key and the backend device, by 

does so by keeping the private key only, this is a good 

idea. As a result, the commutation of the tag is reduced 

[23]. In addition. Cryptography with the elliptic curve's 

main advantages is appealing for the implementation in 

handheld or wireless settings. 

 

VII. ECC applications 

In real world, ECC is applied in different areas and 

technologies. Below are some of them.  

A. Bitcoin  

In the crypto currency system of Bitcoin, the flow of 

payment does not happen in the form of a transaction via 

a financial institution, but directly amongst peers. In 

Bitcoin, the decentralized block chain is a 

continuously-collected grouping of regular transaction 

histories. For any block in this group, the prior block's 

hash is hashed and added to the end of the block's 

previous hash, such that the chain begins from the origin 

block[24]. In the case of Bitcoin, a user account serves as 

ECDSA private key, which enables the verification of 

who has acquired control of the bitcoins between 

senders and receivers by first linking a DS with the 

private key of the sender of the previous hash activity 

and the public key information of the receiver[25]. As we 

can see that the sender's public key from the previous 

transaction has been used in authentication, the same 

procedure can be implemented here. 

B. Secure Shell (SSH)  

Though there are several areas in which ECC can be 

implemented, SSH utilizes it in certain locations. By 

default, clients and servers are configured with host keys 

that make it possible for them to prove to each other that 

they are who they say they are. When the client and the 

server come to an agreement on a session key, the server 

sends it to the client such that the client checks to see if 

the fingerprint corresponds to the saved value [26]. Once 

the server has created a copy of the exchange key and 

ECDSA may be used as the key, the server then conducts 

a self-authenticity by signing its own exchange key [27]. 

C. Austrian e-ID  

Though there are many options for granting users entry 

to the network, the most commonly used approach is a 

physical smart card that is used to authenticate users. 

Cryptographic computations are carried out using smart 

cards that carry cryptographic hardware modules. Each 

of these hardware modules holds a private key used for 

encryption and signatures. In this context, the phrase 

“less computational complexity of ECC” means that ECC 

is more suited for use in applications that require 

security, and since the security uses are of lower 

computation complexity, ECC is often implemented in 

such applications. For digital signatures to be accepted 

as legally binding, ECDSA public key cab be used[28]. 

D. Transport Layer Security (TLS)  

The EC may be seen in a variety of locations in the 

procedure. ECDH is a fundamental building block of all 

encryption cyphers that use the RFC suite. The 

certificates that encrypt data using TLS contain a 

cryptographic key that is used by the server to identify 

itself and the usage of ECDSA is this public key[29]. TLS 

used the use of Elliptic Curve Cryptography (ECC) in the 

client and server hello communications, as well as 

another collection of cipher suites and. The suites 

advocate that elections should be held to decide upon 

the preferred exchange, encryption, and authentication 

algorithms for message and identity verification[22]. 

Instead of submitting the whole options list of curves 

and cypher suites that the server is using, a smaller 

subset of those options is sent to the client, and the server 

will choose only those responding with a single cypher 

suite from the list that the client provided. If the link is 

terminated for refusing to use any of the cyphers or 

curves in the list, it was not handled by this feature[30]. 

To help the suite access the ECC functionality, only one 

curve sort, and one with a key or signature, is available 

in the api. The problem with trying to find out whether 

the server accepts various TLS curves is that a client 

must make several TLS connections in order to provide a 

variable number of curves and therefore discover what 

order of choice the server values these various curves 

[31]. 
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VIII. Visual cryptography (VC) 

Traditional cryptography techniques are 

computationally intensive, both in the encryption and 

decryption processes. The primary issue in the field of 

cryptography is the secure transmission of multimedia 

data over the internet [32][33]. Visual cryptography (VC) 

is a sophisticated technique that blends the 

cryptographic concepts of perfect ciphers and secret 

sharing with those of raster graphics. A binary image can 

be partitioned into shares, each of which can be stacked 

to approximate the original image. A secret sharing 

scheme enables the distribution of a secret among n 

parties in such a way that the secret can be reconstructed 

only by predefined allowed sets [34][35]. Visual 

cryptography allows for the visual reconstruction of the 

password by superimposing shares[36].  

Visual cryptography (VC) is another method for securely 

encrypting secret image (SI) data. In VC, an original 

image is encrypted and divided into multiple images 

known as shares. The original image is referred to as SI, 

and it is encrypted using various VC techniques; shares 

are encrypted versions of SI[37]. These shares are 

allocated to various participants. The SI cannot be 

determined based on a single share. The original picture 

is recovered when these shares are stacked together. VC 

is a form for binary, or white and black, SI sharing. When 

these shares are stacked together, the human visual 

system can quickly decrypt them [38][39]. (HVS). As a 

result, no computation is required and cryptographic 

knowledge is required. The problem of pixel expansion 

plagues traditional visual cryptography schemes (VCS) 

[40]. SI transforms this image into larger shares, i.e., m 

times the original image's size. Visual Secret Sharing 

(VSS) is a technique for safely encrypting a SI and 

distributing it to shares. The advantages of these 

schemes are that HVS can easily decode SIs, and no 

cryptographic computations or knowledge of 

cryptography are needed[41]. The concept of image 

sharing is similar to the concept of general secret 

sharing. In (𝑥, 𝑦)  image sharing, the hidden image is 

divided into 𝑦  pieces (referred to as shares), and 

decryption is impossible until at least 𝑥  pieces are 

collected and superimposed. Fig. 1 illustrates the various 

forms of sharing patterns [42]. 

 
Fig 4: The numerous pixel patterns that are used to 

create VC shares 

 

Color Visual cryptography 

Visual cryptography techniques applied to color images 

are critical because they allow the use of natural color 

images to protect certain types of information. Due to the 

existence of a color picture, this further reduces the risk 

of alerting anyone to the fact that information is 

concealed within it. Additionally, it should allow 

high-quality sharing of these color images [43]. Fig.5 

illustrates a simple (2, 2) color visual cryptography 

scheme. Two distinct color shares are generated at 

random. By OR'ing each of them, the secret can be 

retrieved. Although the contrast difference is quite 

obvious, the consistency of the recovered secrets is quite 

remarkable [44][45]. 

 
Fig 5: The outcome of a two-color (2, 2) VC scheme 

Random grid based visual cryptography 

Kafri and Keren introduced the definition of random 

grid (RG) in 1987. RG is transparency that consists of a 

two-dimensional array of pixels [46][47]. We may obtain 

each pixel that is either opaque or fully transparent in a 

random manner using the coin flip technique. As a 

result, there is no connection between the values of the 

array's pixels. The opaque pixels block the light, while 

the transparent pixels allow it to pass through. 

Probabilistically, the number of opaque pixels equals the 

number of visible pixels in an RG[48][49]. Thus, a 

random grid's average light transmission is ½ [50].VC's 

approach enables global decoding rather than point-wise 



  

 

 
136     International Journal for Modern Trends in Science and Technology 

 

 

decoding. This technique is based on the generalized 

moiré effect obtained by the use of RG. The 

information-containment areas of the two RG are 

associated. Owing to the disparity in light propagation, 

the correlated areas will be resolved after stacking these 

two grids. The decryption operation is identical to that 

specified in traditional VCS[51][52]. 

 

IX. Conclusions 

Although it is extremely easy to distribute and access 

images through the internet nowadays, there is a 

security aspect to consider when transmitting data. 

Image encryption is one way of preventing unauthorized 

access to files. As a result, this field of protection is a hot 

topic for researchers. ECC is a widely employed 

asymmetric or shared key cryptography with three 

major algorithms: key creation, encryption, and 

decryption. Because of its limited scale and complex 

algorithm, it raises the standard of confidentiality, 

making it almost impossible for third parties or attackers 

to break the connection. 
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