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ABSTRACT

Routing is the process of moving a packet of data from source to destination and enables messages to pass from one computer to

another and eventually reach the target machine. A router is a networking device that forwards data packets between computer
networks. It is connected to two or more data lines from different networks (as opposed to a network switch, which connects data
lines from one single network). This project, mainly emphasizes the study of router devices, their top-level architecture, and how
various sub-modules of routers i.e. Register, FIFO, FSM, and Synchronizer are synthesized, simulated, and finally connected to
their top module. The router is a device that transfers information in the form of packets. The typical protocol has been defined for
proper communication of information which validates that the data reaches a destination as defined by the source. TCP/ IP
protocol is widely used in communication networks. Router and routing are defined as part of a network layer of TCP/IP. The
design of the 1X3 router can be extended without extensive changes in the code. Code coverage and functional coverage are used to
check the functionality of code and how efficiently the code is written. Functional coverage is user defined matrix whereas code
coverage is tool specified matrix. So, Verification of code is important before it is implemented in hardware as it can prevent loss
of money, time, and resources of an organization.
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1. INTRODUCTION

Information gathering, processing and distribution are

System Interconnect (OSI) model and Transmission
Control Protocol/ Internet Protocol (TCP/IP) model. OSI
model is not much in use but still valid. On the other
hand, the TCP/IP model is widely used. Also, OSI model
is reference for TCP/IP model. This report focuses on the
architecture of TCP/IP model, which includes The

the key to technological communication networks. A
communication networks can be defined as a collection
of several hardware and software devices. It provides

various technology which makes the transmission easier

and prominent. The basic examples can be the LANs and
WAN:Ss. Routing is one way to transmit data from source
to destination in form of packets. For multiple users, to
certain

ensure proper communication worldwide,

standards are being followed which include Open
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Internet Layer, The Transport Layer, The Application
Layer and the Host-to-network Layer. From the layers of
TCP/IP model, the router belongs to The Internet layer.
forwards

Router data packets between computer

networks. The internet layer helps in driving an arriving
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packet to an output destination. It reads the report
information in the form of packets and decides the client
location. Similarly, it forwards the packet to the next
destination. This transmission requires at least two
networks, one for source and other for the client. The
router provides the direction in the internet traffic.

TCP/IP Model Computer networks are a big trap for
proper communication worldwide. To control the
network, there is a need for a system which can regulate
the transmission of information and messages. These
messages are traveling in the form of data packets. So, it
is necessary to connect those messy networks in a
flawless way. This is the foremost concern of designing
any protocol [2]. Also, data/message should be safe and
intact, even if the source and destination machines are
damaged or not working properly.This design can be
achieved with the TCP/IP reference model.

The Internet Layer: The work of this layer is to make
sure that the host injects data information into any
network and let them drive independently to the
destination. If the arrival of data is not the same as it has
been sent, it is job of higher layers to arrange them.
Internet Layer defines the proper format i.e. INTERNET
PROTOCOL. So,
functionality of the internet layer is to transport IP

it can be said that the main

packets to the end point. Proper transmission or routing

of data helps in avoiding data congestion.

The This

connection between source and destination to carry out

Transport Layer: layer provides peer
the conversation. Two different protocols are provided
in this layer which is Transmission Control Protocol
which is used in connection-oriented communications
and other is User Datagram Protocol which is used in

connectionless communications.

The Application Layer: On top of the transport layer the
next layer which comes is application layer. It contains
all the high-level protocol, few of them are: -
a) Virtual terminal (TELNET): It allows the user to
login to the different machine and worksthere.
b) File transfer protocol: It allows the data to move
from one system to other effectively.
¢) Electronic mail: It is one kind of file transfer.
d) Domain Name System: DNS is used for mapping

the host names onto their network addresses.
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The Host- to- Network Layer: There is very less
discussion in papers about this layer except that the

source must connect to a network using some protocol.

Routeris a device that helps in transmitting information
through the networks in the form of data packets. It is
connected to at least two networks, commonly two
LANs or WANSs or a LAN 4 and its ISPs network and is
located at gateways, the place where two or more
networks connect. The incoming packets reach to the
output channel by determining address fields present in
the header of the

transmission and path determination of forwarding

packet. To regulate further
packets, it uses header and forwarding tables. This
resultsin controlling internet traffic which helps in
finding the best path communication between several
hosts

p1. packet object to be
routed

E Network 2
/10.1.0.0

Destination client
) network

Network 1 Router

10.0.1.0

Network 3

10.2.1.0

Source Server network

L - |PAddress

Fig. 1.2a. Router network

Destination client
network

Router 1*3 Features

Packet Routing: The packet is driven from the input port
and it routed to any one output port, based on the
address of the destination network.

Parity Checking: An error detection technique that tests
the integrity of digital data being transmitted between
server & client. This technique ensure that the data
transmitted by the server network is received by the
client network without getting corrupted.

Reset: It is an active low synchronous input that
resets the router. Under reset condition, the router FIFOs
are made empty and the valid out signals goes low
indicating that no valid packet is detected on the output
data bus.




Sending packet:

The packet consists of 3 parts Header, Payload, and
Parity such that each id of 8 bit width and length of
payload can be extended between 1 byte to 63 byte.

Reading packet:
Active high input signal are reading the packet through
output data bus .

2. LITERATURE REVIEW
The sheer volume of data available on the internet is
staggering. It's fascinating to watch how data gets
transferred from one computer to the next. It doesn't
have to follow a set course; in fact, it could change in the
middle of a computer discussion. A router is a computer
networking device that sends data packets from one
network to the next. The router scans the address
information in a data packet to determine its eventual
destination when it arrives on one of the lines. The
packet is then directed to the next network on its path
using information from its routing table or routing
policy. As a result, overlay internetwork is constructed.
On the Internet, routers provide "traffic directing"
responsibilities. A router is a computer networking
device that sends data packets from one network to the
next. If you have a large image that you wish to email to
a friend or post to a website, it could be made up of tens
of millions of bits of 1s and 0s, which are too many to
transfer in a single packet. Because the image is data on a
computer, it may be instantly broken down into
hundreds or even thousands of tiny pieces known as
packets. The origin and destination internet addresses
are included in each packet. Routers, which are
internet-connected machines that operate as traffic
supervisors, keep packets moving efficiently over
networks. Individual packets may follow a different path
over the internet if one route is clogged. To deal with all
of these scenarios, we'll need a device with a more
advanced design. And to check that design, we'll need a
reliable verification mechanism.

» Most home users may want to set up a LAN (Local
Area Network) or WLAN (wireless LAN) and
connect all computers to the Internet without having
to pay a full broadband subscription service to their

ISP for each computer on the network.
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» In many instances, an ISP will allow you to use a

router and connect multiple computers to a single
Internet connection and pay a nominal fee for each
additional computer sharing the connection. This is
when home users will want to look at smaller routers,
often called broadband routers that enable two or
more computers to share an Internet connection.
Within a business or organization, you may need to
connect multiple computers to the Internet, but also
want to connect multiple private networks, not all
routers are created equal since their job will differ

slightly from network to network.

> Additionally, you may look at a piece of hardware

and not even realize it is a router. What defines a
router is not its shape, colour, size, or manufacturer,
but its job function of routing data packets between
computers. A cable modem, which routes data
between your PC and your ISP can be considered a

router.

In its most basic form, a router could simply be one of
two computers running the Windows 98 (or higher)
ICS

Connection Sharing). In this scenario, the computer that

operating system connected using (Internet
is connected to the Internet is acting as the router for the
second computer to obtain its Internet connection. Going
a step up from ICS, we have a category of hardware
routers that used to perform the same basic task as ICS,
albeit with more features and functions often called
broadband or Internet connection sharing routers, these
routers allow you to share one Internet connection with
multiple computers. Broadband or ICS routers will look
a bit different depending on the manufacturer or brand,
but wired routers are generally small box-shaped
hardware devices with ports on the front or back into
which you will plug each computer along with a port to

plug in your broadband modem.

3. PROPOSED METHODOLOGY

As discuss above router is a device that helps in traffic
controlling in the internet network. A message packet is
forwarded after one router to another through the
systems that constitute the internetwork till it reaches its

destination nodes. Fig show the Top-Level Block.




Fig. router Top Model

Packet routing is done on bases of destination details, the
packet is sent to output port from output port. - Parity
Checking: After decoding the address of client, it is
important that client should receive the pure form of
data send the pure. Instead of checking each bit, parity is
checked to give information about corrupted or pure
data. - Reset: - Reset is active low input signal. It helps in
resetting the FIFOs and indicate no valid data is
available at output buses. —

Sending Packet. Design under test input procedure
* Clock, pkt_vld, busy and error are active high signals.

* Pkt vld signal indicates that new packet has been
started and asserted with header byte in input data bus.
* Header byte is the first byte of data which also has the
address of FIFO. With the help of header byte router gets
to know where packet should be routed.
® before the parity byte started pkt_vld will be
deasserted, which indicates the packet is complete.

* Busy signal will be asserted at next rising edge of clock
after pkt_vld and data is asserted.

¢ Testbench cannot started new packet when busy
signal is asserted.

* Error is there to indicate the packet is corrupted. i.e.
packet which is sent by server is not the same what client
has received. Packet sending mechanism - Reading
Packet: Output procedure details:
® Vld_out read_enb and data_out is active high signals
e VId_out signals will be asserted according to FIFO
address in header byte.

e Jt will be asserted at next rising edge of clock after

payload byte starts on data_out.
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¢ It helps in identifying that data is present in output
bus.

* data_out signals are also asserted according to FIFO
selection.

e For each FIFO different data_out signals are present to
show its data.

* Read_enb signals reads data from data_out signals and
assert accordingly.

* Read_enb signals are also connected to internal reset
which indicates data is late.

* 30 clock cycles are assigned for internal reset.

e If it doesn’t receive any packet which in 30 clock cycle.
® That will be the case time out and that resets the FIFO.
* Data_out bus will be in high impedance state when

time out condition occurs. Packet reading mechanism .

Router Interface Below is the table for router interface

signals Table 1: Router Interface Signals .

Clock Active High = Clocking

Event

Pkt_valid Pkt_valid is an active high
input signal that detects an
arrival of a new packet

from a source network

resetn Active low synchronous

reset

Data_in 8 bit input data bus that
transmits the packet from

source network to router

Read_enb_0 Active high input signal

for reading the packet
through output data bus

data_out_0

Read_enb_1 Active high input signal

for reading the packet
through output data bus

data_out_0

Read_enb_2 Active high input signal

for reading the packet
through output data bus

data_out_0

Data_out_0 8 bit output data bus that
transmits the packet from
the router to destination

client network 1

e
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Data_out_1 8 bit output data bus that
transmits the packet from
the router to destination

client network 2

Data_out_2 8 bit output data bus that
transmits the packet from
the router to destination

client network 3

Vld_out_0 Active high signal that
detects a valid byte is
available for destination

client network 1

VIld_out_1 Active high signal that
detects a valid byte is
available for destination

client network 2

VId_out_2 that

detects a wvalid byte is

Active high signal

available for destination

client network 3

busy Active high signal that
detects a busy state for the
router that stops accepting

any new byte

that

mismatch

error Active high signal
detects  the

between packet parity and

internal parity

Router- Output Protocol

Test Bench Note:

All output signals are active high and are synchronized
to the rising edge of the clock.

Each output port data_out_X (data_out_0, data_out_1,
data_out_2) is internally buffered by a FIFO of sixe 16*9.
The router asserts the vld_out_X (vld_out_0, vld_out_1,
vld_out_2) signal when vaild data appears on the
vld_out_X(data_out_0, data_out_1, data_out_2) output
bus. This is a signal to the receiver’s client which
indicates that data is available on a particular output
data bus.

The packet reciver will then wait until it has enough
space to hold the butes of the packet and then respond
with the assertion of the read_enb_X (read_enb_0,
read_enb_1, read_enb_2) signal.

The read_enb_X (read_enb_0, read_enb_1, read_enb_2)
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input signal can be asserted on the falling clock edge in
when data are read from the data_out_X (data_out_0,
data_out_1, data_out_2) bus.

The read_enb_X (read_enb_0,

read_enb_2) must be asserted within 30 clock cycles of

read_enb_1 or

vld_out_0, vld_out_1,vld_out_2)being asserted else time
out occurs, which resets like the FIFO
The data_out_X bus will be tri-stated during a scenario
when a packets byte is lost due to time out condition.
VId_out read_enb and data_out is active high signals

¢ VId_out signals will be asserted according to FIFO
address in header byte.

e It will be asserted at next rising edge of clock after
payload byte starts on data_out.

¢ It helps in identifying that data is present in output
bus.

* data_out signals are also asserted according to FIFO
selection.

¢ For each FIFO different data_out signals are present to
show its data.

* Read_enb signals reads data from data_out signals
and assert accordingly.

* Read_enb signals are also connected to internal reset
which indicates data is late.

* 30 clock cycles are assigned for internal reset.

o If it doesn’t receive any packet which in 30 clock cycle.

¢ That will be the case time out and that resets the FIFO.
* Data_out bus will be in high impedance state when

time out condition occurs.

data Header Payoad Party

vid_out x{0/1/2)

read_enb x{0/1/2)

data_out x0/L/2)

data (heades/payload/ parity)

Router Architecture

The top-level block module consists of 6 sub blocks: a) 3
FIFO b) Synchronizer c) Register d) Finite State Machine




e During the read operation when a header byte is

P-4 o - . . .
:@ :;:H st read, an internal counter is loaded with the payload
e e o= length of the packet plus “1” (parity byte) and starts

decrementing every clock cycle till it reaches 0.the

Ll
# T Py

0 o
s
e b e

counter holds 0 till it is reloaded back with a new

packet payload length.

::_mx_u,1

: :
AL e U g
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e During the time out state, full =0, empty =1.

e Data_out driven to HIGH impedance state under 2

scenarios:

e When the FIFO memory is read completely (Header
+ Payload + Parity)

e Under the time out state of the router.

e Full -FIFO status which indicates that all the
locations inside FIFO have been written.

e Empty -FIFO status which indicates that the

locations of FIFO have been read and made empty.

Router: KEE e Read and write operation can be done

¢ FIFO helps in sending the packet through buses. As simultapeously.

our design is 1X3 ,3 FIFOs of 16X9 have been used,

which means each FIFO has depth of 16 bytes and

width of 9 bits. The operation of FIFO is connected

to clock and is reset according to resetn signal. :::n ’ E‘>
e There are 2 FIFOs used in the router design. Each soft rest N

FIFO is of 9 bits width and of 16 locations as depth. wre_enb . FI FO

The FIFO Works on the system clock and is reset - ,

with a synchronous active low reset. - * 4: ':;m
e The FIFO is also internally reset by an internal reset @

signal soft_reset. Soft_reset is an active high signal

which is generated by the SYNCHRONIZER block
during the time out state of the ROUTER.

o [F reset is low then full =0, empty=1 and data-out=0.

e The FIFO memory size is 16*9. The extra bit in the
data width is appended in order to detect the FIFO Waveform
header byte.

e The Ifd_state detects the header byte of packet. The
9t bit is 1 for header byte and 0 for remaining bytes.

e  WRITE OPERATION :

e Signal data_in is sampled at the rising edge of the

Fig. FIFO

clock when write_enb is high.

e  Write operation only takes place when FIFO is not
full in order to avoid over_run condition.

e READ OPERATION:

e The data is read from data_out at rising edge of the

clock, when read_enb is high .

oMBOmME T

e Read operation only takes place when FIFO is not

empty in order to avoid under_run condition.

e
189 International Journal for Modern Trends in Science and Technology



T T

F A9 [§

Tl
Il

[
1

HpmespPMEFTE

EOoOmMEDEMEG W

RER | SRR Gtes @ W IREDAC P Y| tATERL| o
. 3 g [E VLIS ek FITYAETTENLY

ROUTER SYNCHRONIZER
Functionality:
This module Provides synchronization between router
FSM and router FIFO modules. It provides faithful
communication between the single input port and three
output ports.
o Detect_and and data_in signals are used to select
a FIFO till a packet outing is over for the selected
FIFO.
e Signal fifo_full signal is asserted based on full
status of FIFO_0 or FIFO_1 or FIFO_2.
e If data_in =2'b00 then fifo_full = full_0

e Ifdata_in=2'b01 then fifo_full = full_1 ROUTER- FSM (CONTROLLER)
e If data_in = 2'b10 then fifo_full = full_2 else
fifo full=0 Functionality:
. The_signal vld_out_x signal is generated based The FSM module acts as the controller unit for the
on empty status of the FIFO as shown below router. The module generates all the regulating signals
e Vld_out 0=~empty_0 when any new packet is received by the router. These

e Vld_out_1=~empty_1
e VId_out_2 =~empty_2
o The write_enb_reg signal is used to generate

control signals are used by other design components in

order to transfer the packet to the output port.

write_enb signal for the write operation of the

selected FIFO. - X ey
e There are 3 internal reset signals (soft_reset_0, AL > » ld_state

soft_reset_1, soft_reset_2) for each of the FIFO ::':M I.,;!‘.

respectively. The respective internal reset signal — . g

goes high if read_enb_x (read_enb_0, i e

read_enb_1 or read_enb_2) is not asserted . | ESM

within 30 clock cycles of the vld_out x

(vld_out_0, vld_out_1, vld_out_2) being asserted

respectively. party dore ,

R
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STATE-DECODE_ADDRESS

This is the initial reset state.
Signal detect_add is asserted in this state which
is used to detect an incoming packet. It is also

used to latch the first byte as a header byte.

STATE-LOAD_FIRST_DATA

Signal 1fd_state is asserted in this state which is
used to load the first data byte to the FIFO.
Signal busy is also asserted in this state so that
header byte that is already latched doesn’t
update to a new value for the current packet.
This state is changed to LOAD_DATA state

unconditionally in the next clock cycle.

STATE-LAOD_DATA

In this state the signal 1d_state is asserted which
is used to load the payload data to the FIFO.
Signal busy is deassrted in this state, so that
Router can receive new data from input source
every clock cycle.

Signal write_enb_reg is asserted in this state in
order to write the packet information (Header+
payload+ parity) to the selected FIFO.

This state transits to LOAD_PARITY state when
pkt_valid goes low and to FIFO_FULL_STATE
when FIFO is full.

STATE-LOAD_PARITY

In this state last byte is latched which is the
parity byte.
It goes
CHECK_PARITY_ERROR

Signal busy is asserted so that router doesn’t

unconditionally to the state

accepts any new data.
Write_enb_reg is made high for laching the
parity byte to FIFO.

STATE-FIFO_FULL_STATE

Busy signal is made high and write _enb_reg
signal is made low.

Signal full_state is asserted which detects the
FIFO full state.

STATE-LOAD_AFTER_FULL

In this state laf_state signal is asserted which is
used to latch the data after FIFO_FULL_STATE.
Signal busy & write_enb_reg is asserted.

In check for parity_done signal and if it is high
shows that LOAD_PARITY state has been

191

detected and it goes to the state
DECODE_ADDRESS.
If low_pkt valid is high it goes to
LOAD_PARITY state otherwise it goes back to
the LOAD_DATA state.

STATE-WAIT_TILL_EMPTY

Busy signal is made high and write_enb_reg

signal is made low.

STATE-CHECK_PARITY_ERROR

In this state rst_int reg signal is generated,
which is used to reset low_pkt_valid signal.

This state changes to DECODE_ADDRESS when
FIFO is not full and to FIFO_FULL_STATE when
FIFO is full.

Busy is asserted in this state.

The soft-reset signal should be used in the FSM
in such a way that the current state should
change back to “DECODE_ADDRESS” state
only for timeout situation of the current

transmitted packet.

i (L |LI;' BLE S| ool et

EOEBDPMASTFER
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ROUTER-REGISTER

Functionality:

This module implements 4 internal registers in order
to hold header byte, FIFO fill state byte, internal parity
and packet parity byte.

Clock >

reseth —————»

Ifd_state ) emor

rst_int_reg F——————> low_packet_valid

pkt_vid »
fifo_full ——»

detect_add ——F—» RegiSter

Id_state

parity_done

dout (8) )

laf state

ful state

All the register in this module are latched on the rising

edge of clock.

If resetn is low then the signal (dout, err,
parity_done and low_pkt_valid) are made low.
The signal parity_done is high under the
following conditions

When signal 1d_state is high and signal (fifo_full
and pkt_valid) are low.

When signal laf _state and low_pkt_valid both
are high and the previous value of parity_done

is low.

192

Rst_int_reg signal is used to reset low_pkt_valid
signal.

Detect_add signal is used to reset parity_done
signal.

Signal low_pkt_valid is high when Id_state is
high and pkt_valid is low. Low_pkt_valid shows
that pkt_valid for current packet has been
deasserted.

First data byte i.e. Header is latched inside an
internal register when detect_add and pkt_valid
signals are high. This dada is latched to the
output dout when Ifd_state signal goes high.
Then signal data_in i.e. payload is latched to
dout if 1d_state and fifo
_full are high. This data is latched to output dout
when laf_state goes high.

Full_state is used to calculate internal parity.
Another internal register is used to store internal
parity for parity matching. internal parity is
calculated using the bit-wise xor operation
between header byte, payload byte and previous
parity values as shown below:

parity_reg_previos A

Parity_reg =
header_byte-----t1 clock cycle.

Parity_reg = parity_reg_previos " header_byte
1--—-12 clock cycle

Parity_reg = parity_reg_previos " header_byte
2-—---t3 clock cycle

Parity_reg = parity_reg_previos * header_byte
n-----tn clock cycle (last payload byte)

The error is calculated only after packet parity is

loaded and goes high if the packet parity doesn’t

match with the internal parity.

International Journal for Modern Trends in Science and Technology



Router TOP MODULE

Top module which is integration of sub modules. IN Top

module we have to use structural modelling.

Below is the output waveform in which first two data
packets are shown. In this upon getting new packet
pkt_valid signal is getting high and on next posedge of
clock, signal busy is asserted with high. Signal error is
not high as internal parity is matching with packet parity
in these packets. Signal read_enb for FIFO 2 is getting
high which means FIFO 2 will read the first packet and
for second packet, read_enb signal of FIFO 1 is high

BoOMADOMEE
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4. RESULTS & DISCUSSION

I have designed network ROUTER and I have verified
the functionality of the ROUTER. The Verilog code for
all the modules is written and instantiated in the top
module and simulation is done using the modelsim and
different packet lengths of size 14 and 16 are observed in
waveforms and it is synthesized and the rtl schematic is
obtained. The Router1X3 is a successfully designed by
using the verilog hardware description language.
During the simulation in the modelsim and synthesis in
the quartus prime software, many coding flaws ,errors
and warnings are discovered and rectified .Packets with
a long & different payload length like 4 byte packet
length,14 bytes packet length,16 bytes packet length are
generated and Full FIFO state i.e (observing busy signal)
& which is a good packet packet and observed read a
read/write operation are happening at the same time
,different bad packets or a packet that has been
corrupted were derived from the testbench in order to
assess the design's reliability. And according to
Questasim's coverage report, it was working flawlessly,
with 100% FSM state coverage, 82.81 percent FSM
transition coverage, 95.4 percent toggle coverage, and
94.31 percent statement coverage. It is proved that the
router 1x3 is designed very efficiently with lower

constant by using the available resources.
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