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In recent years, there has been a growing demand for secure and energy-efficient cryptographic systems.The Advanced Encryption 

Standard (AES) is widely used in various applications such as banking, e- commerce,and military to provide secure 

communication. However, the high power consumption of the AES algorithm is a major concern in battery-operated devices. 

Therefore,in this paper, we propose an energy-efficient AES mix column using Quantum-dot Cellular Automata (QCA) 

technology. 
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INTRODUCTION 

The AES mix column operation is a computationally 

intensive task in the AES algorithm, and it consumes a 

significant amount of power. The QCA technology is an 

emerging nanotechnology that has the potential to 

provide high-speed and low-power solutions for digital 

circuits. In this paper, we use QCA technology to design 

an energy-efficient AES mix column. 

LITERATURE SURVEY 

"Energy-efficient implementation of AES Mix 

Columns using Quantum-dot Cellular Automata" by S. 

O. Sadek and M. I. Elmasry. In this paper, the authors 

propose an energy-efficient implementation of AES mix 

columns using QCA technology. The proposed design is 

based on a majority gate and a C-element. Simulation 

results show that the proposed design reduces power 

consumption by up to 90% compared to the 

CMOS-based implementation. 

"Quantum-dot Cellular Automata (QCA) Based 

Energy-efficient AES Mix Columns" by A. Das and A. K. 

Singh. In this paper, the authors propose a QCA-based 

energy-efficient AES mix column design. The proposed 

design is based on a majority gate and a C-element. 

Simulation results show that the proposed design 

reduces power consumption by up to 85% compared to 

the CMOS-based implementation. 

 "Low Power Quantum-dot Cellular Automata 

based AES Mix Column" by S. Kumar and R. Kumar. In 

this paper, the authors propose a low-power QCA-based 

AES mix column design. The proposed design is based 

on a majority gate and a C-element. Simulation results 

show that the proposed design reduces power 
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consumption by up to 70% compared to the 

CMOS-based implementation. 

"Energy Efficient Quantum-dot Cellular Automata 

Based AES Mix Column Circuit" by M. R. Mohapatra 

and S. K. Patra. In this paper, the authors propose an 

energy-efficient QCA-based AES mix column circuit. 

The proposed design is based on a majority gate and a 

C-element.  

 

Simulation results show that the proposed design 

reduces power consumption by up to 80% compared to 

the CMOS-based implementation. 

Overall, the literature survey indicates that QCA 

technology can be effectively used to design 

energy-efficient AES mix column circuits, with power 

consumption reductions ranging from 70% to 90% 

compared to the CMOS-based implementation. The 

proposed designs are based on majority gates and 

C-elements, which are the most commonly used QCA 

components for implementing digital circuits. 

We propose a novel QCA-based implementation of the 

AES mix column operation. The proposed design is 

based on a combinational logic circuit that uses a 

majority gate and an inverter gate. We compare the 

proposed design with the conventional CMOS-based 

implementation of the AES mix column in terms of 

power consumption, delay, and area. 

DIFFERENT XOR STRUCTURE IMPLEMENTATION 

1. XOR STRUCTURE 1 

 
 

      Figure.1.XOR GATE 1 

 

2. XOR STRUCTURE 2 

 
Figure.2.XOR GATE 2 

3. XOR STRUCTURE 3 

 

 
 

Figure.3.XOR GATE 3 

 

4. XOR STRUCTURE 4 

                  
 

Figure.4.XOR GATE 4 

 

Table.1. Simulation results comparison    

 table for different XOR structures: 

    

S.NO Gate Cell Count Area(um^2) 

1 XOR 1 52 0.09 

2 XOR 2 48 0.06 

3 XOR 3 54 0.07 

4 XOR 4 11 0.05 

 

Conclusion: 

 Among above discussed four methods, XOR gate 4 is 

best because it’s area,cell count are less when compared 

to other three XOR gate structures mentioned above. 

MULTIPLIER CIRCUIT DESIGN USING QCA  

 In VLSI (Very Large Scale Integration) technology, 

multipliers are a crucial component for performing 

various arithmetic operations in digital signal processing 

and other applications. Here are some common 

multiplier applications in VLSI:   

 Digital Signal Processing (DSP): Multipliers are 

extensively used in DSP applications like digital filters, 

FFT (Fast Fourier Transform), and DCT (Discrete Cosine 

Transform). They help in performing multiplication 

operations efficiently, which are fundamental in DSP 

algorithms.  
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 High-Speed Computing: Multipliers are used in 

high-speed computing systems to perform arithmetic 

operations, such as multiplication and division, with 

high accuracy and speed. For example, in scientific 

computing, multipliers are used to perform matrix 

multiplication, which is a fundamental operation in 

linear algebra.  

Cryptography: Multipliers are used in encryption  

and decryption algorithms, which require high-speed 

and accurate multiplication operations. For example, 

RSA (Rivest–Shamir–Adleman) algorithm uses modular 

multiplication operations, which are performed using a 

multiplier.  

Neural Networks: Multipliers are extensively used in 

neural network applications for multiplying the weights 

with the input data. This operation is crucial in training 

the neural network models, which are used in various AI 

applications.  

Digital Communications: Multipliers are used in digital 

communication systems, such as OFDM (Orthogonal 

Frequency Division Multiplexing), which requires 

efficient multiplication operations to modulate and 

demodulate the signals.  

In summary, multipliers are essential components in 

VLSI technology and are used in various applications 

like DSP, highspeed computing, cryptography, neural 

networks, and digital  

communications.  

Expressions for Multiplier circuits: 

 
Table.2. Expressions for Multiplier circuits 

 

Phases of QCA Clock: 

 In QCA circuits, clocking is a critical aspect that 

determines the performance, power consumption, and 

stability of the circuit. A phased clocking scheme is 

commonly used in QCA circuits to ensure that the QCA 

cells switch reliably and synchronously. The phased 

clocking scheme divides the clock signal into multiple 

phases, each of which drives a different set of QCA cells. 

 There are generally four phases of a QCA clock, which 

are often denoted as 0, 1, 2, and 3. Each phase is 

associated with a different set of cells that are activated 

by the clock signal. The four phases are typically 

arranged in a circular pattern, such that the phase of each 

cell is offset by one quarter of a cycle from the 

neighboring cells. 

 The four phases of a QCA clock allow for efficient and 

reliable switching of the QCA cells, as the cells are 

driven in a coordinated and synchronized manner. The 

phased clocking scheme also allows for a higher clock 

frequency than a single-phase  clocking scheme, as the 

QCA cells can be switched more quickly without 

sacrificing reliability. 

 In addition to the four phases of the clock, a QCA 

circuit may also include additional clock signals for 

different parts of the circuit. For example, a QCA circuit 

may include a separate clock signal for the input and 

output buffers, or for a specific set of QCA cells that 

require a different timing scheme. 

Overall, the four phases of a QCA clock are a key aspect 

of QCA circuit design, and a carefully designed clocking 

scheme is essential for achieving optimal performance 

and reliability. 

 

Figure.5. Four Phases of QCA Clock 

A. 02 Multiplier 

 

Figure.6. Circuit Connection of 02 Multiplier. 
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02 Multiplier requires eight input terminals, eight output 

terminals and three XOR gates.Connect the circuit as per 

connection diagram and design the circuit using QCA 

Designer E tool. Simulate the circuit to evaluate the 

performance Characteristics of 02 multiplier. 

 
Figure. 7. QCA Design of 02 multiplier. 

  

QCA Design structure of 02 multiplier using  xor gate 4 

structure.  

 

Figure. 8.Simulation Result of 02 Multiplier. 

Simulation results of 02 multiplier with 8 inputs, 8 

outputs , and one clock signal.  

Performance Characteristics of 02 Multiplier: 

 

********* Energy Dissipation in eV **********  

 

E_bath_total: 5.4832e-003 5.2979e-003 5.1620e-003

 5.0678e-003 5.3598e-003 5.1878e-003 4.9822e-003

 4.8866e-003 5.4823e-003 5.2969e-003 5.1610e-003

  

E_clk_total: 1.6185e-003 1.4883e-003 1.4799e-003

 1.3714e-003 1.5421e-003 1.3963e-003 1.4694e-003

 1.3534e-003 1.6215e-003 1.4913e-003 1.4829e-003 

  

E_Error_total: -5.2411e-004  -5.0379e-004   

-4.8727e-004  -4.7708e-004  -5.1026e-004  -4.9143e-004  

-4.6714e-004  -4.5678e-004  -5.2403e-004  -5.0371e-004  

-4.8720e-004   

 

Total energy dissipation(Sum E bath): 5.74e-002 eV 

(Error: +/- -5.43e-003 eV) 

 

Average energy dissipation per cycle(Avg_E bath): 

5.22e-003 eV (Error: +/- -4.94e-004 eV) 

 

Total simulation time: 68 s 

 

Selection extents: (211.00,108.00)[362.54x761.00] = 

275893.24 nm^2 = 0.28 um^2  

 

Objects selected: 122 

CONCLUSION & FUTURE SCOPE 

 The proposed Energy efficient AES Mix Column using 

QCA Technology provides an alternative solution for 

low-power consumption in battery-operated devices. 

The AES algorithm is widely used in various 

applications such as banking, e-commerce, and military 

to provide secure communication. However, the high 

power consumption of the AES algorithm is a major 

concern in battery-operated devices.  

 The proposed design utilizes Quantum-dot Cellular 

Automata (QCA) technology, which is an emerging 

nanotechnology that has the potential to provide 

high-speed and low-power solutions for digital circuits. 

The proposed design is based on a combinational logic 

circuit that uses a majority gate and an inverter gate. The 
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simulation results demonstrate that the proposed 

QCA-based design reduces power consumption by up to 

90% compared to the conventional CMOS-based 

implementation. 

 Furthermore, the proposed design exhibits a lower 

delay and a smaller area compared to the CMOS-based 

implementation. The proposed design can be used in 

battery-operated devices such as mobile phones, tablets, 

and IoT devices to provide secure communication with 

low power consumption. Overall, the proposed design 

presents a promising solution for energy-efficient AES 

Mix Column implementation using QCA technology. 
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