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 We demonstrated a cryptosystem technique based on variation of rotation key using circular 

harmonic key with the help of double random phase masks in Fourier transform approach. It is 

observed that the encryption key generated in rectangular coordinates bear a tolerance of 0.2 

degrees rotation of key in the decryption process. This leads to low efficiency security of whole 

system and less effective to brute force attacks and forgeries. A novel cryptosystem based on 

circular harmonics is introduced in Fourier domain, where the key is generated in polar 

coordinates, which gives the high tolerance with rotation of angle key. This resolves the security 

and efficiency of the cryptosystem. The numerical experiments are presented to demonstrate the 

efficient of the system and to show the proof of the concept. 
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1.INTRODUCTION 

Through the mid1970’s, cryptology was overwhelmed by 

state run administrations both on the grounds that PCs 

were extravagant and in light of the requirement for data 

retention.Several factors pushed encryption towards the 

standard. The most significant of these was the creation 

of the World Wide Web in 1989 and the inescapable 

utilization of PCs. Both modern business and individual 

correspondence must be secured.Cryptography is the 

investigation of secure interchanges strategies that 

permit just the cipher and expected beneficiary of a 

message to see its items. Data confidentiality, Integrity, 

Authentication, Non-repudiation are the center 

standards of advanced cryptography.we executed 

thiskind of encryption course of action involving the 

encryption-keys inrectangular Coordinates K(u,v), 

Thenwe saw that theunscrambling is a variation activity 

with the rotation of the key.Practically speaking, this 

difference is an issue that should be settled. We have 

proposed a solution for the issue utilizing a decay ofthe 

key in circular harmonics 
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2. METHODOLOGY 

2.1.Encryption using Double random phase encoding 

Cryptosystem techniques are widely used in image 

security applications since this type of techniques can 

deal with a large amount of data rapidly with image 

processing algorithms. In the recent literature, theDouble 

Random Phase Encoding (DRPE) has been widely 

attracted in many image encryption applications. The 

DRPE uses the principle of Fourier Transform (FT) that 

enables the spatial and spectral information to be 

encrypted.In the present paper, the input 2D image 

encryption is implemented by using random-phase 

masks encoding (RPM) for both the input and the Fourier 

planes. Therefore, the whole image information 

encryption process transforms the input image into white 

noise. Similarly, the decryption process is carried out 

using its inverse process of encryption procedure. The 

original image is obtained only when the key and its 

spatial data are perfectly matched. The schematic 

illustration of proposed encryption and decryption 

system for image cryptosystem is shown in Fig.1. 

 

Fig.1: Schematic diagram of proposed cryptosystem 

using double random phase encoding scheme 

 

𝐺 = 𝐹𝐹𝑇 𝑅𝑃𝑀2 . 𝐹𝐹𝑇 𝐼. 𝑅𝑃𝑀1  (1) 

Now, decryption process can be expressed as given 

below  

 

𝐼 = 𝐼𝐹𝐹𝑇 𝐼𝐹𝐹𝑇 𝐺 . 𝑅𝑃𝑀2 . 𝑅𝑃𝑀1(2) 

Where 𝐼  denotes the input image, 𝑅𝑃𝑀1 and 𝑅𝑃𝑀2 

indicates the random phase mask, 𝐺  denotes the 

encrypted image after 𝑅𝑃𝑀2, FFT and IFFT indicates the 

Fourier transforms and inverse Fourier transforms. In 

this section, the DRPE is described in rectangular 

coordinates and this can lead to unauthorised access even 

with small variation in the decryption keys. To avoid 

such scenarios, we propose an encryption and decryption 

system using circular harmonic key in the Fourier 

domain using transformed polar coordinates with the 

help of DRPE. Generally, therandom phase masks are 

considered to be the secret keys in encryption where the 

key acquires more size .so it will be hard to rebuild the 

original image using these keys in the process of 

proposed scheme. 

 

2.2. Proposed Encryption using Circular Harmonic key 

in DRPE 

In the proposed method, the circular harmonic key is 

utilized in the random phase mask in the (DRPE) 

algorithm to enhance the security of the cryptosystem. In 

this phenomenon, an image in rectangular coordinates is 

converted to polar coordinates for circular harmonic key 

generation with rotation of angle along with radius [7,8]. 

The circular harmonic key (CHK) is in the form of polar 

coordinates. The CHK is distribution in the Fourier 

domain can mathematical expressed as below, 

 

𝑅𝑃𝑀 𝜌, 𝜑 = 𝑒𝑥𝑝 𝑖∅ 𝜌, 𝜑  (3) 

 

where ∅  contains the randomness values. The key 

mentioned in equation (3)is decomposed into circular 

harmonic with the polar coordinates position (𝜌, 𝜑) as 

the centre and it can be written as  

 

∅ 𝜌 𝑐𝑜𝑠𝜑, 𝜌 𝑠𝑖𝑛𝜑 = ∅ 𝜌, 𝜑 =

                               ∅𝑚  𝜌 exp[𝑖𝑛𝜑]∞
𝑛=−∞   (4) 

 

where n indicates the order of circular harmonics and 

∅𝑛 𝜌 is obtained as shown in equation (5). 

 

∅𝑛 𝜌 =
1

2𝜋
 ∅ 𝜌, 𝜑 

2𝜋

0
exp 𝑖𝑛𝜑 𝑑𝜑 (5) 

 

Now the first RPM using a CHK key in the Fourier 

domain is written as  

 

𝑅𝑃𝑀1 = 𝐾 𝜌1 , 𝜑1 = 𝑒𝑥𝑝 𝑖ℜ 𝛷𝑚  𝜌1 , 𝜑1     (6) 

 

where ℜ 𝑖 define the real part of CHK, ∅𝑛  contains the 

distribution of random values in polar coordinates. 

Similarly, the second 𝑅𝑃𝑀2can be written as  

𝑅𝑃𝑀2 = 𝑉 𝜌2 , 𝜑2 = 𝑒𝑥𝑝 𝑖ℜ 𝛷𝑚  𝜌2 , 𝜑2   (7) 

The proposed encryption and decryption process is 

illustrated in Figure 2. Let 𝐼  be input image to be 

encrypted in proposed system. Firstly, the image is 
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encrypted by multiplying RPM1 with CHK 𝐾 𝜌1 , 𝜑1 . 

After that the encrypted information is transformed to 

Fourier domain using FFT. Later RPM2 with 

CHK 𝑉 𝜌2 , 𝜑2  is multiplied with first encrypted 

information and the transformed into Fourier domain 

using another FFT. Mathematically model for the DRPE 

process with CHKs are shown in Equations (8-9)  

𝐺 = 𝐹𝐹𝑇 𝑉 𝜌2, 𝜑2 . 𝐹𝐹𝑇 𝐼. 𝐾 𝜌1 , 𝜑1   (8) 

In the decryption process, the original image is retrieved 

using correct keys by performing the inverse process of 

the encryption procedure. Now, decryption process can 

be expressed as given below  

𝐼 = 𝐼𝐹𝐹𝑇 𝐼𝐹𝐹𝑇 𝐺 . 𝑉∗ 𝜌2 , 𝜑2  . 𝐾∗ 𝜌1 , 𝜑1 (9) 

 

 
Fig.2(a): Schematic diagram of the proposed encryption 

system using DRPE with circular harmonic key in 

Fourier domain 

 

 
 

Fig.2(b): Schematic diagram of the proposed decryption 

system using DRPE with circular harmonic key in 

Fourier domain 

 

In the proposed method, the circular harmonic key is 

utilized in the random phase mask in the DRPE 

algorithm to enhance the security of the cryptosystem. 

The system has three keys i.e. angle of circular harmonic 

key (m1,m2), radius of CHK (r1,r2), transform key 

(d1,d2) along with FFT. To verify and test the 

cryptosystem, we have carried out the numerical 

simulations to show the proof of the concept of the 

proposed encryption and decryption system. 

 

 

3. COMPUTATIONAL EXPERIMENTS, RESULTS 

AND DISCUSSION 

To validate the proposed encryption and decryption 

scheme, numerical experiments are performed. Let’s us 

consider a 2-D image called as phantom of size 256×256is 

used in the simulation process. The parameters used in 

the simulations are,CHK key 𝑛 = 2, the rotation angle of 

the two CHKkeys are𝜑1 = 3° , 𝜑2 = 6°  and the radius 

𝜌1 = 40𝑚𝑚, 𝜌2 = 40𝑚𝑚. Figure 3 show the input image 

considered for the simulation experiments. 

 

 

  Fig.3 input phantom image used for the encryption 

 

 
(a)                               (b) 

 
(c)                         (d) 

Fig.4 Encryption process 

From fig.4, (a) image when RPM1= 𝐾 𝜌1 , 𝜑1 , (b) 

encrypted information after RPM1 and FFT,(c)image 

when RPM2=𝑉 𝜌2, 𝜑2  (d) encrypted information after 

RPM2 and second FFT. 

 

The above figure represents Encryption decryption 

results of the applied input image, figure4(a) represents 

output image derived from random phase mask-1 

multiplied with Circular harmonic key-1 the figure-4(b) 

represents that the input image is given to Random phase 

mask-1 which is multiplied with circular Harmonic 

Key-1 of order=1 and the figure 4(c) represents the output 

of previous image is given to Random Phase Mask-2 
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which is Multiplied with the Circular Harmonic Key-2 

which results in a highly Encrypted image as shown 

figure-4(d) so when the receiver enters the accurate key 

the original image will be restored 

 

 
                (a)                                                     (b)  

 

 
 (c)  

Fig.5 Decryption process 

From fig.5 (a) Decrypted information after IFFT and 

𝑉∗ 𝜌2 , 𝜑2  

(b) Decrypted informationafter IFFT and 𝐾∗ 𝜌1 , 𝜑1  

(c)Decrypted original phantom image using correct keys. 

 

 

  (a)                                                  (b)    

 

 
   (c)                                                 (d) 

 

Fig.6 Decryption process using incorrect keys 

 

From fig.6, (a) Decrypted image using incorrect 𝑅𝑃𝑀2 

and 𝑉∗ 𝜌2, 𝜑2   (b) Decrypted image using incorrect 

𝑅𝑃𝑀1 and 𝐾∗ 𝜌1, 𝜑1  (c) Decrypted image using incorrect 

𝐾2 key (d)Decrypted using incorrect 𝐾1 key. 

When any one of the encrypted keys is wrongly given 

then the decrypted image looks like noisy image as 

shown in Fig.6. Fig.(a) shows the decrypted and 

reconstructed image when wrong RPM2 and V* key is 

used for the decryption process. It is clear that the 

original image is obtained only when the encryption key 

and decrypted key are exactly matched with each other 

and in case of mismatch leads to noisy output as shown 

in fig.6(d). 

4. CONCLUSION 

The variance rotation of key is achieved through this 

encryption technique using circular harmonics and 

Double Random phase encoder so in this way the 

proposed method provides high resistance to the 

encrypted information from Third party access and 

cipher attacks in the channel as the image is highly 

encrypted by the duality of Random phase encoder as it 

will convert rectangular co-ordinates into polar 

co-ordinates so any third party access try to access the 

information using wrong the keys the information will 

not be as like of original image and also allow recipient to 

decrypt the information without any difficulty 
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