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 We propose a novel software testing environment based on Amazon cloud services such as Amazon Elastic Cloud Compute and 

Amazon Relational Database Service, along with a fault injection tool, for defining infrastructure resiliency, including a specific 

case of such attributes as availability, zero downtime, near-zero data loss, mission-critical services, and maintainability. The 

performance of resources is evaluated experimentally by hosting services in multiple regions on the AWS cloud with an 

open-source cloud-based application and comparing the average response time to the number of transactions and concurrent 

users. 
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1.INTRODUCTION 

 Cloud computing is quickly growing in popularity in 

today's information technology by utilizing various 

technologies such as virtualization, storage, networks, 

processing power, sharing, the web, and software 

applications [1]. It is a type of dynamically scaled 

computing that enables the provision of a diverse range 

of internet-based services. Users could remotely access 

these technologies, including the compute, storage, 

networking, and applications, and make them accessible 

from many locations and devices worldwide. 

 Cloud Computing (CC) characteristics were proposed 

by the National Institute of Standards and Technology 

(NIST) [32]. Some of them are  

1. On-demand self-service: Without requiring human 

interaction with each service, a service provider can 

give computational capabilities to customers, such as 

server time and network storage. 

2. Broad network access:All cloud features are available 

over the internet and can be accessed through 

standard methods that work with various devices, like 

mobile phones, tablets, laptops, and workstations. 

3. Resource pooling:The provider's computing resources 

are pooled to service several customers via a 

multi-tenant strategy, with physical and virtual 

resources constantly assigned and reassigned in 

response to customer demands.  

4. Rapid elasticity: Capabilities may be elastically 

allocated and released in certain circumstances 

automatically, allowing resources for scaling up and 

down in response to demand. To the customer, 

provisioning capacities sometimes appear limitless 

and may be appropriated in any number. 

5. Measured service:Cloud systems automate resource 

management and optimization by exploiting a 

metering capability1 at a level of abstraction 

appropriate for services (e.g., storage, processing, 

bandwidth, and active user accounts).  

Many individuals and organizations adopt CC due to its 

features. The CC enables businesses, products, and 

systems to avoid ongoing expenditures associated with 
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operating a business, product, or system and deploying 

and maintaining IT infrastructure [1].The most critical 

concern is reliability since it is possible for a failure to 

occur, resulting in an interruption of delivery service. 

The failure might be attributed to the growing number of 

cloud customers, increasing the number of necessary 

services, and raising the likelihood of failure. In addition 

to hardware failures such as network or power outages, 

software failures such as malicious activity or high 

workload may occur [12]. 

 

Due to the difficulties, enterprises began exploring 

solutions that may address concerns such as 100 percent 

application availability at a lower cost and in a shorter 

period. Additionally, service-interrupting events can 

occur at any moment. The network may go down, the 

latest application release may include a severe issue. Till 

now, the discussion was related to how things can go 

wrong. To have a resilient infrastructure, we need to 

address how quickly the services can be restored. To 

discuss that, we need to understand some terms like SLO 

and SLA.A service level objective (SLO) is a critical 

metric component of a service level agreement (SLA).An 

SLA is a comprehensive agreement that details the 

service to be given, how it will be supported, the hours 

and places of the service, the charges, the performance, 

the penalties, and the parties' duties. SLOs are 

quantifiable properties of the service level agreement, 

such as availability, throughput, frequency, response 

time, or quality. The reason for bringing the SLA topic 

here is that in the existing architecture [33] Fig. 1., a few 

Amazon Web Services (AWS) are consumed whose SLAs 

are not guaranteed to 5 9’s (99.999%). So, it is understood 

that there could be some outage with those services. 

During that period, our infrastructure should be resilient 

to have business continuity. The paper [33] does use 

Availability Zones (AZ) for high availability (HA) and 

other options like autoscaling for scalable infrastructure. 

However, using another AZ doesn't guarantee that the 

data centers in each AZ will be located physically far 

apart. There are chances that the whole region might go 

down. We have proposed an Infrastructure resiliency 

architecture in the AWS cloud to address this. 

 

Fig. 1.Existing Architecture is proposed for [33]. 

After choosing an optimal strategy, we must validate our 

suggested design against various faults, out of which 

fault tolerance is a significant concern. By considering the 

fault tolerance as a significant constraint [4], this paper 

proposed infrastructure by hosting an application in 

more than one region virtual machine (VM). If one of 

these virtual machines fails, the other continues to 

operate and delivers the appropriate response to the 

client [34][35]. The primary benefits of a fault tolerance 

cloud are cost reduction and performance improvement 

[23][2]. Faults can be injected at different stages using 

API. Different faults have been tested on the proposed 

architecture Fig.2 and are discussed in the experimental 

results section. 

 

2. METHODOLOGY 

 This section will discuss the architecture and various 

components used to achieve infrastructure resiliency in 

AWS Cloud Fig. 2. 

 

Fig. 2.Proposed Architecture in AWS Cloud 

1. Regions: To achieve infrastructure resilience in AWS, 

we have selected two regions. One is the primary, and 
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the other is the secondary region. Because there are 

cost differences with regions for most of the services, 

make sure the services leveraged in the architecture 

are available in the hosting region [23][16]. 

2. Amazon Route 53: AWS Route53 is a DNS-based traffic 

load balancer that distributes traffic to services across 

global AWS regions optimum while maintaining high 

availability and responsiveness. [17]. 

3. Virtual Private Cloud (VPC): A VPC is a logical 

grouping of resources on a virtual network[18]. 

4. AWS Relational Database for SQL Server (RDS): RDS is 

utilized in high-availability zones. It simplifies 

deploying, operating, and scaling SQL Server systems 

in the cloud. We can maintain a database copy in 

another AZ by enabling the multi-AZ option [19]. 

5. VPC peering: VPC Peering establishes a networking 

link for a private routing between two VPCs[20]. 

6. Application Load Balancer (LB): The application load 

balancer routes the incoming traffic based on rules and 

health probes. An LB offers better throughput and low 

latency. Not only that, but it also supports all kinds of 

applications such as TCP and UDP [21].  

7. AWS Data Migration Service (DMS): In a Nutshell, DMS 

is used for the study to transfer data from one region 

to another and vice versa[22]. 

8. DMS Endpoint: An endpoint gives information about 

the data store's connection, type, and location[24].  

9. DMS Task: All the work is performed using an AWS 

DMS task. [25]. AWS DMS service is explained in Fig. 

3. 

 
Fig. 3.Working of DMS  

10. Infrastructure as Code (IaC): Automate infrastructure 

provisioning with cloud formation [29]. We have 

used Cloud Formation to automate the provisioning of 

EC2 instances, AWS RDS, and other AWS Cloud 

infrastructure.  

2.1 System set-up stage 

Using the AWS cloud formation template, an Amazon 

EC2 [27] instance and RDS services were used to host the 

DotNetNuke (https://www.dnnsoftware.com/) 

application [21][14]. We deployed the scalable content 

management system DNN application on the Internet 

Information Service (IIS) to test the proposed architecture 

for performance and fault injection tests. Web content is 

delivered from the web tier while transactions related to 

other modules are processed in the data layer.  

 

3. EXPERIMENTAL RESULTS 

 Performance testing was conducted using Apache 

JMeter [15] to mimic the response time depicted. 

Additionally, Table 1used the ten most critical 

transactions to assure the response time scenario. The 

scenario can be achieved by deploying and executing the 

test scripts via JMeter Server and repeating the tests 

across both regions without changing the test settings.  

We have shown only a single web server in the proposed 

architectural Fig. 2 for this study [36] [37]. Previous 

studies on web server scaling and their load balancing 

routing techniques are discussed in the paper related to 

the scalability resilience framework [5]. Therefore, we 

will not discuss the working of AWS Application Load 

Balancer and Auto Scaling in detail. 

 

Fig. 4.Illustrates Working of JMeter Server and Load 

Generators 
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Table 1.The performance metric for 10 Transactions 

Trans.ID Transaction 

Name 

Transaction 

Count 

Avg. 

Response 

Time 

(in 

Seconds) 

90th 

Percentile 

Response 

Time 

(in 

Seconds) 

1 Home page 338 0.116 0.212 

2 OnPageClickNext 332 0.035 0.138 

3 Search 307 7.597 11.75 

4 Submit 266 0.341 0.554 

5 Back 692 0.249 0.515 

6 Next 450 1.693 3.179 

7 Addtocart 713 0.079 0.125 

8 RemoveAll 674 0.064 0.106 

9 Login 903 0.144 0.207 

10 Logout 872 0.079 0.106 

 

We have not used any caching services or mechanisms 

for the quick search transaction for better response time 

in the proposed architecture. Implementing such services 

can improve the response times by lowering the time 

required to execute HTTP requests.  

 

Fig. 5.Transactional metrics in both the Regions  

Note: PR – Primary Region, SR – Secondary Region, and 

RT – Response Time 

 

Based on the JMeter test findings in both regionsFig. 5, 

we can infer that the application's performance [8] and 

resource utilization are comparable. 

 

The other objective is to perform the fault injection (FI) 

tests [4][13][6][9][10] and determine the capacity and 

redundancy planning to determine the response time 

during the injection and post-injection phase [7]. To 

perform the FI tests, we have identified a tool called Toxy 

[13]. Toxy is a hackable HTTP proxy that may simulate 

server failures, system resiliency testing, and unusual 

network failures. It was primarily designed for failure 

resistance testing. The other reason for opting Toxy tool 

is status codes, where AWS Route 53 does perform health 

checks regularly. With the status code, the request can be 

routed among the regions.Toxy's operating mechanism is 

seen in Fig. 6. 

 

 

Fig. 6.The working mechanism of the Toxy Testing tool 

Fault injection is performed on one of the two replicated 

network regions, i.e., primary, or secondary [19][11]. 

Specific tests are performed to validate different types of 

faults, limit bandwidth, delay network packets, inject 

network jitter latency, or respond with a custom error or 

status code to assess whether the resources are 

performing well even in the event of failures, as shown in 

Fig. 7. The goal of the tests is to evaluate whether the 

resources allocated to the EC2 instance, and the AWS 

Relational database service are sufficient to achieve 

performance.  

 

Fig. 7.Resource utilization metrics during FI 

4. CONCLUSION  

The business requirements and technical specifications 

determine the selection of architecture for a particular 

project. We discovered during our analysis that some 
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organizations require a unique infrastructure. On the 

other hand, others want assistance in determining the 

most appropriate architecture for their firm or delivering 

to customer needs. As a result, the suggested architecture 

is optimal when seeking a platform with the greatest 

range of dependable and stable services at a reasonable 

price. In addition, the suggested infrastructure is suited 

for startups and various business models that are 

ramping up and operating 24*7 and generating a high 

volume of unstructured data and other forms of 

resources. 

4.2 Limitations:  

This study does not evaluate or regulate all factors, such 

as the country's local governing body, regional laws, 

policies, and limitations. It is another dynamic viewpoint 

that varies over time. Because its scope is so vast, it is not 

easy to include all geographies, countries, or regions. 

Therefore, it is excluded from the study overview. 

4.3 Recommendation: 

It would be beneficial to have expertise in a cloud service 

environment and substantial practical experience in 

optimizing cloud service operations with optimum 

features and cost. 

4.4 Future Research:  

The other domain that can be picked for future research 

is selecting a specific platform, say SaaS, PaaS, IaaS, or a 

combination. It does have a sense, as not all organizations 

need all platforms at a single time. Some can be 

insourced, and the rest can be obtained from 

expert/cloud service providers. It is precisely for 

large-scale organizations where optimizing cost, 

efficacy& efficiency is a matter of time. 
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