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  One of the most fundamental issues in cybersecurity is the provision of a computerized and advantageous cyber-threat 

detection strategy. We present a synthetic neural network-based AI technique for detecting cyber-threats in this paper. The 

proposed method converts a large number of accumulated safety events into man or woman match profiles and employs a deep 

learning-based detection approach for more effective cyber-threat identification. We built an AI-SIEM system for this project 

using a combination of match profiling for data preprocessing and novel synthetic neural community approaches like FCNN, 

CNN, and LSTM 

 
 

1.INTRODUCTION 

Learning based approaches to detecting cyber attacks 

have been improved with the advent of artificial 

intelligence (AI) techniques, with significant results in 

many studies. However, due to the ever-changing nature 

of cyber attacks, it is still very difficult to protect IT 

systems from threats and malicious network behavior. In 

order to find dependable solutions, effective defenses 

and security considerations were prioritized due to a 

variety of network intrusions and malicious activities. To 

detect cyber-threats and network intrusions, two primary 

systems have traditionally been used. It results in the 

necessary intrusion. Chi-Yuan Chen was the associate 

editor in charge of coordinating the review and approval 

of this manuscript for publication. alerts, also known as 

security events, and forwards them to another system, 

such as SIEM. Traditionally, SIEM has been used to 

collect and manage IPS alerts. Among various security 

operations solutions, the SIEM is the most common and 

dependable solution for analyzing collected security 

events and logs. In addition, security analysts investigate 

suspicious alerts based on policies and thresholds, as 

well as detect malicious behavior by analyzing 

correlations between events and applying attack 

knowledge. Despite this, it remains difficult to recognize 

and detect intrusions against intelligent network attacks 

due to the high number of false alerts and the massive 

amount of security data. As a result, recent intrusion 

detection research has placed a premium on machine 

learning and artificial intelligence techniques for 

detecting attacks. Artificial intelligence advancements 

can help security analysts investigate network intrusions 

in a timely and automated manner. [16]These 

learning-based approaches necessitate constructing the 

attack model from historical threat data and then 

employing the trained models to detect intrusions from 

unknown cyber threats.[17] A learning-based method for 

determining whether an attack occurred in a large 

amount of data can be useful for analysts who need to 

analyse numerous events in real time. According to, there 
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are two types of information security solutions: 

analyst-driven solutions and machine learning-driven 

solutions. Analyst-driven solutions are based on rules 

established by security analysts. Meanwhile, machine 

learning-driven solutions for detecting unusual or 

unusual patterns can aid in the detection of new cyber 

threats. Despite the fact that learning-based approaches 

are useful for detecting cyber attacks in systems and 

networks, we discovered 4 major limitations in existing 

learning-based approaches.To begin, in learning-based 

detection methods, labelled data is required for model 

training and evaluation of generated learning models. It's 

also difficult to collect such labelled data on a large 

enough scale to allow for accurate model training. 

Despite the need for labelled data, many commercial 

SIEM solutions do not keep labelled data that can be used 

in supervised learning models. because most common 

network security systems do not include the majority of 

The learning characteristics that are theoretically used in 

each study are not generalizable in the real world. As a 

result, it is difficult to apply to real-world situations. 

Recent An automation approach based on deep learning 

technologies has been considered in intrusion detection 

research efforts, with performance measured using 

well-known datasets such as NSLKDD, CICIDS2017, and 

Kyoto-Honeypot. 

 

2. EXISTING SYSTEM 

Despite the truth that gaining knowledge of-primarily 

based totally strategies are powerful in detecting cyber 

attacks in structures and networks, we determined 4 

primary drawbacks. To begin, gaining knowledge 

of-primarily based totally detection strategies necessitate 

labelled statistics to permit for version schooling and 

evaluation. Furthermore, acquiring such labelled 

statistics at a scale that lets in for correct version 

schooling is difficult. Despite the significance of labelled 

statistics, many industrial SIEM answers do now no 

longer hold labelled statistics that may be used with 

supervised gaining knowledge of models. Second, due to 

the fact they may be now no longer covered in traditional 

community safety structures, maximum of the gaining 

knowledge of functions which are theoretically hired in 

every have a look at aren't generalized functions with 

inside the actual world. As a result, it's miles difficult to 

use. 

 

 

3.PROPOSED SYSTEM 

In this paper author is describing concept to detect 

threats using AI-SIEM technique which is a combination 

of deep learning algorithms like FCNN, CNN and LSTM 

and this technique works based on events profiling such 

as attack signatures. Author evaluating propose work 

performance with conventional techniques. Here I am 

implementing CNN and LSTM algorithms. 

AI-SIEM 

FCNN 

 FCNN is the most popular deep learning network 

where all the nodes in the fully connected layer are 

connected to all the nodes in the layer below. Each node 

in the FCNN is connected to all nodes in the previous 

layer, and each connection has a unique weight that is not 

shared by all nodes. FCNNs are simpler than traditional 

CNNs and RNNs, but it was previously recognized that 

the zero-gradient problem during backward propagation 

was the cause of the inaccuracy. On the other hand, the 

invention of the RELU (Rectified Linear Unit) activation 

function solved the back propagation problem that 

hindered the development of artificial neural networks 

 
CNN 

CNNs are neural community topologies designed 

specially for coping with spatial records. The enter layer 

records for CNN is a 2D or three-D array, along with the 
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pixel cost of a picture. CNN`s middle layers are 

convolutional layers (Conv) and max pooling layers. A 

Conv layer takes a unmarried enter and convolves it with 

filters to create a non-stop circulate of records that may 

be handed directly to next layers. A Conv layer`s filters 

examine the overall inputted records through cutting it 

and extract the important thing capabilities. Calculating 

the scalar made of the enter bite and every clear out 

additionally contributes to convolution. Each clear out 

out`s retrieved capabilities are blended into a brand new 

characteristic set referred to as the characteristic set. 

 

LSTM 

LSTMs feature a cyclic architecture that increases storage 

capacity. The updated network of RNNs is called an 

LSTM. Unlike standard RNNs, LSTMs use dedicated 

memory cells to store information from previous time 

steps, overcoming long-term dependency issues. 

 

4. RESULTS 

OUTPUT SCREENSHOTS 

UPLOAD TRAIN DATASET 

 

To upload a dataset as input, click on ‚Upload Train 

Dataset‛. 

ACCURACY COMPARISON GRAPH 

 

The x-axis in the above graph represents the algorithm 

name, while the y-axis represents the accuracy of those 

algorithms, and we can see from the graph that LSTM 

and CNN perform well. 

5. CONCLUSION 

In this paper, we have proposed the AI-SIEM system 

using event profiles and artificial neural networks. The 

novelty of our work lies in condensing very large-scale 

data into event profiles and using the deep 

learning-based detection methods for enhanced 

cyber-threat detection ability. The AI-SIEM system 

enables the security analysts to deal with significant 

security alerts promptly and efficiently by comparing 

long term security data. By reducing false positive alerts, 

it can also help the security analysts to rapidly respond to 

cyber threats dispersed across a large number of security 

events. For the evaluation of performance, we performed 

a performance comparison using two benchmark 

datasets (NSLKDD, CICIDS2017) and two datasets 

collected in the real world. First, based on the comparison 

experiment with other methods, using widely known 

benchmark datasets, we showed that our mechanisms 

can be applied as one of the learning-based models for 

network intrusion detection. Second, through the 

evaluation using two real datasets, we presented 

promising results that our technology also outperformed 

conventional machine learning methods in terms of 

accurate classifications. In the future, to address the 

evolving problem of cyber attacks, we will focus on 

enhancing earlier threat predictions through the multiple 

deep learning approach to discovering the long-term 

patterns in history data 
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