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 Android applications have recently witnessed a pronounced progress, making them among the fastest growing technological 

fields to thrive and advance. However, such level of growth does not evolve without some cost. This particularly involves 

increased security threats that the underlying applications and their users usually fall prey to. As malware becomes increasingly 

more capable of penetrating these applications and exploiting them in suspicious actions, the need for active research endeavors 

to counter these malicious programs becomes imminent. Some of the studies are based on dynamic analysis, and others are based 

on static analysis, while some are completely dependent on both. This study is  static, dynamic, and hybrid analyses to identify 

malicious applications. We leverage machine learning classifiers to detect malware activities as we explain the effectiveness of 

these classifiers in the classification process. The  results prove the efficiency of permissions and the action repetition feature set 

and their influential roles in detecting malware in Android applications. The  results show empirically very close accuracy results 

when using static, dynamic, and hybrid analyses. Thus, using  static analyses due to their lower cost compared to dynamic and 

hybrid analyses. In other words, there are best  results in terms of accuracy and cost (the trade-off) make us select static analysis 

over other techniques. 
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1. INTRODUCTION 

 Ransomware attacks are not only limited to Personal 

Computers but are increasing rapidly to target 

smart-phones as well. The attackers target smart-phone 

devices to steal users’ personal information for monetary 

purposes. However, Android is the most widely 

used mobile operating system with the largest market 

share in the world that makes it a primary target for 

cyber-criminals to attack.[1,2] The existing research 

towards the detection of Android ransomware lacks 

significant features and works with supervised machine 

learning techniques. But there are several restrictions in 

supervised machine learning techniques such as these 

techniques heavily rely on anti-virus vendors to provide 

explicit labels and the given sample can be wrongly 

classified if the training set does not include related 

examples and/or if the labels are incorrect. Moreover, it 

may not detect unknown ransomware samples in 

real-time situations due to the absence of historical 

targets in the real world. In a study, an  attempt is made 

for an in-depth investigation of Android ransomware 

with reverse engineering and forensic analysis to extract 

static features.[3,4] Furthermore, a novel RansomDroid 

framework on clustering based unsupervised machine 
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learning techniques is proposed to address the issues 

such as mislabeling of historical targets and detecting 

unforeseen Android ransomware. To the best of our 

knowledge, performing unsupervised machine learning 

techniques for the detection of Android ransomware is 

still an open area of research that has not been explored 

by the researchers yet. The proposed RansomDroid 

framework employs a Gaussian Mixture Model that has 

a flexible and probabilistic approach to model the 

dataset. RansomDroid framework utilizes feature 

selection and dimensionality reduction to further 

improve the performance of the model. The prior study 

results show that the proposed RansomDroid framework 

detects Android ransomware with an accuracy of 98.08% 

in 44 ms.[5,6] 

Android is the most popular operating system 

among mobile devices and the malware targeted 

explicitly for Android is rapidly growing and spreading 

across the mobile ecosystem. In another paper, we 

proposed a hybrid analysis of Android malware to 

retrieve evidential data, generated from or accessed by 

such mobile malware, which can be adopted as critical 

evidence for civil and criminal cases. We targeted on 

Android malware from Joker Family where we collected 

and analyzed 62 recently discovered malicious apps, we 

found that: 11 apps access and store user’s location 

information, 17 apps track user’s SMS text messages and 

58 apps send out user personal information to remote 

servers. Our proposed approach found that, evidence 

data including location, timestamp, IP address are still 

able to be identified from the local file system and 

logging system. Our main contribution in research was 

to provide an effective forensic analysis report on 

Android malware that can extract critical evidence from 

the local file systems as well as system logs.[7,8] 

Android has progressively grown to become in a 

few years the most widely used smartphone operating 

system . With more and more users relying on 

Android-enabled handheld device, and able to install 

third party applications from official and alternative 

markets, the security of both devices and the underlying 

network becomes an essential concern for both the end 

user and his service provider. In recent years, 

practitioners and researchers have witnessed the 

emergence of a variety of Android malware. [9,10] The 

associated threats range from simple user tracking and 

disclosure of personal information to advanced fraud 

and premium-rate SMS services subscription, or even 

unwarranted involvement in botnets. Although most 

users are nowadays aware that personal computers can 

and will be attacked by malware, very few realize that 

their smartphone is prone to an equally dangerous 

threat. To assess the threat of software downloaded from 

the internet, discerning users rely on scan results yielded 

by antivirus products. Unfortunately, each antivirus 

vendor has its secret recipe on how/why it decides to 

assign a malware label to a given application. Thus, an 

application can be differently appreciated by distinct 

antivirus products, leading to damaging confusions. 

Indeed, both practitioners and researchers heavily rely 

on antivirus, whether to trust apps or to build the ground 

truths for assessment tasks.[11,12] 

Crimes do not happen in isolation from 

technological tendencies; therefore, mobile device 

forensics has become a significant part of digital 

forensics.[13,14] 

Most people do not realize how complicated the 

mobile forensics process can be in reality. As the mobile 

devices increasingly continue to gravitate between 

professional and personal use, the streams of data 

pouring into them will continue to grow exponentially as 

well. Did you know that 33,500 reams of paper are the 

equivalent of 64 gigabytes if printed? Storage capacity of 

64 GB is common for today’s smartphones. 

The mobile forensics process aims to recover 

digital evidence or relevant data from a mobile device in 

a way that will preserve the evidence in a forensically 

sound condition. To achieve that, the mobile forensic 

process needs to set out precise rules that will seize, 

isolate, transport, store for analysis and proof digital 

evidence safely originating from mobile devices.[15,16] 

Usually, the mobile forensics process is similar to 

the ones in other branches of digital forensics. 

Nevertheless, one should know that the mobile forensics 

process has its own particularities that need to be 

considered. Following correct methodology and 

guidelines is a vital precondition for the examination of 

mobile devices to yield good results. 

Among the figures most likely to be entrusted 

with the performance of the following tasks are Forensic 
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Examiners, Incident Responders, and Corporate 

Investigators. During the inquiry into a given crime 

involving mobile technology, the individuals in charge of 

the mobile forensic process need to acquire every piece of 

information that may help them later – for instance, 

device’s passwords, pattern locks or PIN codes.[17,18] 

 

2. DISCUSSION 

Digital forensics operates on the principle that 

evidence should always be adequately preserved, 

processed, and admissible in a court of law. Some legal 

considerations go hand in hand with the confiscation of 

mobile devices. 

There are two major risks concerning this phase 

of the mobile forensic process: Lock activation (by 

user/suspect/inadvertent third party) and Network / 

Cellular connection. 

Network isolation is always advisable, and it 

could be achieved either through 1) Airplane Mode + 

Disabling Wi-Fi and Hotspots, or 2) Cloning the device 

SIM card.[19,20] 

Mobile devices are often seized switched on; and 

since the purpose of their confiscation is to preserve 

evidence, the best way to transport them is to attempt to 

keep them turned on to avoid a shutdown, which would 

inevitably alter files. 

A Faraday box/bag and external power supply 

are common types of equipment for conducting mobile 

forensics. While the former is a container specifically 

designed to isolate mobile devices from network 

communications and, at the same time, help with the safe 

transportation of evidence to the laboratory, the latter, is 

a power source embedded inside the Faraday box/bag. 

Before putting the phone in the Faraday bag, disconnect 

it from the network, disable all network connections 

(Wi-Fi, GPS, Hotspots, etc.), and activate the flight mode 

to protect the integrity of the evidence. Last but not least, 

investigators should beware of mobile devices being 

connected to unknown incendiary devices, as well as any 

other booby trap set up to cause bodily harm or death to 

anyone at the crime scene.[21,22] 

The goal of this phase is to retrieve data from the 

mobile device. A locked screen can be unlocked with the 

right PIN, password, pattern, or biometrics (Note that 

biometric approaches while convenient are not always 

protected by the fifth amendment of the U.S. 

Constitution). According to a ruling by the Virginia 

Circuit Court, passcodes are protected, fingerprints not. 

Also, similar lock measures may exist on apps, images, 

SMSs, or messengers. Encryption, on the other hand, 

provides security on a software and/or hardware level 

that is often impossible to circumvent. 

It is hard to be in control of data on mobile 

devices because the data is mobile as well. Once 

communications or files are sent from a smartphone, 

control is lost. Although there are different devices 

having the capability to store considerable amounts of 

data, the data in itself may physically be in another 

location. To give an example, data synchronization 

among devices and applications can take place directly 

but also via the cloud. Services such as Apple’s iCloud 

and Microsoft’s One Drive are prevalent among mobile 

device users, which leave open the possibility for data 

acquisition from there. For that reason, investigators 

should be attentive to any indications that data may 

transcend the mobile device as a physical object, because 

such an occurrence may affect the collection and even 

preservation process.[23,24] 

Since data is constantly being synchronized, 

hardware and software may be able to bridge the data 

gap. Consider Uber – it has both an app and a fully 

functional website. All the information that can be 

accessed through the Uber app on a phone may be pulled 

off the Uber website instead, or even the Uber software 

program installed on a computer. 

Regardless of the type of the device, identifying 

the location of the data can be further impeded due to the 

fragmentation of operating systems and item 

specifications. The open-source Android operating 

system alone comes in several different versions, and 

even Apple’s iOS may vary from version to version. 

Another challenge that forensic experts need to 

overcome is the abundant and ever-changing landscape 

of mobile apps. Create a full list of all installed apps. 

Some apps archive and backup data.[25,26] 
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After one identifies the data sources, the next 

step is to collect the information properly. There are 

certain unique challenges concerning gathering 

information in the context of mobile technology. Many 

mobile devices cannot be collected by creating an image 

and instead they may have to undergo a process called 

acquisition of data. Thera are various protocols for 

collecting data from mobile devices as certain design 

specifications may only allow one type of acquisition. 

The forensic examiner should make a use of SIM 

Card imagining – a procedure that recreates a replica 

image of the SIM Card content. As with other replicas, 

the original evidence will remain intact while the replica 

image is being used for analysis. All image files should 

be hashed to ensure data remains accurate and 

unchanged.[27,28] 

3. RESULTS 

As the first step of every digital investigation involving a 

mobile device(s), the forensic expert needs to identify: 

 Type of the mobile device(s) – e.g., GPS, smartphone, 

tablet, etc. 

 Type of network – GSM, CDMA, and TDMA 

 Carrier 

 Service provider (Reverse Lookup)[29,30] 

The examiner may need to use numerous forensic tools 

to acquire and analyze data residing in the machine. Due 

to the sheer diversity of mobile devices, there is no 

one-size-fits-all solution regarding mobile forensic tools. 

Consequently, it is advisable to use more than one tool 

for examination. AccessData, Sleuthkit, and EnCase are 

some popular forensic software products that have 

analytic capabilities. The most appropriate tool(s) is 

being chosen depending on the type and model of 

mobile device. 

Timeline and link analysis available in many mobile 

forensic tools could tie each of the most significant 

events, from a forensic analyst’s point of view. 

All of the information, evidence, and other findings 

extracted, analyzed, and documented throughout the 

investigation should be presented to any other forensic 

examiner or a court in a clear, concise, and complete 

manner.[31,32] 

 

No matter what your actual mobile forensic 

method is, it is imperative to create a policy or plan for its 

execution and follow all its steps meticulously and in the 

proper sequence. Not following the protocol may entail 

grave consequences. One should start with non-invasive 

forensic techniques first as they tend to endanger a 

device’s integrity to a lesser degree. Be careful with 

built-in security features – “[f]or example, collecting a 

physical image before a logical image on certain devices 

can completely wipe a phone of all data, as can 

attempting to access a locked device and making too 

many password attempts.”  

From the legal point of view, the level of the 

interaction between the user and the device is 

critical.[33,34] 

Non-invasive methods can deal with other tasks, such as 

unlocking the SIM lock or/and the operator lock, the 

operating system update, IMEI number modification, etc. 

These techniques are virtually inapplicable in cases 

where the device has sustained severe physical damage. 

Types of non-invasive mobile forensic methods: 

 Manual extraction 

The forensic examiner merely browses through the 

data using the mobile device’s touchscreen or 

keypad. Information of interest discovered on the 

phone is photographically documented. This process 

of manual extraction is simple and applicable to 

almost every phone. While there are some tools 

designed to make this process easier, it is not 

possible, however, to restore deleted data this 

way.[35] 

 Logical extraction 

https://en.wikipedia.org/wiki/Forensic_Toolkit
https://en.wikipedia.org/wiki/Sleuthkit
https://en.wikipedia.org/wiki/EnCase
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This approach involves instituting a connection 

between the mobile device and the forensic 

workstation using a USB cable, Bluetooth, Infrared 

or RJ-45 cable. Following the connecting part, the 

computer sends command requests to the device, 

and the device sends back data from its memory. The 

majority of forensic tools support logical extraction, 

and the process itself requires short-term training. 

On the downside, however, this technique may add 

data to the mobile device and may alter the integrity 

of the evidence. Also, deleted data is rarely 

accessible. 

 JTAG method 

JTAG is a non-invasive form of physical acquisition 

that could extract data from a mobile device even 

when data was difficult to access through software 

avenues because the device is damaged, locked or 

encrypted. The device, however, must be at least 

partially functional (minor damages would not 

hinder this method). 

The process involves connecting to the Test Access 

Ports (TAPs) on a device and instructing the 

processor to transfer raw data stored on connected 

memory chips. This is a standard feature that one 

could come across in many mobile phone models, 

which provides mobile phone manufactures a 

low-level interface outside the operating system. 

Digital forensic investigators take an interest in 

JTAG, as it can, in theory, allow direct access to the 

mobile device’s memory without jeopardizing it. 

Despite that fact, it is a labor-intensive, 

time-consuming procedure, and it requires advance 

knowledge (not only of JTAG for the model of the 

phone under investigation but also of how to arrange 

anew the resulting binary composed of the phone’s 

memory structures).[36] 

 Hex dump 

Similar to JTAG, Hex dump is another method for 

physical extraction of raw information stored in flash 

memory. It is performed by connecting the forensic 

workstation to the device and then tunneling an 

unsigned code or a bootloader into the device, each 

of them will carry instructions to dump memory 

from the phone to the computer. Resulting image is 

fairly technical—in binary format—and it requires a 

person having the technical education to analyze it. 

Furthermore, the examiner comes into possession of 

an abundant amount of data, since deleted data can 

be recovered, and, on top of that, the entire process is 

inexpensive. 

Typically, they are longer and more complex. In 

cases where the device is entirely non-functional due 

to some severe damage, it is very likely the only way 

to retrieve data from the device might be to manually 

remove and image the flash memory chips of the 

device. Even if the device or item is in good 

condition, circumstances may require the forensic 

expert to acquire the chip’s contents physically.[37] 

 Chip-off 

A process that refers to obtaining data straight from 

the mobile device’s memory chip. According to the 

preparations pertinent to this level, the chip is 

detached from the device and a chip reader or a 

second phone is used to extract data stored on the 

device under investigation. It should be noted that 

this method is technically challenging because of the 

wide variety of chip types existing on the mobile 

market. Also, the chip-off process is expensive, 

training is required, and the examiner should 

procure specific hardware to conduct de-soldering 

and heating of the memory chip. Bits and bytes of 

raw information that is retrieved from the memory 

are yet to be parsed, decoded, and interpreted. Even 

the smallest mistake may lead to damages to the 

memory chip, which, in effect, would render the data 

irrevocably lost. Consequently, experts advise 

having recourse to chip-off when: a) other methods 

of extraction are already attempted, b) it is important 

to preserve the current state of device’s memory, c) 

the memory chip is the only element in a mobile 

device that is not broken.[38] 

The whole process consists of five stages: 

1. Detect the memory chip typology of the device 

2. Physical extraction of the chip (for example, by 

unwelding it) 

3. Interfacing of the chip using reading/programming 

software 
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4. Reading and transferring data from the chip to a PC 

5. Interpretation of the acquired data (using reverse 

engineering) 

The last two phases coincide with those of the 

non-invasive methods. However, the phases of 

physical extraction and interfacing are critical to the 

outcome of the invasive analysis. 

 Micro read 

This method refers to manually taking an all-around 

view through the lenses of an electron microscope 

and analyzing data seen on the memory chip, more 

specifically the physical gates on the chip. In a 

nutshell, micro read is a method that demands 

utmost level of expertise, it is costly and 

time-consuming, and is reserved for serious national 

security crises.[38,39] 

4. CONCLUSIONS 

 MOBILedit Forensic is an all-in-one solution for 

data extraction from phones, smartwatches and 

clouds. It utilizes both physical and logical data 

acquisition, has excellent application analysis, 

deleted data recovery, a wide range of supported 

devices, fine-tuned reports, concurrent processing, 

and easy-to-use interface. With a brand new 

approach, MOBILedit Forensic is much stronger in 

security bypassing than ever before.  

 MOBILedit Forensic offers maximum functionality 

at a fraction of the price of other tools. It can be used 

as the only tool in a lab or as an enhancement to 

other tools with its data compatibility.  When 

integrated with Camera Ballistics it scientifically 

analyzes camera photo origins.  With MOBILedit 

Forensic, you can extract all the data from a phone 

with only a few clicks. This includes deleted data, 

call history, contacts, text messages, multimedia 

messages, photos, videos, recordings, calendar 

items, reminders, notes, data files, passwords, and 

data from apps such as Skype, Dropbox, Evernote, 

Facebook, WhatsApp, Viber, Signal, WeChat and 

many others.   

 MOBILedit Forensic automatically uses multiple 

communication protocols and advanced techniques 

to get maximum data from each phone and 

operating system. Then it combines all data found, 

removes any duplicates and presents it all in a 

complete, easily readable report.[40]  
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