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 Protection of security and privacy has long been a topic of public discussion. However, quick technological advancements, the 

rapid development of the internet and virtual space, and the development of more advanced state-of-the-art methods of 

obtaining, researching, and using private information have made privacy a top concern for the general public and the government. 

The field of data mining is becoming more important due to the availability of vast amounts of records that can be easily 

collected and stored through computer architecture. Recent years have seen an enormous increase in the amount of data collected 

through different channels, including a great lot of private information. When private and sensitive data are published and/or 

analyzed, it's important to consider whether or not the analysis infringes the privacy of the data subjects. People whose records 

is noted. the significance of statistics that may be used to growth earnings cuts fees or every. information mining software 

program software program is one in each of some of analytical equipment for analyzing information.  Let the clients to analyze 

records privacy is growing continuously. We  will specific safety and privacy issues for net databases and offerings. Finally, some 

commands in the direction of growing a cozy semantic net may be furnished. 

1. INTRODUCTION 

 It has made the world a smaller region and has spread 

out previously inaccessible markets of groups. the 

internet has delivered about a big change within the 

way that commercial enterprise is performed 

internationally. at the down aspect even though, 

indicate that many things approximately us, including 

out flavor in magazines, are locating their way into 

databases and are now not so non-public and personal 

as many of us might select them to be. facts mining is 

part of a technological, social, and monetary revolution 

this is making the arena smaller, more connected, 

greater service pushed, and offering unprecedented 

tiers of prosperity. at the same time, more facts is 

understood, stored and transmitted approximately us as 

individuals than ever. this segment will offer a short 

assessment of some of the security problems and 

controversies that surround using information mining 

in commercial enterprise nowadays. 

1.1 PRIVACY  

 In line with berry and line off (2000:468) [1] privacy is 

a complex problem that, due to technology, is more and 

more turning into a social difficulty. the cambridge 

improve learner’s dictionary (2004), defines the phrase 

privacy as someone’s proper to maintain their personal 

subjects and relationships secret, these days, each form 

of trade leaves an electronic trail, and acts that had been 
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once taken into consideration personal or at the least 

speedy forgotten, are stored for future reference.  

it's miles an important difficulty to recollect both as 

people and within the paintings we do that may 

additionally interfere at the privacy of different.  

 Limits are already positioned on security via the 

social touch, and the issue is virtually how much 

facts have to be amassed and who's in control of the 

data.  

 Absolutely everyone has a special attitude on 

security.  

 One-of-a-kind degrees of tolerance with regard to 

facts about them being available to others. 

Generation plays a function in defining privacy, 

defensive it, and intruding on security. 

 

1.2 THE ROLE OF DATA MINING  

 The facts mining is a competence that addresses the 

strategic need of companies to manage their patron 

relationships and run greater efficaciously. maximum of 

the makes use of of information mining are within the 

region of advertising and marketing. even though not 

all of the factors of information mining pose capability 

treats to individual’s security. the subsequent  very 

essential considerations:  

 Privacy violations may additionally incur legal 

responsibility that might bring about highly-priced 

law fits.  

 Privacy violations can also result in bad press which 

could do sizeable harm to corporate or brand photo. 

 

1.3 PRIVACY PRESERVING DATA MINING  

 Privacy preserving data mining(PPDM) is a unique 

research path in records mining and statistical 

databases, where facts mining algorithms are  analyzed 

for the side-effects they incur in statistics security. The 

main goal of PPDM is to boom algorithms for editing 

the actual data in a few manner, so that the private 

information and personal knowledge live personal even 

after the mining gadget, (verykios et al) [3]. In essence 

which means that the statistics to be mined would be 

stripped of all statistics that is probably used to pick out 

a particular character, and that the identical would be 

carried out to the following know-how won from the 

statistics mining effort. Security maintaining records 

mining continues to be in its infancy, and whether or not 

or now not it'll possibly be capable of address all of the 

security concerns in data mining is arguable. Every 

other question that one wishes to ask is how valuable 

facts mining consequences might be to marketing, if the 

person clients that the advertising and marketing efforts 

have to be directed at, can't be identified. Within the 

mean time, corporations have to maintain in mind the 

following a good way to defend themselves from legal 

liabilities or terrible press due to irresponsible facts 

mining efforts:  

 

 Offer customers with an opt-out preference wherein 

they have got the functionality to exclude 

themselves from being utilized in records mining or 

from being the goal of directed advertising and 

marketing.  

 Make sure that you best buy records from valid 

agencies, and that the important permission has 

been acquired for utilising that information.  

 Let you know clients of ability use of their statistics 

for records mining functions, and reap their consent 

preceding to liberating this records to different 

organizations.  

 

one detail that records era experts and business 

enterprise professional an entire lot apprehend that 

following ethical practices and respecting the privacy of 

humans makes accurate agency revel in. the awful 

exposure accomplice with  a single incident can taint an 

organization’s recognition for years, even when the 

organisation has accompanied the regulation and 

achieved the whole thing that it perceives viable to 

make sure the security of those from who the data 

modified into amassed (wang, 2003;397) [4]. 

 

2. LITERATURE SURVEY 

2.1 APPROACHES TO PRIVACY IN DATA MINING  

 To papers entitled “privacy Preserving Data Mining” 

appeared in 2000. Despite the truth that every addressed 

a comparable hassle, building selection threes from 

non-public training records, the principles of security 

have been pretty one-of-a-type. One modified into 

primarily based on statistics obscuration, i.e., enhancing 

the information values so actual values are to disclosed 

(agrawal and srikant 2000) [5]. The opportunity used 

relaxed multiparty computation (smc) to “encrypt” facts 

values (lindell and pinkas 2000)[6], making sure that no 

party learns something about some other’s data values. 
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We first describe smc, then offer more historic beyond 

on statistics obscuration. We additionally speak a 

problem that has obtained little interest: how can we 

constrain records mining if it's far feasible that the end 

result along violate security?  

2.1. 1. Secure Multiparty Computation  

 The ideal of secure multiparty computation (SMC) 

(Yao 1986: Gldrech, Micali, and Wigderson 1987) [7] is 

that the events involved learn nothing however the 

outcomes, informations; we have a depended on 1/3 

celebration to which all parties supply their input. the 

trusted party computes the output. smc allow this with 

the trusted 0.33 party. there may be top notch verbal 

exchange a few of the activities to get the very last 

consequences, but the activities don’t observe anything 

from this communication. the computation is comfy if 

given absolutely one birthday party’s input and output 

from the ones runs; we will simulate what might be 

visible by means of way of the birthday celebration. in 

this situation, to simulate way that the distribution of 

the simulated view over many runs are computationally 

indistinguishable. we may not be able to precisely  

simulate each run, but over time we cannot tell the 

simulation from the actual runs.  

2.1.2. Obscuring Data  

  Another method to privacy is to hard to recognize 

records: making personal facts to be had, however with 

sufficient noise upload the perfect price can not be 

determined. One technique, commonly utilized in 

census facts, is to mixture gadgets. Knowing the average 

income for a community is not enough to decide the 

actual profits of a resident of that network. An 

opportunity is to function random noise to information 

values, the mine the distorted records. While this lowers 

the accuracy of information mining results, research has 

demonstrated that the lack of accuracy may be small 

relative to the dearth of ability to estimate an man or 

woman item. We will reconstruct the precise 

distribution of a group of obscured numeric values, 

allowing better creation of choice bushes (agarwal and 

srikant 2000: agrawal and aggarwal 2001) [5]. This 

would allow statistics accrued from a web survey to be 

obscured on the source- the proper values might by no 

means leave the respondent’s machine-making sure that 

real (misuasable) information doesn’t exist. Techniques 

have additionally been evolved for affiliation pointers, 

permitting legitimate guidelines to be determined out 

from data in which gadgets have been randomly added 

to or eliminated from individual transaction 

(evfimievskisrikant, agrawal and gehrke 2002; rizvi and 

haritsa 2002) [8]. 

2.1.3. Exact Privacy  

  One trouble with the above is the tradeoff among 

security and accuracy of the statistics mining effects. 

Smc does higher, but at a excessive computational and 

conversation charge. In the “net survey instance, the 

respondents ought to have interaction in a relaxed 

multiparty computation to benefit the consequences, 

and display screen no information that isn't contained 

inside the consequences. However four  

Getting thousand of respondents to participate 

synchronously in a complex protocol is impractical. 

While useful in the organization version, it isn't always 

suitable for the internet model. Proper right here we 

present a solution based totally on moderately 

depended on 0.33 parties – the parties aren't trusted 

with specific records, however relied on handiest no 

longer to collude with the statistics receiver.” 

2.2 INDIVIDUAL PRIVACY  

 Most criminal efforts had been directed to protecting 

date of the person. As an instance; the eu network 

regulates personal date (authentic magazine of the ecu 

groups 1995):  

“private data” shall endorse any facts referring to an 

identified or identifiable natural person (“information 

concern”); an identifiable man or woman is one that 

may be identified, without delay or no longer without 

delay, in particular by means of the use of reference to 

an identity quantity or to 1 or more elements specifies to 

his physical, physiological, intellectual, economic, 

cultural or social identification and special that data can 

be saved in a shape which lets in identity of statistics 

subjects for not than is important for the capabilities for 

which the statistics had been collected or for which 

they're similarly processed. Member states shall lay 

down appropriate safeguards for non-public 

information saved for longer periods for historic, 

statistical or clinical use.  

The important thing element proper here is 

“identifiable”; as long as the facts can't be traced to an 

person, the recommendations do no longer observe. The 

u.s.Hipaa rules (u.s. Federal sign up-2001) are similar- 

they study to covered health records, described as in my 

view identifiable fitness information: in my opinion 
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identifiable fitness statistics is statistics that is a subset of 

fitness facts, consisting of demographic facts collected 

from an person, and: (1) is created or received via a 

fitness care company, fitness plan, employer, or health 

care 5  

Clearinghouse; (2) relates to the past, present or future 

bodily or highbrow fitness or condition of an character; 

the deliver of health care to an man or woman; or the 

past, present or future price for the supply of fitness care 

to an character and (a) that identifies the man or woman; 

or (b) with respect to which there can be an cheaper 

foundation to consider the information may be used to 

pick out the man or woman. 

2.3 COLLECTECTION PRIVACY  

 Protecting man or woman facts gadgets won't be 

enough- we may additionally moreover need to protect 

against getting to know approximately subsets of a 

group. Such troubles are commonplace in a facts 

warehousing environment, wherein facts from more 

than one assets is blended for evaluation. This requires 

that the warehousing be depended on to keep the 

privacy of all activities-since it regarded the supply of 

information, it learns website-particular data as well as 

international effects. Even techniques that prevent 

disclosure of character web sites. This could monitor 

change secrets and strategies, or embarrassing or 

destructive facts. In a sense that could be a scaled- up 

model of the man or woman security trouble, however 

it's miles a place where smc approach is much more 

likely to be applicable.  

Addressing those issues requires know-how the motives 

at the back of them. We now talk two problems that 

result in security challenge in collections of records, and 

approaches to recognize people who permit facts 

mining to proceed. 

 

Secrecy  

 Character privacy hassle can cause company privacy 

difficulty. The holder of a set of character information 

can be depended on by manner of these people, but if 

that facts is found, this take delivery of as proper with is 

damaged. The gathering holder may be inclined to take 

part in a disbursed statistics mining task, but simplest if 

it can make sure that its private statistics items are not 

discovered. Comfortable multiparty computation may 

seem to offer a choice to this; but the problem of 

outcomes revealing private records despite the fact that 

remains. Each different issue is protective the date 

holder. Although we count on that (1) person facts items 

may be disclosed, or are blanketed thru the security 

techniques; and (2) international records mining 

outcomes do not violate the security/secrecy worries, 

issues can also nonetheless stand up. Know-how 

approximately a subset of the mixed information set 

may additionally moreover reveal secrets and 

techniques and strategies of one of the facts holders.  

As an example, a systematic examine also can need to 

apply records mining to set up normal trends from 

health facility facts. Despite the fact that the techniques 

used protect patient privacy, they'll monitor 

sanatorium- specific information. Rule setting up 

situations that result in a excessive trouble fee for a 

specific operation can be useful take a look at outcomes. 

But, if those situations are tied to a specific clinic, there 

may be criminal obligation or public circle of relatives 

contributors implications. Such implications may also 

willingness to take part in this type of take a look at. We 

can amplify green strategies for records mining that 

guard such examine. 

 

3.METHODOLOGY 

3.1 RESEARCH METHODOLOGY  

 The study will be conducted by making use of 

qualitative research. The objectives of the study will be 

pursued by sing a literature review or secondary data 

analysis. Articles, textbooks, research reports, 

dissertations, the internet and other scientific 

publications relevant to data mining will be used. The 

viewpoint of different authors will be compared and 

evaluate.  

3.2 OBJECTIVES OF THE SUTDY  

  The primary purpose of the check is to behavior a 

literature examine, or secondary information 

assessment, of information mining with the goal of 

gaining a higher knowledge of the situation matter. 

The primary objective will be pursued by dividing the 

study into the following secondary objectives:  

1. Define privacy and gain a basic understanding of 

what data mining is, and what is its role is in other 

related technologies such as business intelligence.  

2. Provide an overview of some of the more prominent 

data mining tasks, techniques and algorithms.  

3. Identify and suggest a process for conducting data 

mining.  
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4. Identify some typical uses of applications of data 

mining in general and in specific industries.  

5. Discuss typical issues facing organizations that with 

to employ data mining as a tool in their business.  

6. Identify some of the potential societal issues relating 

to data mining and its implementation.  

 

3.3 LIMITATIONS OF THE STUDY  

  The have a look at will awareness especially on 

privacy and information mining, however no statistics 

mining discussion may be entire with out at least 

bringing up a number of its related statistics technology. 

The have a look at will not try and make information 

mining professionals out of the researcher or the reader, 

but will interest more on supplying a basic knowledge 

of the generation, and its capacity consequences on how 

business organization is performed. 

 

4. ASSOCIATION RULES 

4.1 INTRODUCTION  

 Even as using association rules, one ought to take into 

account that those aren't informal relationships. They do 

now not constitute and relationship inherent in the real 

facts as is the case with purposeful dependencies, or 

within the actual global. There might be no relationship 

amongst bread pretzels that reasons them to be 

purchased together. Furthermore, those isn't guarantee 

that this association will observe within the future. 

However, association guidelines are closely used in the 

retail area in growing powerful advertising, advertising 

and marketing and stock control. The association project 

for records mining is the activity of locating which 

attributes “bypass collectively”. Most generic inside the 

business international, wherein the marketplace basket 

evaluation, the venture of association seeks to discover 

tips for quantifying the connection amongst  or extra 

attributes. Association policies are of the from “if 

antecedent, then consequent,” collectively with a 

measure of the assist and confidence associated with 

rule. As an instance, for example, a particular 

supermarket many find that of the 1000 customers 

shopping on a thursday night, 200 bought diapers, and 

of those 200 who bought diapers, 50 bought bear, thus, 

the association rule would be “if buy diapers, then by 

beer” with a support of 200/100 =200% and a confidence 

of 50/200=25%. Example of association tasks in business 

and research include:  

 

1. Investigating the percentage of subscribers to a 

enterprise’s cellular telephone plan that reply definitely 

to a proposal of a service improve.  

2. Examining the share of children whose parents have a 

look at to them who're themselves actual readers.  

3. Predicting degradation in telecommunications 

networks.  

4. Locating out which gadgets in a supermarket are 

bought collectively and which devices are by no means 

purchased collectively.  

5. Figuring out the percentage of cases in which a brand 

new drug will show off risky aspect results. 

 A very promising approach towards this analysis 

objective is the use of data mining techniques. Data 

mining or knowledge discovery in databases (KDD) 

 is the automatic extraction of implicit and exciting 

patterns from massive information collections. 

affiliation regulations mining is one of the maximum 

nicely studied data mining responsibilities. it discovers 

relationships among attributes in databases, reducing 

statements concerning function-values. an association 

rule xy expresses that inside the ones transactions 

within the database wherein x occurs; there can be a 

immoderate threat of getting y as well. x and are called 

respectively the antecedent and consequent of the 

guideline. the strength of any such rule is measured by 

using its manual and self assurance. the self warranty of 

the rule of thumb is the share of transaction with x in the 

database that include the ensuing y moreover. the aid of 

the guideline is the proportion of transaction within the 

database that include each the antecedent and the 

ensuing. association rule mining has been applied to 

e-studying gadget for historically association 

assessment (finding correlation among gadgets in a 

dataset. 

 

5. DATA MINING TECHNIQUES AND 

ALGORTHMS 

5.1 INTRODUCTION  

 The motive of this examine isn't to delve deeply into 

the technical additives of facts mining however to offer 

a popular review of the concern. But, a terrific manner to 

be able to determine while one strategies is known as 

for, or whilst another would be more suitable, as a 

minimum a easy information of now not pleasant the 

extraordinary data mining obligations are required, 
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however also of the maximum essential records mining 

techniques and algorithms. Highlight 3 simple statistics 

mining strategies as being very crucial given that they're 

completed in the majority of business software 

packages. In addition they cover a substantial sort of 

information mining situations. The maximum generally 

used undirected records mining technique in an effort to 

be mentioned inside the following section is: 

 

1. Automatic cluster detection. Two of the most 

commonly used directed data mining techniques 

that will be discussed I the following sections are:  

2. Decision trees.  

3. Neural networks.  

 

1. Automatic Cluster Detection  

 Clustering is a technique of grouping together 

comparable facts in a data set. The most usually used set 

of rules for computerized cluster detection is ok-way. 

This set of rules works by way of way of dividing a facts 

set right into a predetermined style of clusters. The 

quantity of cluster is represented by using the use of the 

word “okay” in okay-way. An average is an average ad 

in  this situation it refers to the not unusual location of 

all of the individuals of a cluster. Computerized cluster 

detection is an undirected facts mining technique. Due 

to this it may be completed without previous 

knowledge of the shape to be decided. That is 

additionally its weak point in that in case you do now 

not recognise what you are seeking out, it's miles tough 

to understand it while you find it. In line with berry and 

line off (two hundred:109), automatic cluster detection is 

most beneficial within the following circumstances: if 

it's far suspected that the statistics set includes natural 

groupings that may constitute clients or products which 

have plenty in not unusual with every one of a kind. It 

may flip out that those are obviously happening 

purchaser segments that can be singled out for custom 

designed advertising processes.  

 Whilst there are many competing styles inside the 

records set making it tough to grow to be privy to a 

unmarried pattern. In this situation computerized 

cluster detection can be used to create cluster of 

comparable records thereby lowering the complexity of 

the records set just so different statistics mining 

strategies are more likely to prevail. 

 

2. Decision Trees  

 Mena (1999: 357) [20] defines a selection tree as a 

graphical representation of the connection between a 

installed variable (output) and a set of independent 

variables (enter), commonly inside the shape of a 

tree-fashioned structure that represent a tough and 

speedy of picks with every node representing a take a 

look at of choice. Dt artwork with the useful resource of 

allowing information from a information set to flow 

through a chain of checks together with “is the sector 

three greater than 27?” Till the document research a leaf 

or terminal node wherein it is given a category label 

based at the elegance of the facts that reached that node 

within the schooling set at the same time as the model 

was at the start set up. Outline following  types of 

selection wooden:  

 Elegance timber that label facts in a facts set and 

assign them to the a proper beauty.  

  Regression trees that estimate the fee of a target 

variable that takes on numeric values. An instance of a 

regression tree algorithm evaluation is to calculate the 

anticipated period of claims a good way to be made 

through the use of a insured person. Preference tree 

algorithms are a terrific choice for use within the 

following situations.  

 

 Whilst the records mining responsibilities includes 

the type of data in a statistics set or the prediction of 

effects.  

 At the same time as the goal is to assign each data set 

file to considered one of some large categories. The 

primary benefit of using choice wooden is located in 

its capability to generate understandable industrial 

business enterprise policies in a choice resource 

surroundings and the potential to version nonlinear 

with logical [4]. Sadly, choice timber also have a few 

dangers associated with their use in records mining.  

 The records utilized by selection bushes ought to be 

specific or interval, ad records not obtained in this 

layout will ought to be recorded to this layout so one 

can be used.  

 Decision wooden generally represent finite variety of 

classes or possibilities, and it will become tough for 

choice makers to quantify a finite sort of variables, the 

accuracy of the results obtained can be limited to the 

variety of lessons selected.  
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 Choice timber are appropriate for issues regarding 

time series information except masses of efforts is put 

into providing the date on this sort of way that traits 

are made visible. 

 

3. Neural Networks  

 From a data mining angle, neural networks are in 

reality some other manner of becoming a model to 

observed ancient facts so that you may be capable of 

make classifications or predictions. Kantardzic 

(2003:196)  defines a neural community as a massive 

parallel allotted processor made from clean processing 

devices with the potential to examine from experiential 

expertise expressed through inter-unit connection 

strengths, and that can make such statistics to be had for 

use. Highlights the following useful homes and 

competencies of neural networks to be used in statistics 

mining software:  

 Nonlinearity – ant nonlinearity fashions the 

inherently nonlinear actual global mechanisms 

chargeable for generating statistics for getting to 

know.  

 Analyzing from example – a neural networks has 

the capability to music its parameters as a way to 

facilitate the technique of gaining knowledge of 

from revel in.  

 Adaptability – a neural network is capable of adapt 

to modifications in its running environment by 

converting its interconnection weights.  

 Evidential reaction – a neural network can be 

designed not first-class offer facts about which 

precise class to select for a given pattern, but 

moreover approximately self belief within the 

choice made.  

 Fault tolerance – a neural community has the 

potential to be inherently fault tolerant and able to 

sturdy computation, because of this that it can 

address lacking or incorrect information greater 

efficiently than unique data mining techniques.  

 Uniformity of evaluation and layout– the same 

standards, notation and steps in technique are 

utilized in all area regarding the software of neural 

networks. 

 

Conflict of interest statement 

Authors declare that they do not have any conflict of 

interest. 

REFERENCES 

[1] Berry MJA and Linoff GS. 2000. Mastering Data mining: The art 

and science of customer relationship management, Canada 

Wiley.  

[2] New W. 2004. Pentagon failed to study privacy issues in data 

mining effort, IG says.  

[3] Verykios, VS; Bertino, E; Fovino, IN; Provenza, LP; Saygin, and 

Theodoridis, Y. 2004. State-of –the-art in Privacy Preserving Data 

Mining. SIGMOD Record. Volume 33, Issue 1:50-57.  

[4] Wang J. 2003. Data Mining Challenges and Opportunities. 

London, IRM Press.  

[5] Agrawal, R.; and Srikant, R. 2000. Privacy-Preserving Data 

Mining. In Proceedings of the ACM SIGMOD International 

Conference of Data, 439-450.  

[6] Lindell, Y.: and Pikas, B. 2000. Privacy Preservation Data Mining. 

In Advances in Cryptology-CRYPTO 2000.  

[7] Goldreich, O.; Micali, S; and Wigdeerson, A 1987. How to Play 

any mental Game. In Proceedings of the Nineteenth annual ACM 

Symposium on the theory of computing, 218-299.  

[8] Evfimievski, S. 20002. Randomization Techniques for Privacy 

Preservation Association rule mining. SIGKDD Explorations 4(2); 

43-48.  

[9] M.S. Chen, J. Han, and P.S. Yu. Data mining: An overview from a 

database perspective. IEEE Trans. Knowledge and Data 

Engineering, 8:866-883, 1996.  

[10] J. Han and M. Kamber. Data Mining: Concepts and Techniques. 

Morgan Kaufmann, 2000.  

[11] G. Piatetsky-Shapiro, U.M. Fayyad, and P. Smyth. From data 

mining to knowledge discovery: An overview. In U.M. Fayyad et 

al. (eds.), Advances in Knowledge Discovery and Data Mining, 

1-35. AAAI/MIT press, 1996.  

[12] Hamalainen, W., Vinni, M; Comparison of machine learning 

methods for intelligent tutoring system. In; Proc. Of Int. Conf. in 

Intelligent Tutoring systems (2006) 525-534.  

[13] Ceglar, A., Roddick, J.F.: Association mining. ACM Computing 

Surveys, 38: 2 2006 1-42.  

[14] Goethals B., Nijssen S., Zaki, M.: Open source data mining: 

workshop report. SIGKDD Explorations, 7:2 (2005) 143-144.  

[15] Zheng Z., Kohavi R., Mason L. Real world performance of 

association rules. In: Proc. Of the Sixth ACM-SIGKDD (2001) 

86-98. 

 


