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 The expanded use of cloud administrations, developing number of web applications clients, changes in network framework that 

interfaces gadgets running versatile working frameworks and continually advancing organization innovation cause novel 

difficulties for digital security. Traditional techniques for interruption discovery and profound parcel assessment, while still 

generally utilized and suggested, are not, at this point adequate to satisfy the needs of developing security dangers. As processing 

power increments and cost drops, Machine Learning is viewed as an elective technique or an extra component to shield against 

malwares, botnets, and different assaults. The significant commitment of the paper is the suggestion of Machine Learning way to 

deal with model typical conduct of utilization and to identify digital attacks 
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1. INTRODUCTION 

 Computers and IP networks try, through illegal 

access or unlawful use of an asset, to expose, alter, 

disable, damage, corrupt, or acquire information. an 

attack is committed. An attack is an aggressive action 

against computer systems, infrastructures, computer 

networks or individual computing devices. An intruder 

is an individual or process who, without authorization 

and with a possible harmful purpose, seeks access to 

data, functions or other limited systems areas. Cyber 

threats may be part of information warfare and cyber 

warfare depending on circumstances. Sovereign 

nations, persons, groups, societies, or enterprises might 

use a cyber-warfare and it could come from an 

anonymous source. Sometimes a cyber weapon is a 

product that helps a cyberwarfare .By accessing into a 

vulnerable system, a cyber threat can steal, change or 

destruct a specific target. Cyber invasions can vary from 

the installation of malware on a computer to the 

destruction of whole nations' infrastructure. Legal 

scholars try to restrict the usage of the word to physical 

damage events and differentiate it from more common 

privacy violations and more comprehensive hacking. 

Increasingly complex and deadly are cyber intrusions. 

Types Of Cyber attacks: 

Injection attacks  

DNS Spoofing  

Phishing  

Denial of Service  

Man in the middle attacks 
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PROPOSED SYSTEM : 

The proposed system primarily follows a set of steps. 

We can achieve our goal if we follow those steps. The 

algorithm's key steps are listed below. 1) Every dataset 

should be normalised. 2) Subdivide the original dataset 

into testing and training datasets. 3) Create IDS models 

using Logistic Regression, Decision Tree, Random 

Forest, and MLP. 4) Evaluate the performance of each 

model. 

ARCHITECTURE: 

 
DataSet: 

For our application in order to run effectively we’ve 

chosen NSL-KDD dataset which is having 42 

features initially and maintain 4 attack category’s.  

NSL-KDD is a useful benchmark data set for comparing 

different intrusion detection methods.  

 

 
 

Implementation: 

Logistic Regression  

Logistic regression is one of the most common 

algorithms of machine learning under the 

Supervised Learning Technology. It is used with 

a group of individual variables to predict the 

category dependent variable. The output of a 

categorically dependent variable is forecast by 

logical regression. The result must thus be either 

categorical or discrete. It can be either YES or No, 

0 or 1 true or False, but it offers the probabilistic 

values between 0 and 1 instead of giving the 

precise value of 0 and 1 

Random Forest 

Random Forest is a prominent method for 

Machine learning through the controlled 

learning process i.e.., supervised learning. It may 

be utilized in ML for issues like classification and 

regression. It is built on the notion of ensemble 

learning, a process through which numerous 

classifications are combined in order to resolve a 

complicated problem and to enhance model 

performance 

Decision Tree 

Decision Tree is a Supervised learning 

method that might be used to solve regression 

and classification tasks, and it is also most 

commonly further used solve nonlinear 

equations. A Decision tree will have two set of 

nodes: Decision nodes are often used to make 

major decisions and also have numerous 
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branches, while other Leaf nodes seem to be the 

outcome of all those decision making but have 

no additional branch offices. The decisions or 

tests are based on the features of the data set. 

MLP classifier 

A multilayer perceptron (MLP) is a type of machine 

learning that uses feed forward (ANN). The term MLP 

is used vaguely; it can apply to any feed forward ANN, 

or it can refer to channels made up of various layer 

upon layer of perceptrons (with threshold 

activation).Multilayerperceptrons were often meant to 

refer to as "vanilla" neural network models – 

particularly when only one convolution layer is present.  

 

Data Visualization 

 Data Visualization is the discipline of 

attempting to comprehend data  by 

presenting it in a visual context in order to 

uncover patterns, trends, and connections 

that might otherwise go undetected.Python 

has a number of   excellent graphing 

packages that are  packed with useful 

functionality. Python offers a great library 

for creating interactive, real-time, or highly 

customizable plots.  

The below figure shows the visualization of ML 

Algorithms and their accuracies in the form of 

bar-plot , line-plot and scatterplot.  

 

Below figures shows the running and execution of 

project 
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CONCLUSION: 

In conclusion, our objective is to create and comparison 

models capable of detecting attacks in a practical 

NSL-KDD network traffic. A thorough examination of 

the data and a lot of network security paper studies 

resulted in the extraction of the essential characteristics. 

Displaying a Logistical Regression, Random Forestry, 

Decision Tree and MLP classification methods were 

then evaluated. In all other cases, Logistic Regression 

was used to detect attacks, yielding a detection accuracy 

of greater than 85%. 
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