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 Job postings have been more popular in recent years as a result of technological progress and social media communication. The 

creation of fraudulent job postings and the subsequent solicitation of personal information will provide an opportunity for 

fraudsters. It will be easier to tackle the problem if bogus job advertising can be identified and avoided altogether. This method 

makes use of Ensemble Classifiers. This system takes use of a dataset from Kaggle that was previously made accessible to the 

user. In order to identify fake job postings, ensemble classifiers are utilized. For detecting frauds, these are the most effective 

classificatory available. To begin, there are 17,880 job postings in the dataset overall. Some pre-processing procedures are used to 

this dataset before it is used to train a classifier of any kind. Classifiers are created by fitting the data into them after it has been 

pre-processed. Various Natural Language Processing (NLP) approaches are employed for pre-processing, and ensemble classifiers 

such as the Random Forest algorithm, Gradient Boosting Algorithm, and Support vector classifier are used to classify the data. 

To forecast the genuine and actual job postings, the system compares and contrasts machine learning techniques. 
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1. INTRODUCTION 

 The number of employment frauds is increasing. Over 

the course of 2018, CNBC reported that the number of job 

scams has increased. There has been a rise in 

unemployment due to the present market conditions. As 

a result of the economic downturn and the corona virus's 

effect, many people have lost their employment. A 

scenario like this gives a perfect opportunity for 

fraudsters. Many individuals are falling victim to these 

fraudsters leveraging the despair that is produced by an 

exceptional tragedy. Scammers often use this tactic in 

order to get the victim's personal information. Personal 

information might comprise address, bank account data, 

social security number etc. The fraudsters offer people a 

rich employment opportunity and then demand money 

in exchange. Or they need money from the job seeker 

with the promise of a job. Fortunately, machine learning 

and natural language processing can help us deal with 

this critical issue (NLP). This system leverages data 

supplied by Kaggle. A job posting's characteristics may 

be found here. There are 17880 job postings in this 

database. Real and false job advertisements may be 

found in this section of the site. Fake job advertisements 

represent a relatively minor part of this dataset. That's 

what I expected to hear. The number of job 

advertisements isn't likely to be that high. Ensemble 
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classifiers are used to identify bogus job postings in 

machine learning. For fraud detection, ensemble 

classifiers are the best. Two classifiers are used in this 

ensemble: Random Forest and Gradient Boosting. This 

article also makes use of Support Vector Algorithms to 

sniff out job postings. Evaluation Metrics including 

Precision, Recall, F1-score and Accuracy were employed. 

Accuracy is a measure of how well a model really 

predicts the final result will be. Recall and F1-score are 

helpful since the Dataset has varying Precision. 

 

2. LITERATURE REVIEW: 

Many studies have shown that the fake job prescription 

and other forms of online fraud, such as spam reviews, 

spam emails, and false news, have gotten a lot of 

attention in the field of online fraud detection. Online 

Recruitment Frauds (ORF)[1] has recently tackled one of 

the most important concerns in the field of employment 

scams. Many organizations now choose to list their job 

openings online so that they may be viewed quickly and 

efficiently by job searchers. In addition to the current 

epidemic of the Corona Virus, employers have begun 

advertising their open positions on the internet. It is 

almost always possible for machine learning 

classification programmes to be taught by using 

supervised learning, which entails providing the model 

with an existing classification so that it can be compared 

to the actual class to see how far it has progressed, and 

then adjusting its mathematical equations until it 

achieves an acceptable margin between the actual class 

and the predicted class SVM, NB, and KNN were found 

to be the most suitable classifiers for text categorization 

by Khan, Aurangzeb, and colleagues[3]. When a job 

seeker decided in 2012 to publish a genuine Craigslist job 

ad in order to discover their competition, they received 

more than 600 applications in one day. In the same year, 

the Australian Bureau of Statistics produced a study on 

personal fraud indicating that 6 million Australians were 

subject to a variety of scams, including job scams 

[5].Online job postings may include bogus positions, 

resulting in theft of sensitive data including social 

security numbers and credit card numbers. For example, 

employing sophisticated deep learning as well as 

machine learning classification algorithms, it is possible 

to identify and classify both fraudulent and authentic job 

postings from a job pool. 

 

3. PROPOSED SYSTEM: 

The proposed system would use the same dataset that is 

now being used by the present system. A total of 17,880 

jobs are included in the dataset. This data collection is 

used in the proposed techniques to assess the overall 

performance of the strategy. This dataset undergoes 

certain pre-processing operations before it is used to train 

any classifiers. Procedures used before processing data 

include the removal of invalid data and the removal of 

unneeded characteristics and extraneous words. The 

algorithms used in this system are: 

 

1. Random Forest Algorithm  

2. Gradient Boosting Algorithm  

3. Support Vector Algorithm 

 

These three algorithms are compared on accuracy and a 

final model is chosen. Random Forest is classifier that 

predicts output with high accuracy followed by Support 

Vector and Gradient Boosting. Random Forest predicts 

output based on the majority of voting. Gradient 

Boosting predicts output based on the errors of previous 

decision tree. Support Vector predicts output based on 

the extreme cases. Among all the three classifiers, 

Random Forest Algorithm has higher accuracy of 97.09% 

followed by Support Vector 96.76% and Gradient 

Boosting 95.6%  

Following are the steps done while implementing the 

system:  

 

STEPS:  

1) Dataset contains fake and real jobs.  

2) Pre-process the dataset by removing unwanted 

columns.  

3) Train and test the dataset  

4) Apply all three classification algorithms.  

5) Predict the Accuracy and evaluation metrics  

 

OUTPUT: Comparing the contrasting machine learning 

algorithms and choose the algorithms which is having 

more accuracy. 
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Fig1: Architecture of Proposed Work 

 

4. METHODOLOGY 

Random Forest  

Random Forest is a well-known supervised machine 

learning method. In ML, it may be used for both 

classification and regression. In order to tackle a difficult 

issue and increase the model's performance, it uses 

ensemble learning, which involves integrating many 

classifiers. In order to increase the predicting accuracy of 

a dataset, Random Forest uses a series of decision trees 

on different subsets of the data. It forecasts the ultimate 

output based on the majority of predictions from each 

tree, rather than one decision tree. 

 
Fig4.1 Architecture Random Forest 

 
Fig4.2 Confusion Matrix for Random Forest 

Random Forest has given the accuracy score of 97.09% 

and for 5364 test observations, it has correctly predicted 

the class labels for 5208 job postings. X-axis represents 

predicted values and Y-axis represents actual values. 

Gradient Boosting 

One decision tree predicts another, and so on. Remember 

that decision trees are the weak learners in a gradient 

boosting machine. But if they use the same technique, 

how is utilizing 100 decision trees better than one? How 

can various decision trees collect different 

signals/information from data? The idea is that each 

decision tree node uses a different group of information 

to choose the optimum split. Because the trees aren't all 

the same, they might catch diverse signals from the data. 

Also, each new tree considers prior trees' errors. So, each 

decision tree builds on the preceding trees' mistakes. 

Sequentially created trees in a gradient boosting machine 

technique. Gradient boosting methods need a weak 

learner and an additive component. Decision trees are 

used as weak learners in gradient boosting systems. 

Because trees are added to the model over time, their 

values aren't changed, giving it an additive component. 

The new tree's output is then added to the prior trees' 

output. This cycle is continued until a particular number 

of trees is attained or the loss is decreased. 

 
Fig4.3 Architecture Gradient Boosting 
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Fig4.4 Confusion Matrix for Gradient Boosting 

Gradient Boosting Algorithm has given the accuracy 

score of 95.5% and for 5364 test observations, it has 

correctly predicted the class labels for 5127 job postings. 

X-axis represents Predicted Value and Y-axis represents 

Actual Value. 

 

Support Vector Machine 

SVM is a prominent Supervised Learning technique used 

for Classification and Regression issues. It is used in 

Machine Learning for Classification issues. The SVM 

algorithm's purpose is to find the optimal line or decision 

boundary that divides n-dimensional space into classes 

so that subsequent data points may be conveniently 

placed in the relevant category. A hyperplane defines the 

optimal decision boundary. SVM picks the hyperplane's 

extreme points/vectors. These extreme situations are 

called support vectors, and the method is called SVM. 

 
Fig4.5 Architecture Support Vector Machine 

 
Fig4.6 Confusion Matrix for Support Vector Machine 

Support Vector Classifier has given the accuracy score of 

96.76% and for 5364 test observations; it has correctly 

predicted the class labels for 5190 job postings. 

 

5. EXPERIMENTAL RESULTS:  

 
Bar Chart of real and fraudulent Jobs 

 
Jobs with Experience 

 
Bar chart of Jobs with Experience 

 
Country Wise Job Postings 
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Country Wise Job Postings Graph 

                                   
 

Accuracy of Random Forest Algorithm 

 

 
Confusion Matrix of Random Forest Algorithm 

             
Accuracy of Gradient Boosting Algorithm 

 
Confusion Matrix of GB Algorithm 

          
Accuracy of Support Vector Algorithm 

 

 
Confusion Matrix of Support Vector 

         
Graphical Representation of Performance Measures 

X-axis represents three classifiers Random Forest, 

Gradient Boosting and Support Vector. Each classifier 

has precision, recall and F1-score. Blue bar represents 

precision, Orange represents Recall and Grey represents 

F1-score. Y-axis represents the values for each of the 

precision, recall and F1-scores of all the three classifiers. 

 
Accuracy Comparison 

X-axis represents classifiers. In X-axis, Random Forest, 

Gradient Boosting and Support Vector are the three 

classifiers. Y-axis represents the Accuracy of the three 

classifiers. Among the three random forest classifier have 

high accuracy with 97.09%, Gradient Boosting having 

95.58% and Support Vector having 96.76%. 
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6. COMPARATIVE STUDY 

Table1: Comparative Study 

 

7. CONCLUSION: 

Fake job ads are a significant real-world issue that 

necessitates the development of proactive remedies. The 

goal of this research is to give a viable answer to this 

issue. The output of numerous models is merged to get 

the best possible results. The most intriguing aspect of 

this investigation was discovering which areas represent 

the acme of bogus employment opportunities. For 

example, in Bakersfield, California, the ratio of fake to 

actual jobs is 15:1. Places like these need more security. 

Another surprising aspect was that it seems that the 

majority of entry-level positions are bogus. It seems that 

fraudsters prefer to target younger individuals who have 

a bachelor's degree or a high school diploma and are 

searching for full-time employment. Employment fraud 

identification can assist job searchers in receiving only 

authentic employment offers from firms. Several 

ensemble machine learning methods are employed in the 

identification of employment scams. A supervised 

approach is used to demonstrate the use of different 

classifiers in the identification of job scams. Following a 

comparison of competing machine learning models, 

experimental findings show that Random Forest 

achieved the highest accuracy, followed by Support 

Vector and Gradient Boosting. 
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