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 Fraud is one of the principal ethical problems with inside the credit card industry. The essential factors are right off the bat, to 

distinguish the distinctive kinds of Credit card smart, and to survey discretionary strategies that have been utilized in fraud 

recognition. Credit card organizations must be able to once the fraudulent credit card transactions so that the customers are not 

charged for items that they did not merchandise. The datasets consist of exchanges made by charge cards in September 2013 by 

European cardholders. This dataset presents exchanges that happened in the span of 2 days, where there are 492 frauds out of 

284,807 exchanges. The dataset is profoundly un equal, the positive class (frauds) represent 0.172% of all things in the 

considerations. It contains just numerical input features which are the consequence of a PCA Transformation. Lamentably, 

because of secrecy issues, they can’t give the original data and more background information about the data. Features V1, V2, V28 

are the foremost parts gotten with PCA. The primary capabilities that have now no longer been modified with PCA are ’Time’ 

and ’Amount’. Feature ’Time’ carries the seconds elapsed among each transaction and the number one transaction with inside the 

dataset. 
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1. INTRODUCTION 

 Although incidences of credit card fraud are confined 

to 0.1% of all card transactions, they have led to massive 

economical losses as the fraudulent transactions have 

been large value transactions. In 1999, out of 12 billion 

transactions made annually, approximately 10 

million—or one out of every 1200 transactions—turned 

out to be fraudulent. Also, 0.04% (4 out of every 10,000) 

of all monthly active accounts was fraudulent. Even with 

extreme volume and value increase in credit card 

transactions since then, these proportions have stayed 

the same or have decreased due to sophisticated fraud 

detection and prevention systems. Today’s fraud 

detection systems are designed to prevent one-twelfth of 

one percent of all transactions processed which still 

translates into billions of dollars in losses.[3] In the 

decade to 2008, general credit card losses have been 7 

basis points or lower (i.e. losses of $0.07 or less per $100 

of transactions). In 2007, fraud in the United Kingdom 

was estimated at £535million. The essential factors are 

right off the bat, to distinguish the distinctive kinds of 

Credit card smart, and to survey elective strategies that 

have been utilized in fraud recognition. 

 

2. EXISTING SYSTEM 

 For quite a while, there has been a solid enthusiasm 

for the morals of banking (Molyneux, 2007; George, 

1992), just as the ethical intricacy of fake conduct 
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(Clarke, 1994). Extortion implies getting 

administrations/products and additionally cash by 

deceptive methods and is a developing issue 

everywhere throughout the world these days. Extortion 

manages cases including criminal purposes that, 

generally, are hard to recognize. Charge cards are a 

standout amongst the best-known focuses of extortion 

however by all accounts not the only ones; 

misrepresentation can happen with acknowledge 

editems, for example, individual advances, home 

credits, and retail. Besides, the essence of extortion has 

changed significantly amid the most recent couple of 

decades as advancements have changed and created. A 

basic assignment to support organizations and 

money-related establishments including banks is to find 

away to anticipate extortion and to manage it 

productively and adequately when it happens 

(Anderson, 2007). Anderson (2007) has identified and 

explained the different types of fraud, which are as 

many and varied as the financial institution’s products 

and technologies. 

DISADVANTAGES 

Fraud detection and prevention software that analyzes 

patterns of normal and unusual behavior as well as 

individual transactions to flag likely fraud. Profiles 

include such information as IP addresses. Technologies 

have existed since the early 1990s to detect potential 

fraud. One early market entrant was Falcon; other 

leading software solutions for card fraud include 

actimize, SAS, BAE Systems Detica, and IBM. All these 

do not utilize modern machine learning techniques 

which are far more efficient and more. 

 

3. PROPOSED SYSTEM 

The main aims are, firstly, to identify credit card fraud 

and, secondly, to review alternative techniques that have 

been used in fraud. Here we compare two different 

algorithms each of different types of machine learning, 

one of supervised and another of unsupervised. 

ADVANTAGES 

Machine Learning can review large volumes of data and 

discover specific trends and patterns that would not be 

apparent to humans. For instance, an e-commerce 

website like Amazon serves to understand the browsing 

behaviors and purchase histories of its users to help cater 

to the right products, deals, and reminders relevant to 

them. It uses the result store real relevant advertisements 

to them. 

 

Explanation: 

The proposed system can be explained by the below 

diagram. The below diagram is used for understanding 

the architecture of the research done in the project, it’s 

also understood as the modules used in the project. 

 
 

Data Acquisition: converting the normal data like CSV 

files etc. into python understandable data such as 

Nd-array object of NumPy or Data-Frame object of 

pandas. 

Data Analysis: understanding the basics of the data 

loaded. To know several columns, several rows, their 

statistics. So that we can perform Data pre-processing 

step. 

Data pre-processing: cleaning the data like removing the 

empty values, removing insignificant columns or 

balancing the data, preparing the data for giving it as 

input to the algorithm, etc. 

Data Splitting: creating the training set and testing set so 

that we can train the algorithm and understand the 

performance of that model. 

Training: Making the particular algorithm understand 

the train data and become intelligent in that concept. 

Testing:  the process used to predict the outputs for the 

inputs in the test set. 

Comparing the metrics: the process used to measure the 

performance of all the algorithms and to obtain a 

conclusion. 

 

DECISION TREE: 

Classification is a two-step process, learning step and 

pre- diction step, in machine learning. In the learning 
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step, the model is developed based on given training 

data. In the prediction step, the model is used to predict 

the response forgiven data. A decision tree is one of the 

easiest and most popular classification algorithms to 

understand and interpret. 

DECISION TREE ALGORITHM 

The Decision Tree algorithm belongs to the family of 

supervised learning algorithms. Unlike other supervised 

learning algorithms, the decision tree algorithm can be 

used for solving regression and classification problems 

too. 

The goal of using a Decision Tree is to create a training 

model that can use to predict the class or value of the 

target variable by learning simple decision rules 

inferred from prior data (training data). 

In Decision Trees, for predicting a class label for a record 

we start from the root of the tree. We compare the values 

of the root attribute with the record’s attribute. Based on 

the comparison, we follow the branch corresponding to 

that value and jump to the next node. 

TYPES OF DECISION TREES 

Types of decision trees are based on the type of target 

variable we have. It can be of two types: 

Categorical Variable Decision Tree: A decision tree that 

has a categorical target variable is then called a 

Categorical variable decision tree.  

Continuous Variable Decision Tree: A decision Tree has 

a continuous target variable then it is called a 

Continuous Variable Decision Tree. 

Important Terminology related to Decision Trees 

Root Node: It represents the entire population or sample 

and this further gets divided into two or more 

homogeneous sets. Splitting: It is a process of dividing a 

node into two or more sub-nodes.  

Decision Node: When a sub-node splits into further 

sub-nodes, then it is called the decision node.  

Leaf / Terminal Node: Nodes that do not split is called 

Leaf or Terminal node. Pruning: When we remove 

sub-nodes of a decision node, this process is called 

pruning. You can say the opposite process of splitting.  

Branch/Sub-Tree:  A subsection of the entire tree is called 

a branch or sub-tree.  

Parent and Child Node: A node, which is divided into 

sub-nodes is called a parent node of sub-nodes whereas 

sub-nodes are the child of a parent node. 

Decision trees classify the examples by sorting them 

down he tree from the root to some leaf/terminal node, 

with the leaf/terminal node providing the classification of 

the example. Each node in the tree acts as a test case for 

some attribute, and each edge descending from the node 

corresponds to the possible answers to the test case. This 

process is recursive. 

 

Fig: Decision Tree 

 

Logistic Regression: 

Logistic regression is used in the biological sciences in the 

early twentieth century. It was the nusedinm any social 

science applications. Logistic Regression is used when the 

dependent variable (target) is categorical. 

For example, 

To predict whether an email is a spam (1) or (0), whether 

the tumorism alignant (1) or not (0) 

Consider a scenario where we need to classify whether 

an email is a spam or not. If we use linear regression for 

this problem, there is a need for setting up a threshold 

based on which classification can be done. Say if the 

actual class is malignant, predicted continuous value 0.4 

and the threshold value is 0.5, the data point will be 

classified as not malignant which can lead to serious 

consequences in real-time. 

Sigmoid function: 

 
From this example, it can be inferred that linear 

regression is not suitable for classification problems. 

Linear regression is unbounded, and this brings logistic 

regression into the picture. Their value strictly ranges 

from 0to1. 
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RANDOM FOREST: 

Data science provides a plethora of classification 

algorithms which includes logistic regression, support 

vector machine, naïve bayes classifier, and decision trees. 

But close to the top of the classifier hierarchy is the 

random forest classifier (there is also the random forest 

repressors but that is a topic for another day).In this post, 

we will examine how basic decision trees work, how 

individual decisions trees are combined to make a 

random. Forest, and ultimately discover why random 

forests are so good at what they do. 

Let’s quickly go over decision trees as they are the 

building blocks of the random forest model. Fortunately, 

they are pretty intuitive. I’d be willing to bet that most 

people have used a decision tree, knowingly or not, at 

some point in their lives. 

 

                              Fig: Random Forest 

 

4. RESULTS 

CSV file: 

 
 

Describe: 

 

Fraud by Count-plot graph 

 
Data-Frame 

 
Fraud Amount Describe: 

count 492.000000 

mean 122.211321 

std 256.683288 

min 0.000000 

25% 1.000000 

50% 9.250000 

75% 105.890000 

max 2125.870000 

Name: Amount, dtype: float64 

 

Correlation Matrix: 

 
By logistic Regression: 
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The testing of all the trained models provided us with 

insights into the performance of all three algorithms 

namely logistic regression, Decision Tree, and Random 

Forest. We used accuracy score, confusion matrix, and 

classification report to evaluate the three algorithms. 

With all the above results we can say the Random Forest 

algorithm works very well for the prediction of credit 

card fraud transactions 

 

 
Fig: Logistic Regression 

Accuracy: 0.9495435553526912 

Precision: 0.9295774647887324 

Recall: 0.7586206896551724 

F1-Score:  0.8354430379746836 

AUC score: 0.879266 3887836302 

By decision trees: 

 
Fig: Decision Tree 

Accuracy:  0.9991397773954567 

Precision:  0.7159090909090909 

Recall:  0.7241379310344828 

F1-Score: 0.72 

AUC score:  0.8618491852974611 

 

By Random-forest Algorithm: 

 

 
Fig: Random Forest 

Accuracy: 0.9459459459459459 

Precision: 0.9509803921568627 

Recall: 0.8981481481481481 

F1 Score: 0.9238095238095237 

AUC SCORE: 0.90125485684684555 

 

5. CONCLUSION: 

 The testing of the all the trained models provided us 

with insights of the performance of all the three 

algorithms namely logistic regression, Decision Tree, and 

Random Forest. The testing here on the data was done by 

supervised learning produced 99.9% of accuracy for the 

data set of 2.84+lakhs which was much better than the 

existing system. The confusion matrices generated here 

given us the detailed number of transactions which are 

normal and fraud transactions. We did correlate all the 

labels or columns heads of the data sets eg., encoders like 

V1,V2,…V28 by which we can also get the correlation of 

these labels which can help us to get the data set in this 

format itself or changes to be done in these. We used 

accuracy score, confusion matrix, and classification 

report to evaluate the three algorithms. With all the 

above results we can say the Random Forest algorithm 

works very well for prediction of credit card fraud 

transactions. 

 

Future Scope: 

The very nature of this project allows for multiple 

algorithms to be integrated together as modules and their 
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results can be combined to increase the accuracy of the 

final result. This model can further be improved with the 

addition of more algorithms into it. However, the output 

of these algorithms needs to be in the same format as the 

others. Once that condition is satisfied, the modules are 

easy to add as done in the code. This provides a great 

degree of modularity and versatility to the project. The 

drawback while doing this project is that we can’t 

determine the names of fraud and normal transactions 

from the given dataset. 
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