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 One of the concerns in the field of secure communication is the concept of information security. Today’s reality is still showing 

that communication between two parties over long distances has always been subject to interception. Steganography is the art 

and science of hiding information in host like audio, image, text and video to secure transmission over internet. Our objective is 

to evolve an efficient speech steganography system. The proposed hiding method is Speech Steganography that produces stego 

speech files that are indistinguishable from their equivalent cover speech files.In this paper, we have proposed a new method to 

secure speech communication which employs the use of wavelet Transform and Fast Fourier Transform (FFT) for performing 

speech steganography to overcome the constraints of previously employed techniques   
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1. INTRODUCTION 

 The growing use of Internet among public 

masses and the abundant availability of publicand 

private digital data has driven industry professionals and 

researchers to pay a particularattention to data 

protection. Currently, three main methods are being 

used: cryptography, watermarking. Today’s reality is still 

showing that communication between two parties over 

long distances has always been subject to interception. 

Cryptography techniques are based on rendering the 

content of a message garbled to unauthorized people. In 

watermarking, data are hidden to convey some 

information about the cover medium such as ownership 

and copyright. Even though cryptography and 

watermarking techniques are salient for reinforcing data 

security, a heightened interest in exploring better or 

complementary new techniques has been the focus of 

much ongoing research. 

 

A. Steganography 

In the former times cryptography and watermarking 

were treated as relevant methods for information 

security but recently the focus is shifted for emerging 

more reliable and improvedtechniques.Steganography 

enables covert communication by dissembling the secret 

signal inside another signal i.e. the host signal, in order to 

avoid notion of secret message[1]. Digital steganography 
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is the art and science of hiding information in host like 

audio, image, text and video to secure transmission over 

internet.Digital steganography is broadly classified into 

Text Steganography, Image steganography, Audio 

steganography[2]. 

A. Speech Steganography 

Speech steganography uses speech signals as cover 

media to hide secrete text or speech signals. 

Steganography of speech signals is more challenging as 

compared to the steganog�raphy of images or video 

sequences because of the vibrant range of HAS as 

compared to Human Visual System. The human audio 

system contains the power sound range larger than 109:1 

and simultaneously the frequency range superior than 

104:1. The sensitivity of the human auditory system to 

the additive white gaussian noise is also high. 

The above figure 1 shows the workflow of Stenography 

process. The process includes Embedding and Audio 

processing in tramission side then sending stego audio 

and key through a network and then extracting and 

audio processing to obtain the secret data.Potential 

applications of our speech hiding scheme are reduction 

of speech storage and transmission overhead in 

electronic voice mail applications and audio stream- ing, 

speech translation, data communication secrecy, and 

many other web-based applications. 

 

STRUCTURE OF PAPER 

The paper is organized as follows: In Section 1, the 

introduction of the paper is provided along with the 

structure, important terms and overall description. In 

Section 2 we discuss about cover speech analysis. In 

Section 3 we discuss about secret speech analysis. Section 

4 shares information about preparing a stego speech file. 

Section 5 tells us about the reconstruction of secret speech 

file from stego speech file. Section 6 gives information 

regarding the performance metrics. Section 7 tells us 

about the future scope and concludes the paper with 

acknowledgement and references. 

 

OBJECTIVES 

Our objective is to develop a high performance speech 

steganography system. The design of such system 

consists principally of the optimization of the following 

attributes: 

 

 The hiding capacity, defined by the amount of the 

secret information (speech, text, or image) to be 

hidden in the cover speech signal. 

 The impact of the hiding process on the cover speech 

quality. We hope to produce a stego signal that is 

perceptually indistinguishable from the cover signal. 

 The complexity of the steganography system. Our 

aim is to render the steganalysis (the attempt to 

discover the existence of the secret message from the 

stego signal) by the opponent more complex. 

 The accuracy with which the hidden message can be 

recovered at the receiver. Efficient techniques are to 

be developed to minimize the impact of the 

compression on the stego signal. 

 

The wavelet transform is used to transform the signal 

from the time domain to the wavelet domain. The 

wavelet analysis allows the split of a signal into two 

parts, usually the high- and the low- frequency parts. 

This process is called decomposition. The edge 

components of the signal are largely limited to the 

high-frequency part. Filters of different cutoff frequencies 

are used to analyze the signal at different resolutions. 

 

We choose a speech signal as secret information to be 

hidden in the cover speech. Since our objective in discrete 

wavelet transform-fast Fourier transform (DWT-FFT)- 

based hiding approach is secrecy, we propose to hide the 

secret information within the high-frequency of the 

wavelet components. 

 

2. OVER SPEECH ANALYSIS 

A. Pre processing steps 

B. Voice signal samples into the recognizer to recognize the 

speech directly, because of the non-stationary of the 

speech signal and high redundancy of the samples, thus 

it is very important to pre-process the speech signal for 

eliminating redundant information and extracting useful 

information. The speech signal pre-process step can 

improve the performance of speech recognition and 

enhance recognition robustness. 

1. Framing ,Overlapping 

2. Windowing  

3. Pre-emphasis  
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1. Framing and Overlapping 

(a) The speech voice belongs to time-varying signal, 

which means the speech signal is a nonlinear signal with 

time changes. Framing is a process of segmenting the 

sampled speech samples into a small frame. Typically, a 

frame of 10 - 20 ms could be considered for the short time 

Time- Invariant property of speech signal. Framing can 

be classified as non-overlapping and overlapping frames. 

Overlapping the frames help avoiding information loss 

in between adjacent frames. Here the overlapping 

between the adjacent frames will be of 1/3 - 1/2 part of the 

frame size. 

2. Windowing 

After slicing the signal into frames, window function 

such as Hamming window is applied to each frame. 

Hamming window is more effective to decrease 

frequency spectrum leakage with the smoother low 

pass effect.  

The mathematical solution is given by:    W(k)=0.54 - 

0.46cos(2πn÷(n-1))  for 0≤ n≤ N-1   (1) where, 

N Represents the length of window.  

n is the sequence of samples. 

After calculating the hamming window [w(k)], the 

next step is to multiply each frame by a windowing 

function to cover the entire speech sequence using the 

formula:  

x[n] = x[k]w[k–p]                    (2) where, 

x[k] is the speech sequence. 

x is the windowed speech frame at time t. 

w[k-p] is the time shifting signal  

3. Pre-emphasis 

In order to compensate the high-frequency part of the 

speech signal pre-emphasis process is chosen. 

Pre-emphasis process often represented by first order 

High-pass filter (FIR), in order to flatten speech 

spectrum, and compensate the unwanted high 

frequency part of the speech signal.  

The transform function of pre-emphasis is 

definedas:H(Z) = 1 −αz−1                               (3) 

H(z) is the transform function of Pre- emphasis 

Parameter α is usually between 0.94 and 0.97.  

 

B.    DWT Analysis 

The basic idea of using DWT for one-dimensional signals 

is the wavelet analysis, split the signal usually the high 

and the low-frequency parts. This process is called 

decomposition[3]. The edge components of the signal are 

largely limited to the high-frequency part. The signal is 

passed through a series of high-pass filters to analyze the 

high frequencies, and it is passed through a series of 

low-pass filters to analyze the low frequencies. The low 

pass frequency parts are called approximation 

coefficients and high frequency parts are detail 

coefficients. Specifically, a function f(t)∈L2(R) (defines 

space of square integrable functions) can be represented 

as:  

 

𝑓(𝑡) = ∑
𝑗=1

𝐿

∑
𝑘=−∞

∞

𝑑(𝑗, 𝑘)𝛹(2−𝑗 𝑡 − 𝑘) + ∑
𝑘=−∞

∞

𝑎(𝐿, 𝑘)𝜑(2−𝐿𝑡 −

𝑘)      (4) 

 

The function ψ(t) is known as the mother wavelet, while 

φ(t) is known as the scaling function[3].  

 

As each layer of detail is added, the approximation at the 

next higher scale is achieved. The original signal can be 

reconstructed using the Inverse DWT (IDWT), following 

the above procedures in the reverse order. 

C.   FFT Analysis 

Since speech is processed on a time-frame basis, the 

speech spectrum is evaluated using the DFT. The DFT of 

a signal s(n) defined for 0≤n≤M−1 is given by  

𝑆(𝑘) = ∑
𝑛=0

𝑀−1

𝑠(𝑛)𝑒−𝑗2𝜋𝑘𝑛 /𝑀 , 0 <= 𝑘 < −𝑀 − 1           (5)  

In general, S(k) is a complex function of the variable k 

and can be expressed in polarcoordinates as: 

  𝑆(𝑘) = |𝑆(𝑘)|𝑒𝑗𝜙 (𝑘)                       (6)  

The sequence S(k) has the same number of elements as 

s(n). However, the last M/2 elements of the DFT are 

conjugates of the first M/2 elements, in inverse order. 

Consequently,the magnitude spectrum |S(k)| could be 

defined uniquely by the first M/2 frequencycomponents 

since it satisfies the following symmetry 

𝑆(𝑘) = |𝑆(𝑀 − 𝑘)|                             (7)  

 This equation represents one of the DFT 

properties that must be maintained when hiding a 

message in the magnitudes. This feature is used in the 
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fast Fourier transform (FFT) algorithm to reduce the DFT 

computational complexity[4]. For simplicity, we will 

adopt in the subsequent sections the following notations:  

  𝑆 = 𝑓𝑓𝑡(𝑠)                                    (8)  

and  

 𝑠 = 𝑖𝑓𝑓𝑡(𝑆)                                  (9) 

where ifft, the inverse FFT, calculates the inverse DFT 

 

3. SECRET SPEECH ANALYSIS 

 It is necessary to parameterize the speech message 

before hiding due to many factors.Speech 

parameterization is used in different research areas, such 

as automatic speech recognition and speech coding. In 

this model, a speech signal is produced by the sequential 

excitation of two filters, a pitch filter, representing the 

periodicity in voiced segments, and a linear prediction 

(LP) filter modellingthe vocal tract. The LPC model is 

widely used in speech coding to represent the speech 

frames with a limited number of parameters for 

transmission. At the receiver, these parameters are used 

to reconstruct a synthetic-quality speech signal. Speech 

analysis consists of two phases: a pitch analysis to extract 

the pitch delay d and pitch gain g, and an LP analysis to 

get the 11 LP coefficients, ai (i = 1,..., 11). In the LPC 

model, the pitch filter is used only for voiced segments. 

For unvoiced speech only the LP filter is used since there 

is no periodicity in this class of speech. LP coefficients are 

very sensitive to errors. The directquantization of these 

coefficients might produce an unstable LP filter[5]. For 

this reason, the LP coefficients are often converted to a 

better representation of line spectrum frequencies (LSF) 

before any processing. In this work, we adopted this 

representation since the 10 LSF coefficients wi (i = 1,..., 10) 

will be subject to vector quantization before hiding. 

A. LP analysis 

 The LP analysis is performed every 20-ms, for a 

sampling frequency of Fs kHz, to extract 11 LP 

coefficients. To smooth the inter-frame variation of the 

spectral parameters, the analysis window contains more 

samples than the analysis frame. In addition to the 

current speech frame, the analysis window contains 5 ms 

from past speech and 5 ms from future speech. In the LP 

analysis, we adopt a tapered rectangular window with 

three parts[6]. The first part is the first half of a hamming 

window, the second part is a rectangular window, and 

the third part is the second half of a Hamming window. 

This window produces a narrower main lobe than the 

asymmetric window. 

In LP analysis we uses short-term correlation method. 

This correlation is helpful to predict a speech sample 

s2(n) at time n from its previous p samples s2(n − i).The 

predicted signal ŝ(n) is given by  

 𝑠(𝑛) = ∑
𝑖=1

𝑝

𝑎𝑖𝑠(𝑛 − 𝑖)                    (10) 

The LP coefficients ai(i=1,...,p) are predicted from the 

minimization (by autocorrelation method) of the error 

between the windowed sample s2(n) and the predicted 

sample ŝ2(n). The LP synthesis filter in the Z-domain, 

H(z), is connected to the LPC vector by  

 𝑆(𝑘) =
1

∑
𝑖=1
𝑝

𝑎𝑖𝑧
−1                       (11)  

 

Figure 2 - LP model of speech production.  

B. LSF analysis 

 We represent LPC coefficients using LSF coefficients. 

They have been demonstrated to acquire different 

advantageous proprieties like bounded range, sequential 

ordering. In LPC, the mean squared error between the 

original and the predicted speech is minimized over a 

short time interval to produce distinctive setof LP 

coefficients.[7] The transfer function of the LPC filter is 

given by  

𝐻(𝑧) =
𝐺

1+∑𝑘=1
𝑝

𝑎𝑖𝑧
−𝑘(12)  

Input speech is segmented to different frames. 

Additionally, each frame is subdivided into four 

sub-frames. On these sub-frames, the LPC analysis is 

performed. The conversion of the p LPC coefficients into 

their p corresponding LSFs is performed in the last 

sub-frame. For the three of the sub-frames, the LSFs are 

obtained by executing linear interpolation between the 

LSFs of the current and the previous frame. 

The main reason is that LP coefficients are very sensitive 

to errors. The direct quantization of these coefficients 
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might produce an unstable LP filter. The second reason is 

related to the fact that LSFs are widely used in 

conventional coding schemes.  

C. Pitch analysis 

Due to the vocal cords vibration, the voice speech 

segments show some long-term correlation. The 

vibration frequency, named pitch, is reflected in the quasi 

periodicity behaviourof the time domain speech 

waveform. An autocorrelation scheme is used to 

calculate the pitch lag. Since the LP analysis frame may 

contain more than one pitch period, the pitch analysis is 

performed on sub-frame basis to extract one pitch gain 

and one pitch delay. In the pitch analysis algorithm, an 

open-loop analysis is first applied to each speech frame to 

estimate the pitch period. Open-loop pitch estimation is 

based on the weighted speech signal sw(n) which is 

obtained by filtering the input speech signal through the 

perceptual weighting filter, sw. That is, in a frame of size 

L, the weighted speech is given by:  

𝑆𝑤(𝑛) = 𝑠(𝑛) + ∑
𝑖=1

10

𝑎𝑖𝑦1
𝑖𝑠(𝑛 − 𝑖)− ∑

𝑖=1

10

𝑎𝑖𝑦2
𝑖 𝑠(𝑛 − 𝑖),𝑛 =

0. . . . . . 𝐿 − 1          

(13) 

D. Residual Excitation 

The signal e(n) after removing the long-term and short 

term redundancies has a noise-like shape with a flat 

spectrum. Figure 3 shows the residual signal after re- 

moving the long and short correlations. This signal could 

be modulated by a random signal. Since the random 

signal has no correlation, this residual will be generated 

at the receiver side using a random signal generator. By 

this, we reduce the amount of information to be hidden 

in the cover signal.  

 
Figure 3 - Residual signal after removing the long and 

short correlations.  

E. Voiced/Unvoiced Bit 

Speech can be divided into numerous voiced and 

unvoiced regions. Voiced speech consists of more or less 

constant frequency tones means less no of zero crossings 

and more energy where unvoiced frames contains more 

zero crossings and less energy. We combined zero 

crossings rate and energy and decide whether the frame 

is voiced or unvoiced. 

1. Zero Crossing rate 

Zero-crossing rate (ZCR) is defined as the number of 

times in a sound sample that the amplitude of the sound 

wavechanges sign: 

𝑍𝐶𝑅 = ∑
𝑛=0

𝑁−2
1−𝑠𝑔𝑛 [𝑠(𝑛)]𝑠𝑔𝑛 [𝑠(𝑛+1)]

2
               (14) where s is the 

signal and sgn is the signum function.An estimation of 

ZCR for 10 ms of clean speech would give an 

approximate value of 12 for voiced portions and 50 for 

unvoiced ones. Theoretically a null value for ZCR would 

correspond to silence. In silent regions we have a high 

number of zero crossings. 

 

Figure - 4 Distribution of zero-crossings for unvoiced and 

voiced speech  

2. Energy 

Short – time energy of the speech wave is defined as  

𝐸(𝑛) =
1

𝑁
∑

𝑚=0

𝑁−1

[𝑤(𝑚)𝑠(𝑛 −𝑚)]2 ,          (15) where N is the 

number of samples and w is a window used for analysis. 

Unlike ZCR case, there are no standard estimates for 

energy values for voiced and unvoiced regions. Even if 

the same person utters the same phrase twice, there is a 

significant chance for energy levels to be different. We 

decided to normalize the energy values and to impose a 

lower threshold of 0.15, and a higher one of 0.85. 

 

Classification Criteria 
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ZCR Energy Label 

Low High Voiced 

High Low Unoiced 

0 0 Silence 

Table 1. Classification of speech signals after energy and 

zero crossing rate. 

4. HIDING PROCESS 

 We propose a new method for speech signal 

steganogra- phy, the secret speech signal is embedded 

into the coeffi- cients in the wavelet domain. The DWT 

decomposes the cover speech signal into low- and 

high-frequency compo- nents. For speech signals, the 

low-frequency component is the most significant part for 

speech perception. On the other hand, the 

high-frequency component impacts flavor or nuance 

(noise) to the signals. 

In the hiding phase, each 10-ms secret speech frame 

will be hidden (in terms of its four parameters) in a 10-ms 

cover speech frame. The index Iopt as well as the pitch 

delay d, gain g and voiced/unvoiced (V/UV) bit vb of each 

secret speech frame will be embedded in the last 

frequency locations of the cover speech magnitude 

spectrum. Following is the hiding algorithm:  

 

Table 2 The LP model parameters  

Model parameters Symbol 
No of parameters 

 per frame 

Pitch lag  
d 1 

Pitch gain  G 1 

LSF coefficients  a1,a2,……..ap P 

Voice/unvoiced  

decision  

V/UV 1 

Total   p+3 

 

Combining the new magnitude spectrum with the 

unchanged cover speech phase spectrum gives the stego 

speech spectrum Ss(k),  

𝑆𝑠(𝑘) = |𝑆𝑐(𝑘)|𝑒
𝑗𝜙 (𝑘)k = 0,……159                  (16) 

The time-domain stego speech, ss(n) is obtained by 

inverse FFT (IFFT) of the stego spectrum, 

𝑠(𝑛) = 𝑖𝑓𝑓𝑡(𝑆𝑠(𝑘))   n = 0 ……159 (17)   

The time-frame composite (stego) signal s3(m), m = 0, . . ., 

160 − 1, is obtained by the IDWT,  

𝑠(𝑚) = 𝑖𝑑𝑤𝑡(𝑠(𝑛))   m = 0 ………159                 (18) 

The stego signal can be made public. For example, it can 

be uploaded on the Internet. However, only those users 

having the reverse embedding algorithm can extract the 

secretmessage. To attract no suspicion about the presence 

of a secret message in the stego speech, a widespread 

speech signal that is available in thousands of copies on 

the Internet could be chosen as the cover signal.  Figure 5 

shows the process of decomposition of coefficients, 

hiding and making stego speech signal 

 

5. RECONSTRUCTION PROCESS 

The secret speech is reconstructed from the stego speech 

by subsequent the hiding algorithm in overturn order. 

The first step consists of performing the DWT. 

Transforming by FFT the high frequencies obtained with 

the DWT to its corresponding spectrum. The magnitude 

spectrum is then acquired from the speech spectrum. The 

secret speech parameters are extracted from the same 

locations they were embedded in the spectral magnitude 

of the stego speech signal.  

• LSF index Iopt = |Ss (148-157)|  

• pitch delay d = |Ss (158)|  

• V/UV bit vb = |Ss(159)|  

• gain g = |Ss(160)| 

The LSF vector is converted back to a P-order LPC vector 

(a1, . . ., ap) to build the LP synthesis filter H(z). A 

random excitation signal e(n) is applied to the series of 

the pitch and LP synthesis filters. The signal ŝ(n), at the 

output of the LP synthesis filter, is a reproduction of the 

original secret message s(n). The minor degradations 

noticed in this signal, when compared with the original 

secret signal, are resulting from the LPC model and the 

LSF conversion. Figure 6 illustrates the general steps 

involved in reconstruction process. 
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6. EVALUATION  

 One of the performance measures of any 

steganographic system is the comparison between the 

cover and the stego signals. In this study, we used 

subjective and objective performance measures. In the 

subjective measures, we con-ducted several informal 

listening comparative tests. In thesesimulations, we 

played in a random order the cover speech and the stego 

signal to several listeners. Each listener had to identify 

the better quality speech file among thecover and the 

stego signals. The majority of listeners couldnot 

distinguish between the two speech files. As an 

objectivemeasure, we used the segmental signal-to-noise 

ratio(SegSNR).The SegSNR isdefined by 

𝑆𝑒𝑔𝑆𝑁𝑅(𝑑𝐵) = 10𝑙𝑜𝑔10(
∑𝑚=0
159 [𝑠1(𝑚)]2

∑𝑚=0
159 [𝑠1(𝑚)−𝑠3(𝑚)]2

)  (19) 

where s1 and s3 are the cover and the stego speech files, 

respectively. In this study, we segmented the speech files 

into frames of 20 ms (L = 20) (or 160 samples (M = 160)). 

In Table 3, we present the average SegSNR values for 

each of the four different sets of tests using DWT-FFT 

algorithm. In Table 4, we present the average SegSNR of 

the same set of tests using the FFT only. The quality of the 

stego signal produced by the FFT is better than the one 

produced by the DWT-FFT. However, the DWT-FFT 

increases the robust- ness of the hiding algorithm against 

steganalysis techniques. We used some of the existing 

wavelets to compare the impact of the different wavelet 

on the speech quality.  

Table 3SegSNR of the DWT-FFT-based hiding approach  

Cover signals  Secret signals  SegSNR (dB) 

Female  Male  31.86 

Male  Female  32.70 

Male  Male  34.45 

Female  Female  31.13 

Average  32.54 

 

Table 4SegSNR of FFT-based hiding approach  

Cover signals  Secret signals  SegSNR (dB) 

Female  Male  51.46 

Male  Female  52.62 

Male  Male  54.37 

Female  Female  51.09 

Average  52.39 

 

Table 4 shows the result of different wavelets for the four 

different sets of tests. As can be noticed, different 

wavelets have almost similar results; therefore, this 

method is not depending on a particular type of wavelet. 

The SegSNR value did not differ a lot for different 

wavelets.  

 

Table 4 Different wavelets results of DWT-FFT-based 

steganography systems  

Wavelet 

name  

 Haar  Daubechies 

(db1)  

Cover 

signals  

Secret 

signals  

SegSNR 

(dB) 

SegSNR (dB) 

Female  Male  31.53 31.86 

Male  Female  31.98 32.70 

Male  Male  34.12 34.35 

Female  Female  30.79 31.13 

Average  32.11 32.51 

 

7. CONCLUSION 

In this article, we presented a new steganography 

system for secrecy applications. The proposed hiding 

method produces stego speech files that are 

indistinguishable from their equivalent cover speech 

files. Moreover, the complexity of our hiding technique is 

so high any eavesdropper cannot extract the hidden 

information even after suspecting the existence of a secret 

message. Since our aim is to render the steganalysis by 

the opponent more complex. Our method exploits first 

the high frequencies using a DWT, then exploits the 

low-pass spectral properties of the speech magnitude 

spectrum to hide another speech signal in the 

low-amplitude high-frequencies region of the cover 

speech signal. Experimental simulations on both female 

and male speakers showed that our approach is capable 

of producing a stego speech that is indistinguishable 

from the cover speech. The receiver is still able to recover 

an intelligible copy of the secret speech message. In the 

future work, we will endeavor to extend our approach to 

applications involving Voice-over IP speech secrecy, 

which involves com- pressing the stego speech before 

transmission. This opens up the issue of preserving the 

secret speech after decoding the compressed stego 

speech. 
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