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 The Internet of Things(IoT) emerged as a result of technological advancements that enabled efficient wireless tiny devices. This 

study explores the role of IoT in various fields, identifies technological challenges and examines opportunities offered by the IoT. 

As the Internet of Things and 5G transform devices into intelligent machines, the future of human life is dependent on them. A 

complete overview of IoT and 5G technologies is provided in this paper, as well as how these technologies have the potential to 

change the human perspective about the digital world. Communication requirements for industrial IoT  (IIoT) include a high 

degree of reliability, low latency, flexibility, and security. A 5G mobile technology provides these services instinctively, making it 

a great candidate to support IIoT scenarios. This paper examines current challenges in IoT research and potential solutions 

related to 5G-enabled industrial IoT.  
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1. INTRODUCTION 

 Mobile communications are usually characterized by 

the five-generation (5G) architecture. Various factors 

have motivated mobile device development, some of 

them related to communications, such as offering 

high-speed mobile access to highly populated areas, 

and others less related to communication, such as 

battery life of over 10 years, among others. There are 

several drivers of traffic growth, including the 

expanding demand for enhanced mobile broadband 

(eMBB), ultra-reliable and low latency transport 

modes(URLLC), as well as the requirements associated 

with massive machine communications (MMTC), 

massive IoT (MIoT) [1]. Mobile communications will 

play an increasingly important role in the Industrial 

Internet of Things thanks to 5G, especially regarding 

ultra-reliable and low-latency communication 

requirements. 

 A multitude of applications built around various 

types of sensors have revolutionized ubiquitous 

computing with the IoT [26]. IoT-based products and 

services are seeing a lot of activity, and this trend is 
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forecast to continue across the next few years with 

projections of billions of devices with 6-7 devices per 

person on average [26]. During the past decade, most of 

the device and protocol issues were resolved. However, 

sensors and sensor based systems are now becoming 

increasingly integrated with cyber physical systems 

and device-to-device (D2D) communications [9]. IoT is 

taking center stage as a major component of the 5G 

network paradigm, which is projected to be a key 

element of the fifth generation of wireless systems (5G). 

Several industries will be radically changed by IoT 

technologies such as machine-to-machine (M2M) 

communication [11], accompanied by intelligent data 

analytics. We expect further innovation in IoT to occur 

due to the emergence of cloud computing and the 

emergence of the fog paradigm. We are inspired by 

these developments and intend to survey existing 

research, design new techniques, and identify new 

applications of the IoT.  The design of IoT-based 

systems that can be seamlessly integrated with the 5G 

wireless communication system is a challenge for 

researchers, scientists, and engineers.  

 

2. INTERNET OF THINGS (IoT) 

 A recent development in computing that involves 

device interconnectedness is the IoT [26]. Since the late 

1990s, the Internet has become a part of almost every 

aspect of our lives. Our modern world is filled with 

objects capable of gathering, processing, and sending 

data to other objects, servers, and applications [2]. As a 

leading provider of engineering and medical software, 

we use a broad range of use cases and sectors [3]. A 

global networking platform has already become a 

reality with the creation of smart objects[26]. Wireless 

sensor networks and nodes are used to form 

information systems using IoT technology [4] and 

people and things are connected practically. We will be 

able to communicate freely and effectively between 

social media and the internet [2]. This will enable the 

development of new applications and services [2]. The 

IoT paradigm is driven by multidimensional 

technologies such as Bluetooth [2], Wi-Fi, ZigBee [2], 

Long Term Evolution [25] and Long Term Evolution 

Advanced.  These technologies form the basis of IoT, 

and the creation of a successful IoT system will be 

challenging. This system requires identifiers for 

sensors, as well as interoperability and advanced 

functions for IoT [6]. Those that are environmentally 

sustainable should have energy efficient IoT systems as 

well as efficient data management systems [7]. 

 

Figure 1. IoT Application areas 

 

 Compared to the 3GPP recommendation, the high 

level expectations of market actors are not as detailed. 

Even though there were numerous sources of high level 

requirements, one of the earliest standards on the topic 

was ITU-R M.2083-0 [8]. This standard defined the 

three key communication scenarios: eMBB, URLLC, 

and MMTC for the first time when explaining the 

importance of key capabilities in different scenarios. 

Even though there are no high throughput expectations 

with the mass IoT or MMTC. 

 

Figure 2. Major requirements for mass IoT or MMTC 

traffic 

3. MOBILE COMMUNICATIONS: THE NEXT 

GENERATION 

A. 5G : Mobile phone bandwidth has greatly increased 

with 5G technology [9]. The advances in technology are 
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unprecedented. All of the advanced features of 5G 

make it a powerful technology that will be widely used 

and popular [9]. The spacecraft has more power than 

5G technology and at least 1000 lunar modules. It is 

possible to access broadband internet simultaneously 

with a laptop and a 5G phone using 5G technology. 

Cameras, MP3 recorders, video players, extensive 

storage, phone dialing speed, audio players, etc. [10] 

are examples of 5G technologies.  

 
Figure 3. 5G Architecture 

 
Figure 4. 5G in IoT 

 Millimeter-wave technology is used in 5G technology 

for the release of frequency spectrum [11]. A larger 

channel bandwidth is available as well as more 

spectrum is available. The 5G device will be universal 

and will work with existing communication basics and 

will allow all 5G applications [12]. Integrated radio 

modulation schemes are used in the technology. 

Basically, the terminals must access multiple wireless 

technologies at the same time [13] as it combines 

different streams of technology. 

B. 6G: The sixth-generation (6G) of wireless mobile 

communication networks will use satellites to provide 

global coverage [14]. Systems have been developed by 

four countries to achieve global coverage. GPS was 

developed by the US, COMPASS by China, Galileo by 

the EU, and GLONASS by Russia. Each of these 

developed their own independent systems, making it 

difficult to roam in space [12]. There will be a unified 

infrastructure of seventh generation (7G) wireless 

communication networks. The 6G Internet combines 

broadband and radio to create a wireless network [14]. 

Line-of-sight (LOS) transmissions are used to deliver 

this service. They no longer need the copper cable 

because speeds are decided by distance from the 

exchange, and they don't need to rely on the copper 

cable for data transmission. Additionally, 6G networks 

are more security and more cost-effective. By 

integrating satellites and 5G wireless mobile systems, 

global coverage can be achieved [14]. 

 

4. WIRELESS COMMUNICATION IN IoT 

In IoT infrastructure, wireless communication systems 

are crucial because they act as a link for the delivery of 

data and control messages in dual-direction 

communication systems. The system can be used for a 

variety of IoT applications, including those in 

mission-critical industries like power grids and oil 

fields, as well as common cases in our modern lives 

such as smart cities. IBM Research China is leading a 

worldwide project called Wireless Communication for 

IoT. Wireless communication in IoT applications 

presents a number of challenges and issues: 

1)It is crucial to connect, manage and maintain large 

numbers of sensors with different types and distributed 

locations. 
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Figure 5. 6G Architecture 

 

Figure 6. 6G: Applications, Trends, and Technologies 

 

3)New IoT wireless networks will have a limited 

amount of spectrum resources available. 4)A simple 

architecture and low power consumption are needed 

for harsh outdoor areas. 5)It will be more difficult to 

install and maintain equipment in harsh outdoor 

environments. In order to solve those problems, we 

designed an end-to-end SDR wireless platform for IoT. 

This platform allowed us to support the optimized 

communication from the sensor network to the wide 

area radio network. The base band processing was 

completed using a general-purpose IT platform with 

multi-core processors based on software-defined radio 

(SDR) technology. The whole system is also optimized 

using wireless optimization technologies, including 

spectrum allocation, interference mitigation, and 

energy-saving design.  

There are several antennas attached with geometry to 

the transceivers and receivers for wireless 
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communication. Signals modulated on the carrier 

frequency are propagated by the transmitter. It 

propagates at a speed about equal to the speed of light. 

There can be obstacles between these two antennas, 

which can reflect, refract or diffract the signal. Various 

deployment problems can be rapidly addressed by 

modeling physical phenomena. 

A.Path Loss and Loss of Communication : 

Communications over wireless networks can be 

corrupted by various interferences. As a signal travels 

through space, it suffers path loss, which reduces its 

power. An energy transmitter produces is determined 

by the amount of energy that is being provided by an 

energy source associated with the transmitter. In order 

for a signal to be successfully received, the receiver 

sensitivity must be low. At the receiving end, the signal 

power must be higher than the sensitivity of the 

receiving device for a successful communication. 

Physical environment is the primary cause of path loss. 

A number of factors contribute to path loss including 

antenna gain and height, distance between the 

transmitter and receiver, communication frequency 

range, obstacles, user mobility, and environmental 

conditions [15].  

B.Propagation Space and Environment : IoT devices 

and users are mobile, hence a variety of environmental 

conditions must be taken into account in order to create 

an accurate model of wireless communication. Because 

propagation space affects signal characteristics, 

communication models must be accurate in describing 

the environment. Prorogation characteristics and 

network parameters are significantly affected by three 

factors: location, population, and flora. Generally 

speaking, urban and rural environments can be 

classified according to their populations. Mobile users 

are more common in urban areas. When the device is 

placed indoors or outdoors, under a tree or in an open 

space, different weather conditions and locations 

significantly affect parameters such as attenuation.  

C.Q-Theory for Wireless Communication in IoT : In the 

literature, Q-theory is quite popular from the 

perspective of performance. IoT does not sufficiently 

consider the energy efficiency or the mean energy 

consumption of the wireless communications. This is 

because IoT base stations are not typically equipped 

with unlimited power supply [16], contrary to 

conventional base stations. Increasing the efficiency of 

data traffic and handheld devices can help operators 

reduce CO2 emissions and operating costs as energy 

makes up an important portion of their costs [17-18]. 

The most popular approach in this field is queuing 

theory, which measures energy consumption and 

identifies ways to conserve power.  

 

5. SECURITY OF IoT IN 5G 

A. IoT Security Requirements 

IoT security concerns have always been one of the 

biggest challenges to solve. Considering that the 

number of IoT devices, not only in the civil/residential 

sector, but also in industrial sectors, is increasing 

rapidly, it is becoming critically important to handle 

privacy and security issues. Since IoT is an 

implementation and integration of different 

technologies and infrastructures, the IoT system that 

relies on them inherits the threats and security 

challenges from those technologies. IoT security risks 

are therefore present at all layers of its architecture [19]. 

Additionally, IoT systems present unique challenges in 

terms of security that don't exist in conventional 

networks. IoT sensors/physical devices have limited 

computational and storage capabilities and operate in 

the sensor/physical layer of an IoT system. Thus, 

standard security solutions such as public key 

encryption and spread-spectrum methods cannot be 

made available to all endpoints [20]. Moreover, these 

systems contain separate subsystems that have varying 

defense capabilities. By determining the vulnerability 

of the most vulnerable node, the overall security level is 

determined. 

B. Security Issues of a Layered IoT Architecture 

In order to better taxonomize the IoT, it is necessary 

to create new categories of application domains, 

architectural domains, communication channels, and 

data domains [21]. 5G-IoT architecture taxonomy [22] 

should provide the essential information for designing 

and analyzing protected systems by providing a 

security analysis, services, and attacks. The taxonomy 

consists of five layers: each layer interacts with the 

other layer to make 5G-IoT a secure and private 

architecture; each layer covers some parts of 5G-IoT. 
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Figure 7. 5G-IoT security taxonomy 

 

Application Layer : The IoT is affecting a wide range of 

applications. Because of this, IoT systems would need 

an application layer that is heterogeneous and 

unpredictable. Different applications have very 

different requirements for protection. Applications are 

categorized according to the degrees to which they are 

open to the network, how heterogeneous they are, and 

how closely they are associated with specific users [24].  

Many security methods exist (such as authentication, 

authorization, exhaustion of resources, and trust 

establishing). 

Network Layer :  5G-IoT architectures use the Internet 

and 5G networks for the network layer. Data security is 

threatened on the Internet, which damages IoT services. 

The common routing of networks is often simple, and 

these networks' security and safety are not considered. 

Due to the aforementioned device arrangement, the 

autonomy, the unreliability of energy, and the lack of 

dynamic topology, the current IoT systems are based on 

a common architecture. As a result, devices can easily 

be threatened by the attacker. It is required for each 

network architecture to establish a specific method of 

authentication, key adjustment, Wireless Public Key 

Infrastructure (WPKI), private routing, interference 

detection, etc. The network layer also needs to improve 

authentication at the domain and network levels. 

5G-IoT architectures are often characterized as using 

network virtualization technology (NFV). Therefore, 

there is a significant reduction in the complexity of 

network management and the probability of a mistake 

[24]. 

Data Layer : As applications are deployed at this layer 

in shared-resource conditions, confidentiality and trust 

of users are important considerations. The protection of 

personal information of users may require the 

provision of secret encryption. 

Communication Layer : Wireless Sensor Networks, as 

an integral part of the IoT, enables broadcasting of 

information in the free space. Attackers can easily 

intercept and analyze the information. So we should 

employ several means of attack so that we can utilize 

the most appropriate protection techniques. 

Perception Layer : IoT perception layer is primarily 

composed of RFID and WSN [23]. 

 

6. CONCLUSION 

Researchers are focusing on the IoT as an important 

research topic, and these systems are changing people's 

daily lives. Communication paradigm is provided by 

being able to integrate numerous sensors, actuators, 

and data into meaningful information. Moreover, IoT 

deployments have increased requirements for security, 

which are driving the need for wide-spread 

deployment. A review of 5G IoT security was presented 

in this paper. A number of the fundamental concepts of 

IoT are addressed here, including path loss, terrain, 

environment, routing, heterogeneous networks, and 

radio frequency identity. By allowing smart objects to 

be directly connected to the Internet, they can act as 

sensors and share continuous data about their 

surroundings. The IoT can bring new perspectives to 

the field of automation. 5G will improve 

communication for IoT devices, making human life 
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better and more efficient. The paper will helpful for 

researchers interested in studying these technologies. 
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