
 

 Copyright © 2021 International Journal for Modern Trends in Science and Technology, ISSN : 2455-3778       http://www.ijmtst.com  

 

 

 

 

Digital Citizen Portal 
 
Rajamurugan S1| Shrihari  M1| Venkatesh K1| Vetriselvan K1| Sharrath M2   
  
 
     

 
1UG Students, Department of C.S.E, Jansons Institute of Technology, Coimbatore, India. 
2Assistant Professor, Department of C.S.E, Jansons Institute of Technology, Coimbatore, India. 

Abstract: In our work we are planning to implement the digital India process in the secure data storage using blocks chain. Here 

the digitalization is needed in unique data maintenance for education system, health management, and shopping warranty 

handling. In the education system, unique card will be generated against each user. User’s education information can be added by 

the education system, heath records can be added by the hospital, shopping products warranty can be added by the shop agents. 

Here all the user details can be seen through the unique id. User’s information’s encrypted and stored in the database using AES 

algorithm. User can see all the details decrypted format only when they login the application only. User can maintain all the 

information’s in the secure format and can download the duplicate at any time using our application. Our government is planning 

to do the same in all environments in the secure. 
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I.INTRODUCTION 

The cloud computing model integrates several 

technological advancements such as virtualization, web 

services, and Service Level Agreement (SLA) 

management for enterprise application. Now days our 

government is planning for digital India process. In this 

project we plan to develop the website in which 

citizenship information is maintained from birth to 

death in the same website. For every citizen a unique id 

card will be provided along with birth certificate. 

Citizens Education oriented details, Asset oriented 

details, bank transactions, Loan oriented information 

can be monitored and maintained in this website. For 

our assumption government will maintained this 

website. For each university, education institutes, 

schools and bank separate login will be provided. 

Citizen can able to download the documents and apply 

for correction in each document. Document verification 

and modification can be done only through concern 

department only. Government oriented certificates, can 

be easily applied by the citizen easily and can get in 

time durations. Server maintained can be done in cloud 

environment can their information are stored in 

encrypted format. Only concern department and citizen 

can see their information in decrypted format only. 

 

2. SYSTEM ANALYSIS 

2.1 EXISTING SYSTEM  

 In this existing system, Users all the information’s are 

stored in the government server. Unique id is not 

maintained in the user wise. So duplication of each 

data’s cannot be identified. For duplicate certificate 

information we have to go directly and get the 

information. Hospital related information is maintained 

in the hospital alone. Shopping related warranty 

information’s are maintained in paper only. The user 

has to go to government office directly to get certificate 

for approval. Unique id maintenance for each user is not 

available here, when go for education system certificate 

maintenance is not done properly.  

2.2 PROPOSED SYSTEM   

In this proposed system, Users all the information’s are 

stored in the government server. Unique id is 

maintained in the user wise and so duplication of each 

data’s cannot be identified. For duplicate certificate 

information we have to go directly and get the 

information. Hospital related information is maintained 

in the hospital alone. Shopping related warranty 

information’s are maintained in unique id Secure 

storage is maintained in the cryptography techniques. 7 

The new born baby will be provided unique id card 

along with the birth certificate. The user login will be 

provided by the admin. Admin will give rights to 

various department so that user all 

government-oriented certificate can be uploaded by 

admin in every stages. While user enters the education 

system, his or her certificate related to SSLC, HSC, etc., 

will be uploaded by the education system. 

2.3 ADVANTAGES OF PROPOSED SYSTEM 

 User can apply for certificate and get certificate in 

time.  

 Modification related to certification can be applied 

to concern department directly through Website. 

 Once unique id is entered then entire history user 

can be viewed by the government.  

 Tracking can be made easier. 

3. ARCHITECTURE DIAGRAM 

 

4. MODULE DESCRIPTION 

4.1 Admin Module 

In the admin module, add user with unique id, add 

department, add category, add type, add employee for 

each department, and can view information added from 

each department. 

4.2 Education System  

In the Education system, employee can add the user 

related information’s like certificate, documents and 

information related to education in their end. Unique id 

related information’s are stored in the database. 

4.3 Data security  

128-bit AES encryption is used for provide security to 

the user uploaded data. AES is a fast symmetric 

encryption algorithm. So the chance for attack and 

uploading time are reduced. If there occur any 
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unauthorized access an SMS alert will send to the 

authorized user. 

4.4 Authorization Verification  

Authorization is the process of verifying user’s privilege 

to access something. In the proposed system, during 

unauthorized access to a 12 particular file an SMS alert 

system is used to inform actual owner. Each file 

uploaded in cloud has a unique file id. Authorized users 

can use this ID for downloading and editing their 

uploaded data. 

 

4.5 User Module  

Cloud users are the users who access the data from 

cloud server. Cloud users should register their details to 

the cloud for get permission to access the data from 

cloud. Data owner accepts the request from users, then 

share the specific key to access the data. Data users get 

key from owner then access the data on cloud. 

4.6 Login Module  

Each user is provided with unique username and 

password manually by the administrator. The user uses 

the username and password for login and exercise the 

Digital Citizen Portal. If incorrect username and 

password entered, the access to is denied to the user. 

This is the security feature provided against external 

access of the system. After login the user enters the 

Citizen portal home page, which provides the links. 

4.7 Logout  

This provides an option for the user to quit the session, 

After looking or upload the details in the Portal. 

4.8 Block chain module 

In this Block chain module, block chain is implemented 

for all login form, user information, and for Candidate 

information. The time stamp and block chain are 

implemented for all the histories. 

 

5. FUTURE ENHANCEMENT 

 Using strong passwords.  

 Ensuring that communications are data 

encrypted. 

 Completing regular system backups. 

 Keeping operating systems up to date and 

applying security patches as they are released. 

 Removing unnecessary third-party software. 

 Installing firewalls and antivirus software. 

 

6. CONCLUSION 

In our work provides techniques of the Digital citizen 

site to store the user’s certificate in secure format. User 

can easily download the certificates, can apply for 

certificates easily and can get certificates in time too. In 

future this updating can be implemented in police 

department, banking department to proceed further. 

Unique id maintenance to help the government to 

monitor the user easily. 
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