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Abstract: The integrity of physical boundaries has long been seen as a difficult issue. Indeed, governments must make travel and
commerce easier so that economies may continue to develop while preventing harmful entities from entering. In the recent past,
many traditional border-securing methods were used to achieve this goal. Due to the vastness of the region to be watched, such
systems, however, require a significant level of human participation and maintenance expenses. This called for the adoption of
new technologies, such as Wireless Sensor Networks (WSN), to decrease border monitoring expenses and increase efficiency.
Although many current solutions have addressed the use and combination of these technologies, there are still certain important
issues to consider, such as energy efficiency, load balancing, and redundancy reduction. To build a border surveillance system, we
first suggest layered hybrid architecture based on cameras, scalar sensors, radars, and unmanned aerial vehicles (UAVs). Then
there's a discussion of a comprehensive deployment plan. Finally, a load-balancing and energy-saving activation scheduling
method is discussed. The simulation results indicate that our system not only detects intrusion in border regions, but also beats
other methods in terms of network management and lifespan extension.
Keywords--Border security, Border surveillance, Intrusion detection system, Intelligent Defense System, Video surveillance,
Infrared sensors
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I. INTRODUCTION
For a long time, border security has been a significant
worry for India and the rest of the globe. It refers to the
safeguarding of a country's borders against the illicit
flow of commodities, narcotics, weapons, and people. It
is a critical component of sustaining global commerce
and legal travel, as well as providing anti-terrorism
security. This contributes to the economics, security,
and liberty of a nation. Border surveillance systems are
the tools used to keep an eye on what's going on on the
other side of the border and spot any questionable
activity.
If

anything

suspicious

happens,

a

series

of

pre-determined actions is carried out. It may include
notifying the appropriate authorities or triggering other
systems, such as a warning or combat system, in
reaction.

Border

surveillance

includes

intruder

detection systems (IDS). They're built to monitor,
identify, and track intruders (moving targets) 24 hours a
day, seven days a week in a hostile environment.
Terrorists,

drug

dealers,

human

traffickers,

and

espionage suspects may all be invaders in this study.

Fig. 1. Four scenarios for the intruder’s position relative

Given how exhausting it is for people to watch and

to the border fence; (a) Potential intruder (specific

monitor live video streaming 24 hours a day, an IDS

animal) not yet crossed the border fence, (b) Potential

that can send out automated warnings may be very

intruder (human being with weapon) about to cross the

useful. The Smart Border Surveillance System is a

border fence, (c) Intruder (animal) has crossed the

wireless sensor network (WSN)-based border incursion

border fence, (d) Intruder (human being) has crossed

detection system. A video surveillance camera is placed

the border fence

on top of a motor and microcontroller setup.
The signal from the infrared sensors placed on the

Scenario 1: The prospective invader (an animal) is on

border fence for intrusion detection is used by the

the opposite side of the boundary, invisible to the PIR

microcontroller to position the surveillance camera in

sensors but visible in the camera's frame of view. Figure

the direction of the intruder. Three possibilities may

1 illustrates this (a). It's important to note that the

occur depending on the location of the invader in

possible invader here may be either a person or an

relation to the border fence sensors. Here's how they're

animal.

described:

Scenario 2: A possible invader (a human person with a
weapon) is near the border fence, close to the PIR
sensors, and in the camera's range of vision. Figure 1
illustrates this (b).
Scenario 3: The intruder (an animal) has breached the
border fence and is still within range of PIR sensors and
the camera's field of vision, as shown in Figure 1. (c).
Scenario 4: The intruder (human being) has passed the
border fence and is still within range of PIR sensors and
the camera's field of vision, as shown in Figure 1. (d).
When the microcontroller sends instructions to the
motors, the camera position may be changed both
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horizontally and vertically. The two motors serve as

films recorded by security cameras and extracting

actuators and are in charge of the surveillance camera's

characteristics from them. An object tracking technique

horizontal movement, vertical movement, and precise

based on ROI is used to extract basic characteristics.

placement. The camera is set up such that it can see and

Finally, semantic content extraction allows the invader

record intruder movement and activities in its range of

to be recognised without any false matches. Bhaskar [3]

vision. It's also crucial to determine if the movement is

proposes a system for surveillance that integrates

caused by a person or an animal. When it is determined

human

that the intruder is a person, alarm signals are sent to

face-recognition-based human identification. For the

the central control room. These warnings prompt the

identification of moving objects, background removal is

controller to examine the video material more closely

used. Face recognition entails detecting the target's face.

and determine whether or not the behaviour merits a

Target tracking continues if facial detection fails.

response. It is then up to the controller to determine

Jisha et al. [4] present a system for intruder detection

what is the proper reaction for the particular situation.

that uses a wireless sensor network-based object

He or she may then pass the information on to higher

detection method. The sensors are PIR (passive

authorities and trigger automated mechanisms to deal

infrared) and are linked to the MICAz sensor node. The

with the invader. Pyroelectric infrared (PIR) sensors are

suggested system is designed to identify and track

used to detect movement in the monitoring area since

intruders, as well as send their speed and direction of

they are low-cost, low-power, and may be utilised in

travel to a central base station for processing. Image

low-light situations. Step motors are also cost-effective

processing methods are used by Sagar et al. [5] to build

and dependable. They use Raspberry Pi to manage their

a robotic smart home security system. If an intruder is

forward and backward movements as well as their

discovered, the system may identify faces, signboards,

precise placement.

and send an alert to the user. The Raspberry Pi is used

target

detection,

tracking,

and

NS2 was chosen as the system's programming

to control the robot's movements through Arduino, and

language because it is simple to develop, comprehend,

all of the sensors are wirelessly linked to it. Singh and

and adapt to big jobs. The data collected at the control

Khushwaha [6] propose a smart border monitoring and

room system is kept locally and may be wirelessly

automated combat system. It takes use of characteristics

transferred across numerous heterogeneous devices

derived from the scene's optical flow data. After an

through a single Wi-Fi network. PCs, laptops, and other

intruder has been detected automatically, appropriate

mobile devices may be used. The suggested method

action is performed based on the invader's relative

may be useful in helping security personnel in securing

location to the border barrier. If the burglar is caught

border regions. It is capable of providing continuous

behind the fence, the only option is to trace him. An

monitoring in areas where human deployment is

alarm is triggered if the burglar is above the barrier and

difficult owing to hostile circumstances. It's part of a

attempting to cross it. When the intruder has passed the

larger attempt to automate the border monitoring

fence, auto-firing may be enabled.

system.

Mishra et al. [11] use a wireless sensor network and an
artificial neural network to develop and evaluate a

II. LITERATURE REVIEW

system to detect border infiltration (ANN). The

A study of wireless sensor networks for border

information is sent from the dispersed sensor motes to

surveillance and intruder detection is presented by

the central base station, which includes an ANN that

Arjun et al. [1]. The goal is to create a multi-sensing

uses the Backpropagation method to identify patterns

system that combines various surveillance and intruder

and train itself. Depending on the change in ambient

detection methods for diverse border situations, such as

circumstances, experimental findings are presented for

flat surface movement or water-body movement.

different

Different sensors for human intruder detection are

surveillance

explored, including geophones, hydrophones, infrared

investigated by Alkhathami et al. [12]. They provide

cameras, and security cameras. After converting video

OPNET

to shots, Palagati et al. [2] present a model for studying

experimental findings utilising wireless sensor ZigBee

situations.

The

simulation

(Optimized
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nodes. The two topologies for which the experiment is

border monitoring systems, as well as their key features

carried out and the outcomes are compared are mesh

and drawbacks.

and tree cluster. Shivani and Kaur [13] present a
technique for detecting border intruders using CCTV

III. PROPOSED METHODOLOGY

cameras. Using ROI (regions of interest) of the scene,

Wireless

several events may be identified from a surveillance

popularity due to their potential to change our economy

video. A short evaluation of current border security

and many aspects of life, ranging from environmental

monitoring activity is conducted.

monitoring and protection to manufacturing and

Felemban [14] provides an overview of trials and

commercial property management, to transportation

research in the areas of border monitoring and intruder

and healthcare automation. Sensor networks need the

detection. The primary emphasis is on using WSN

integration of many disciplines, including signal

technology to deliver geographical and time-specific

processing, networking and protocols, embedded

information by installing a large number of tiny and

systems, information management, and distribution

low-cost nodes at border regions. There is a discussion

algorithms, in order to design, build, and operate them.

of the difficulties and technological needs for such

Such networks are often utilised in resource-constrained

systems. Essendorfer et al. [15] explain the design of

environments, such as nodes that do not have batteries.

SOBCAH (Surveillance of Borders, Coastlines, and

These roadblocks indicate that the best way to solve

Harbors), a project that combines data from disparate

sensor network issues is to examine the physical,

sensors. First, all of the data is transformed to a

networking, and application layers, as well as to create

standard data format. The data from all of the sensors is

important design choices between them. Our global

stored in the SOBCAH Shared Database (SSD). Benet et

borders have been widened thanks to wireless

al. [16] present an infrared (IR) sensor that can detect

technology. People may now work from their desks or

distances up to one metre and is based on the intensity

even outdoors thanks to this innovation. People started

of light reflected back from the object. The sole

to enjoy greater freedoms with their computers,

parameter utilised in the model is the reflection

resulting in a hybrid environment of technology and

coefficient. Finally, the findings of the experiment are

nature. The next stage in this technology-nature

presented. Ferdoush and Li [17] explain how they built

interaction is wireless sensor networks. Despite the fact

a wireless sensor network using Raspberry Pi and

that the technology is still in its infancy, the applications

Arduino. Both are hardware platforms that are available

promise to be more varied. These networks are made up

to the public. The system architecture, as well as the

of tiny devices known as dots that have little computing

hardware and software requirements, are thoroughly

capacity. Each MOT has approximately 1–100th of the

described. Finally, several example experiments and

processing capability of a PDA, but when grouped

their outcomes are shown. It is claimed that the system

together with hundreds of other dots, they create a

is both cost-effective and scalable.

high-efficiency system.

Kulkari et al. [18] present a paradigm that enables

In scientific research, wireless sensor networks (WSNs)

mobile devices in a Wi-Fi network to share files. They

are used to improve data gathering, develop easier

present the system's architecture and implementation.

strategic military defences, identify the source of

Alkhathami et al. [19] present an intruder detecting

weapons, and monitor industrial equipment. All of

system that can distinguish between human, animal,

these applications depend on the capacity to gather data

and object intruders. The Dynamic Mechanical Analysis

like light, vibration, humidity, temperature, and other

(DMA) technique, which is thought to be the most

variables, as well as the ability to interact with one

successful, is described. WSNs, as well as barrier and

another. Because of its ultimate potential, it is a highly

sensor coverage, are addressed. Agrawal et al. [20] offer

strong mod collection at any given moment. Sensor

a monitoring and inspection system that can identify

networks extend the Internet's reach into the real world.

moving objects even when the recorded pictures are of

The new network that has resulted is more dynamic and

poor quality. Table 1 summarises some of the proposed

dynamic than the existing TCP/IP network, and it is

sensor

networks
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currently producing a totally new kind of traffic that is

saving energy on a single-channel, but the network

not seen on the Internet.

should also benefit multi-hop networks. We have

Sensor network data represents physical weather, such

basically two methods for collecting data from sensor

as temperature, humidity, and vibration, and needs

nodes using sensor devices in wireless sensor networks

sophisticated query interfaces and search engines to
perform user-level activities. Through a variety of
gateways, the sensor network may communicate with
the IP core network. The gateway sends instructions to
the sensor network's relevant nodes in response to user
inquiries. It also directs data from sensors, which
gathers and records information from users who have
requested or plan to utilise it. A data repository or
storage service may be present at the gateway, in
addition to data recording on each sensor.
Fig.3. Mobile Sensor device with WSN
III. SIMULATION AND SPECIFICATION
NS2, or Network Simulator (version

2), is an

event-based simulation programme that has proved
helpful

for

analysing

the

dynamic

nature

of

communication networks. NS2 can mimic both wired
and wireless network operations and protocols (e.g.,
algorithms, routing algorithms, TCP, UDP). In general,
NS2 allows users to define network protocols and
mimic the behaviour associated with them.
Figure 2: Overall System Model

Fig 4:NS2 Simulation Setup
It is the collection of data, whether header is called or
not,all header files where present in the
stack registers.
Figure 3: Proposed Architecture for Border
Surveillance
In WSN with Mobile Sensor, determining how the
mobile sensor goes about collecting sensor data is a
fundamental issue. Among the many ideas introduced
for energy conservation approaches in wireless sensor
networks [10], [14]. Some policies have the advantage of

Fig.5. Stack Register of Packet
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A. Creating a topology for a network (physical layer)
In a seven-layer OSI model of a computer layer, the
physical layer is the first and lowest layer.This layer's
implementation is frequently referred to as PHY.The
network's

fundamental

hardware

transmission

techniques are covered by the physical layer. This is the
fundamental layer that underpins the logical data
structures of the network's high-level functionalities.
This is arguably the most important layer in OSI design
due to the quantity of hardware technologies available
with a broad range of capabilities. The physical layer
specifies how raw bits, rather than logical data packets,
are sent across a physical connection that links
networking nodes. Bit streams are code words or
symbols that may be physically transferred via
electronics.
B. Connection to the transportation system (transport
layer)

77

IV. NETWORK ANIMATOR
The Network Animator (NAM) visually displays packet
level simulation output. Network Animator is a tool for
displaying network simulation and real-world packet
traces as animations. Topology layout, packet level
animation, and different data verification tools are all
supported.A trace file must be generated before you can
begin utilising NAM. NS is generally the one that
creates this trace file. It includes packet traces as well as
topological

information,

such

as

nodes

and

connections.NS events may be used to produce user
topology settings, layout information, and packet traces
throughout the simulation. NAM may be used to
animate the trace file after it has been produced, as
illustrated in Figure 6. NAM first reads the trace file,
generates the topology, opens up the window, layouts if
required, and then stops. 0. NAM offers control over
various elements of animation via its user interface.

TCP/IP, which is the Internet's basis, and the OSI model
of generic networking both include the transport layer.
In these two models, the transport layer is defined
somewhat differently. In contrast to the OIS model of
the defining interface, this article focuses on the TCP / IP
model, in which TCP is generally meant to be a handy
application-programming interface for Internet hosts.
The Transport Protocol is the most well-known (TCP).
This gave the whole Internet Protocol Suite TCP / IP its
name. The connection-based User Datagram Suite

Fig: 6 packet level simulation output graph

(UDP) is used for ordinary communications, while the
connectionless User Datagram Suite (UDP) is used for
broadcasting. Due to the addition of dependable
streaming and data stream services, TCP is a more
complicated protocol.
C. Drive traffic to your website (application layer)
The application layer in TCP/IP includes all protocols
and modalities of process-to-process communication
utilising the Transport Layer Protocol to create the
underlying host-to-host connection across the Internet
Protocol (IP) network. Come. The use of the Session
Layer and the Presentation Layer in the OSI model is
limited within the specification of the layer, with two

Fig. 7. Network Packet delivery rate (in joule) vs. the

extra layers of transparency on the transport layer:

number of intrusions.

Session Layer and Presentation Layer. OSI defines the
tight modular separation of functionality at each levels,
as well as a protocol that governs each one.
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and maintenance costs of the monitoring job, the
suggested

architecture

integrates

multidirectional

cameras, scalar sensors (UGSs), radars, and unmanned
aerial vehicles (UAVs). These machines work together
to offer a cost-effective solution. We are able to prolong
the network's lifespan and minimise the effect of false
alarms by using smart deployment and activation
timing methods. The results of simulations comparing
our solution to current methods have been published,
demonstrating the efficacy of the suggested method.
Future research will lead to the addition of additional
capabilities to the deployment and activation methods
Fig. 8. Network energy consumption (in joule) vs the
number of intrusions.

in order to handle many requests concurrently and deal
with node failures.
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