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We will use a data mining techniques and machine learning that will generate a classification model from a 

training dataset and then this model will be applied to testing dataset which will show the websites as 

malicious or legitimate. We will compare the accuracy and time taken of two models generated and conclude 

which is better among those two.  
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I. INTRODUCTION 

Phishing attack is used to steal confidential 

information from a user. Malicious websites 

appears like genuine websites with the logo and 

graphics of genuine website. This project aims to 

detect fraud or phishing website using data mining 

techniques and machine learning. World Wide Web 

Consortium standard defines characteristics which 

can be used to distinguish a legal and fraud 

website. These characteristics can be used for 

classification. By using data mining techniques, we 

will generate a classification model which is used to 

manage and model data. This helps to make a 

prediction whether the website is legitimate or 

malicious. 

 

II. DATASET 

Dataset is taken from UCI machine learning 

repository. The dataset was collected by analyzing 

a collection of 2456 websites among which some 

were used for phishing websites and others not. 

For each website included in thedataset, 30 

attributes are given. These features are defined by 

W3C. Some of the features are written below. Each 

website features in the dataset is labeled by -1 if it 

is not a phishing website and by 1 if it is a website 

used for phishing and 0 if suspicious. 

 

III. MODELS USED 

We compared two classifiers model Decision tree 

classifier and Naive Bayes classifier on the 

following factors: 

Accuracy - Accuracy rate is the percentage of test 

set samples that are correctly classified by the 

model. 

Time Taken - Total time taken to complete the 

process. 

Error rate - percentage of error while performing 

the process. 

 

IV. EQUATIONS 
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V. RESULTS 

Decision tree classifier shows 83.58% accuracy 

with 16.42% error rate and total time taken to 

complete the process is 3.302069 seconds. 

Naive Bayes classifier shows 78.14% accuracy with 

21.86% error rate and total time taken to complete 

the process is 5.966346 seconds. 

 

VI. CONCLUSIONS 

Both classifiers were compared on the basis of 

the accuracy , Time Taken and error rate. 

On comparison we find that Decision Tree classifier 

model is more accurate as compared to Naïve 

Bayesian Classifier model. 

The time required for execution for both algorithms 

was displayed. 

It shows that Naive Bayesian is slower as compared 

to Decision tree Algorithm. 
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