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In this paper, we explore a Blockchain-based alternative to management and distribution of RSA public keys 

without the use of third-party actors like Key Distribution Centers, Certificate Authorities, etc. We propose a 

new protocol that uses Blockchains to facilitate a peer-to-peer system that accomplishes secure and effective 

distribution of RSA public keys. 
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INTRODUCTION 

In a blockchain network, trust and transparency 

are major advantages over centralized network So 

we can eliminate traditional third parties on which 

we have rely for secure communication over 

Network for distribution of RSA keys using 

Blockchain. Today, a combination of user wallets, 

Key Distribution Centers, and hierarchical 

Certificate Authorities is considered the best and 

most effective way of secure storage and 

management of RSA keys, among others. This 

system is widely used all across the world and has 

seen great success. However, it incurs a large 

overhead related to the management of a number 

of key services such as tokens, key generation, 

certificates, and more. Therefore, skilled personnel 

and costly hardware is required to keep these 

systems running smoothly. This leads us to explore 

variant systems and protocols that serve the same 

functions but do suffer from similar problems such 

as trust and top-down flow of vulnerabilities. We 

hence propose a new protocol for secure 

distribution of RSA public keys in a network that 

relies only on the generation of secure RSA key 

pairs and random numbers, which system that 

uses KDCs, certificates, etc to facilitate secure 

communications between peers at the transport 

layer.    

BLOCKCHAIN OVERVIEW 

  Blockchain has been introduced in world with the 

face of Bitcoin. Apart from Bitcoin as currency 

blockchain become popularized with its unique 

feature as transparency, immutability, 

auditability. This all we can achieve by chain 

blocks all together with hash value which acts as 

checker to monitor integrity of block. This chaining 

structure of blocks provides immutability. Each 

block consists of set of transactions and metadata 

about the block.  

 Transaction and Block Structure 

In overall blockchain network transaction is prime 

asset for which user always concerns. Transaction 

value differs according to use case. Blockchain will 

start its first block as Genesis block. Then rest all 

subsequent blocks gets generated with the help of 

its successive predecessors. Every block will have 

Block no, Previous hash, Timestamp, Merkle root 

and difficulty value as nonce value. 
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When any new transaction wants to be part of 

blockchain then it has to be validated by miners 

with the help of consensus protocol. All other 

nodes will generate nonce value as per consensus 

algorithm. Then specific node give permission to  

validate and allow transaction to enter into 

network. 

All blocks data in chaining structure called as 

distributed ledger which can be accessible by all 

nodes. 

So all nodes will have transparency. Due to 

immutability no one can tamper data. If anyone 

tries to implement attack then he has to 

compromise with 51% percent machines which is 

quite impossible. 

 

METHODOLOGY 

 This protocol aims to create a blockchain 

containing the authenticated RSA public keys of all 

the nodes in the blockchain network at every single 

node in the network. 

 This would free us from all possible attacks of 

key distribution. 

 The end goal of the protocol is as follows: 

 i)Establish secure network  

ii) validations and verificationof new blocks 

    The protocol consists of the following 4 phases 

and a total of 10 steps: 

        Consider a blockchain network with 4 nodes 

A,B,C,D. 

 Phase1: Initialization Phase 

 

            Step 1) All nodes in the network are 

initialized with a blockchain of length one, i.e., 

a Genesis block, whose timestamp is set to the 

datetime at which the node joined the network.  

            Step 2) All nodes generate their own 

RSA key pairs {A_private, A_public}, {B_private, 

B_public}, {C_private, C_public}, {D_private, 

D_public} respectively. 

            Step 3) All nodes generate a sufficiently 

large private psuedorandom number, noted as 

A_rand, B_rand, C_rand, D_rand respectively.  

            Step 4) All nodes add the timestamp 

value in their own Genesis blocks to their 

distinct private pseudorandom numbers and 

stores the result as a "pre_key" value. The 

pre_key is then hashed using SHA-256 hashing 

algorithm to generate a "hashed_pre_key" 

value. 

            Step 5) Each node then encrypts its 

respective RSA public key with AES-256. The 

key used for the encryption is the 256-bit 

hashed_pre_key. We shall refer to the 

encrypted public key as "enc_pub". 

 Phase 2: Transmission Phase 

            Step 6) The respective enc_pubs are 

sent to all other nodes in the network 

 Phase 3: Verification Phase 

            Step 7) Upon reception of an enc_pub, a 

brute force search is started by the recipient 

node for a pseudorandom number which when 

added to its own Genesis block timestamp 

equals the pre_key of the sender node of the 

enc_pub. Every iteration is hashed with 

SHA-256 and tried for successful decryption of 

the enc_pub received. 

            Step 8) Upon a successful brute force 

attempt of the hashed_pre_key, the sender's 

public key "sender_public" is retrieved and 

stored in a new block containing the current 

timestamp, value of the RSA public key along 

with its owner, and the SHA-256 hash of the 

data of the previous block in the node's 

blockchain. 

 Phase 4: Finalization Phase 

            Step 9) After successful addition of the 

sender's RSA public key data into its 

blockchain, the respective RSA public key 

<A/B/C/D>_public ("recep_pub") is encrypted 

using RSA with the sender public as the key. 

We shall refer to this encrypted public key as 

"enc_recep". 

            Step 10) The enc_recep is sent back to 

the sender node of the enc_pub, who upon 

reception decrypts it with the use of its own 

private key <A/B/C/D>_private. The 

recep_pub is stored a new block and added to 

the existing blockchain in the same manner as 

in Step 8. 

    As a result, after the Finalization phase, the 

same Blockchain containing the verified RSA 

public keys of all the nodes in the current network 

is generated for each node. Now, RSA public keys 

can be easily accessed, verified, and used by 
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referring to the individual node blockchains in 

which they are stored. 

Exceptional case  Handling: 

    Case1: A new node joins the existing 

network: 

        When this happens, the protocol is 

carried out normally, and the new node's 

RSA public key is added into every node's 

blockchain. 

    Case 2: A node renews its RSA key pair: 

        When this happens, as an addition to 

step 6, the node also sends the hash value 

"val_hash" contained in the block 

containing its most recent RSA public key 

along to the other nodes in the network. 

This hash is encrypted by AES-256 using 

the 256-bit hashed_pre_key as the 

encryption key. 

 

Upon brute forcing the hashed_pre_key, the other 

nodes can check to see if the val_hash is the same 

as the values in the particular blocks in their own 

respective blockchains. If the val_hash is valid, 

then the new RSA public key value is added to the 

blockchain as per step 8. 

Thus, our protocol satisfies all the stated end goals.  

Applications: 

This protocol can be used in any network system 

that uses RSA public key infrastructure to provide 

encryption to incoming and outgoing streams. 

 This protocol can be used in any network system 

that uses RSA public key infrastructure to provide 

encryption to incoming and outgoing streams. 

 

CONCLUSION 

 Our proposed protocol is therefore capable of 

facilitating secure RSA public key storage on 

individual nodes in a network and their 

distribution in a decentralized fashion, and 

without relying on Certificate Authorities and their 

provided Certificates for authentication of the keys.  

 It also has significantly less total overhead than 

the dominant systems in use today, requiring 

significant computation only on the addition of a 

new node to the network or on renewal of the RSA 

key pair of an existing node.  

Further Work 

 The following is the list of further work that can 

be done to improve the protocol: 

  i) The new protocol can be tested in a 

large-scale network to uncover any computation or 

synchronicity problems that may arise due to the 

nature of such networks. 

  ii) A faster and more efficient consensus 

algorithm be used instead of one that relies purely 

on brute force. 
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