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Cloud Computing is a field of computer science in which user can access resources remotely through browser 

.Cloud Computing increases the speed of accessing the services in very much less cost without actually 

deploy them. It decreases the time from implementing the software to actually deploy it. Cloud Computing 

users can access resources on demand. Cloud provides the on demand services, virtualization and open 

source. The data owner can stored and access the data from the cloud with the help of cloud service provider. 

In the large organizations the data which is stored on the cloud is accessed by the many users of the same 

organization.  In such a case the problem of inconstancy may arise, because the unauthorized user can 

delete or modify the data. If the two persons are accessing the same data at same time, then read-write, 

write-read conflicts may arise. In this, I even have designed wireless clump rule with the assistance node 

degree, Stability issue, and weight and CH choice. In this work, there is data duplication and data 

redundancy problem that I have faced and some other problem are the network life time problem due to the 

redundancy and transmission energy is lost, so there is energy consumption problem. Due to these problems 

some other problems like scheduling problem.  
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I. INTRODUCTION 

Cloud is accessed through the internet and 

internet is available everywhere. So anyone can 

access their information on cloud at any time and 

from anywhere. In traditional approach all the data 

of user would be stored at user’s end but in cloud 

whole scenario is different. Data on cloud is stored 

on virtual servers and user does not know where 

the virtual servers exist. So the user don’t need to 

be at the location where the data is stored. Cloud 

provider uses the in-house or external resources 

for providing services to users.[1] 

 Data security is important because it also have 

impact on service quality. Every day there is new 

challenge to the data security arises in cloud 

computing.[1] 

 As we know user’s loss their control over the data 

once it is stored on cloud, so the traditional 

cryptographic methods for  

 

encrypting the data could not be adopted. Each 

user stores the various kinds of data on cloud and 
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they expect that their data will be stored securely 

for the longer period of time, and to verify the 

correctness of data for such a long time is very 

tough  

task. Cloud is not like that once the user stored the 

data and user will only need to access the data. In 

cloud users perform many operations on the data 

such as updating, deletion, append etc. [2] The 

data on cloud is updated after a certain time as the 

user needs to update it. So cloud needs to ensure 

the security of that dynamically updated data, this 

is the most important thing. Due to this feature 

traditional technique fails and need to find out new 

solutions.[1] 

 

II.CRITICAL AREAS FOR CLOUD COMPUTING 

This guide finds that there are many areas that 

need to be look after.  As the Cloud Computing is 

the new model so that is cannot be fully secured 

with the traditional cryptography techniques. In 

Cloud Computing infrastructure there are six 

specific areas where substantial security is 

implemented by TCG specifications implemented 

software. 

 Securing data at rest 

The best way to secure the data at cloud provider is 

cryptography encryption. There is the law to secure 

data and to protect data at cloud provider in many 

countries such as U.S states and other countries. 

Hard drive companies now making the devices 

which can automatically encrypt the data stored on 

them by using the TCG’s standards. These kind of 

devices has the encryption hardware build in them 

which automatically encrypt the dart and takes the 

minimal cost and performance impact. [2] 

 Securing Data in transit 

Encryption scheme can also be used when the data 

is transferred. It confirms that the data is going 

only there where the user wants it to go and the 

data is not modified in-between the transition. This 

provides the additional security check for the 

integrity of data. [2] 

 Authentication 

User authentication is major goal to be achieved at 

the first. Users can access the data on the basis of 

access control list maintained by cloud so that the 

unauthorized cannot access system. The main 

motive is to achieve it in very less cost. All the 

information of cloud can be accessed by any one at 

any time so the authentication and access control 

are major important terms.[2] 

 

 

 

III.PROBLEM DEFINITION  

The data owner can stored and access the data 

from the cloud with the help of cloud service 

provider. In the large organizations the data which 

is stored on the cloud is accessed by the many 

users of the same organization.  In such a case the 

problem of inconstancy may arise, because the 

unauthorized user can delete or modify the data. If 

the two persons are accessing the same data at 

same time, then read-write, write-read conflicts 

may arise. The second problem is that, if the cloud 

service provider is the malicious then it can also 

modify or delete the user’s data..  In the existing 

schemes such as  “Third party is used to store the 

encrypted data using AES encryption algorithm “, 

“In this Third party is used to store the encrypted 

data using private and public key in RSA 

algorithm”.  AES has longer key. In such 

algorithms lot of data computations and time is 

required for setting up a secure data connection.  It 

requires more computation keys and more round 

for communication as compare to DES. In this 

work, we will propose new algorithm with will 

require less computations and time for setting up a 

secure connection.  

 

IV.METHODOLOGY 

The major challenge of cloud data storage is the 

security.  There are many security algorithms are 

present in the cloud. To provide security in cloud 

DES, AES these types of algorithms are required. 

AES is the algorithm which is used for security 

purposes. It has great hardware software speed. It 

has 128 bit size which is more than DES. But there 

are some issues in AES which are responsible for 

the security threat in cloud.  AES has 128 bit key 

size so computation resources and time required 

for this process is also more as compare to other.  If 

computations power are more than it consume 

more energy as compared to other security 

algorithm. So to overcome this problem a new 

security algorithm is required which provide more 

security than AES and consume less energy.  

Proposed Algorithm 

Cluster head Selection Input: No of Sensor nodes, 

Initial node energy, probability (p), No of rounds. 

Output: Cluster heads, Clusters. 

Start: 

Step 1. The base station broadcasts Beacon 

packets. 

Step 2. All Sensor node replies with residual 

energy and location.  

Step 3. If network life time is not over then, 

i. For first round, Cluster heads are randomly 
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selected. 

ii. For rest of the rounds, Base station chooses p% 

of the nodes as Cluster heads having more 

residual energy. 

Step 4. If a node is Cluster head then, 

i. It broadcasts its Cluster head advertisement 

packet. 

ii. All non-Cluster head nodes sends joining 

request packet to those cluster head, who’s 

received signal strength is more. 

Step 5. Assumption: 

i. All nodes are fairly distributed for tier one and 

tier two. 

ii. Nodes are static and not mobile. 

iii. The initial energy for all nodes is same.  

iv. The base station of this network is located at the 

Centre of the field. 

Step 6. Node Distribution: The sensor nodes are 

distributed into tier one and tier two based on the 

area of circle formula as follows; 

Area of big rectangle, ® = (2(l*b))                     

The base station is located in the center of the 

sensor network which the coordinate is (1000, 

1000). 

END 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

V.RESULT 

In this paper different problems are resolved with 

the help of different snap shorts .  These Snap 

shorts are given below along with grphs and 

Tables: 

 
Figure 2: Node Signal Broadcasting on Network  

 
Figure 3: Data transfer between nodes  

 
Figure 4: Packet Delivery ratio of existing and 

proposed work  

 
Figure 5: Network life time of existing and proposed 

work 

Start 
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Nodes 
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Efficient routing Algorithm on 

CH’s 

Initial Work 

Selection of Cluster heads and 

Base Station from 80 Nodes 

Transfer Data between Nodes 

using point to point 
Connection 

Get output in the form of 
Graphs 



 

 
47     International Journal for Modern Trends in Science and Technology 

 

 

Abhinash Singla, Renu Nagpal and Yogesh kumar - Data Transmission in Clouds using Heed and Energy Efficient Routing 
Algorithm 

 
Figure 6: Energy Consumption of existing and 

proposed work 

 
Figure 7: Throughput for Node of existing and 

proposed work 

 
Figure 7: Delay of existing and proposed work 

 

Table 1: Packet Delivery Ratio 

Packet Delivery Ratio 

Tim

e Existing  Proposed 

0 59 62.649 

1 125.62 125.74 

2 25.68 75.823 

3 375.71 375.77 

4 574.9 578.53 

5 625.77 625.79 

6 79 80 

8 80 84 

10 84.18 87.78 

12 85.34 88.23 

15 85.37 88.24 

Table 2: End to End Delay 

End to End Delay 

Tim

e 

Existing  

Proposed CBRP AOD

V 

20 0.21 0.32 0.10 

40 0.26 0.40 0.15 

60 0.31 0.45 0.25 

80 0.34 0.48 0.28 

 

 

Table 3: Network Life Time 

End to End Delay 

Tim

e 

Existing  

Proposed CBRP AOD

V 

20 25.2 24.3 27.3 

40 27.1 26.7 29.7 

60 27.3 25.6 30.0 

80 27.5 27.2 31.2 

 

 

Table 4: Residual Energy 

Residual Energy 

Tim

e 

Existing  

Proposed CBRP AOD

V 

20 71 67 72 

40 62 69 66 

60 76 81 80 

80 79 74 85 

 

 

VI.CONCLUSION 

Clustering WSN have been research intensively in 

the previous decade because this technique can 

significantly decrease communication expenditure 

of the network nodes since the sensors only need to 

send data to the adjacent cluster-head. In HEED 

the associate nodes do not communicate directly 

with the base station.  The CH collects data from 

the member nodes and ahead it to the base station 

thus restrictive the number of transmissions. The 

base station is the collection node for the entire 

WSN. The CH is selected according to following 

reasons: - 1) Residual Energy –The cluster heads 

are selected depending on the remaining energy 

levels.  2) The cost of intra cluster Communication 

–A node can come in the variety of multiple 

clusters, so the inclusion of node in the cluster will 

depend on the low intra cluster communication. 

Clustering is one of the significant methods to be 

applied in order to extend the network lifetime of 
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WSN. The existing protocols are not appropriate to 

those WSNs that are deployed in large regions 

because it uses single hop routing where each 

sensor node can communicate directly to the CH 

and the BS. So, it causes problems of energy 

imbalance.  The problem of disturbed energy 

dissipation in the cluster based WSNs is 

investigated. In this, I even have designed wireless 

clump rule with the assistance node degree, 

Stability issue, and weight and CH choice. In this 

work, there is data duplication and data 

redundancy problem that I have faced and some 

other problem are the network life time problem 

due to the redundancy and transmission energy is 

lost, so there is energy consumption problem. Due 

to these problems some other problems like 

scheduling problem.  

 

FUTURE WORK 

The research work includes a new 

energy-efficient routing algorithm for the 

software-defined wireless sensor networks. In our 

routing algorithm, the control nodes are assigned 

different tasks dynamically. It is further 

implemented with the help of other intelligent types 

like Honey Bee and ACO with PSO to get the real 

time work. 
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