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Digital image forgery detection techniques are collection of algorithms to detect forgery, regardless of tools 

and complexity degree. Their common aim is to detect forgery in digital images. Today, there are many 

powerful software tools for manipulating digital images. The exchange of documents and information 

electronically, regardless of the security infrastructure, is a threat to Information and Communication 

Technology (ICT). The decision tree technique is a common method for categorizing images, because they are 

made easily by several nodes that can easily be interpreted by designers. In this study, we have tried to 

differentiate between the original and the forged image through a careful examination. We performed this 

technique on 50 manipulated images using a main algorithm (decision tree) and two auxiliary algorithms of 

Scale Invariant Features Transform (SIFT) and Random sample consensus (RANSAC) that had been merged. 

The comparisons between algorithms showed that efficiency, reliability and time complexity degree have 

been effective in the main algorithm using the conversion of image pixels to the numerical matrix, the 

formation of the corresponding graph for each image and the comparison of the formed graphs. In the present 

study, the main algorithm could detect 86% in 162.59 seconds while the auxiliary algorithm could detect 82% 

in 205.92 seconds.      
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I. INTRODUCTION 

Today, one of the newest technologies is image 

processing. This technique has quickly become one 

of the most widely used techniques in all fields. In 

almost all control systems, image processing 

techniques are used. The control systems that are 

associated with this science are called vision 

machines [5]. 

This science includes algorithms that extract 

and examine the information in a digital image. The 

image initially is analog, then converted from 

ABSTRACT 

Available online at: http://www.ijmtst.com/vol4issue10.html  
 

International Journal for Modern Trends in Science and Technology 
ISSN: 2455-3778 :: Volume: 04, Issue No: 10, October 2018 

http://www.ijmtst.com/vol4issue10.html


 

 
34     International Journal for Modern Trends in Science and Technology 

 

 

Vahid Aghaeinejad, Ali Soleimani and Seyed Mahdi Jameii : Providing a Method to Process Images for Detecting Image 
Fraud Using a Decision Tree Technique 

analog to digital by the analog-to-digital converter 

machine. An image can be defined by a 

two-dimensional function (x, y), where (x, y) are the 

coordinates of points in the image [5]. These 

processes include various types such as applying 

filters, eliminating errors and improving contrasts. 

Pixel is the smallest component of an image that 

consists of a row and a column. Therefore, image 

can be considered as a regular network of numbers 

that indicates the amount of recorded 

electromagnetic energy. These filters act in such a 

way that the features in terms of color, texture of 

near objects and other parameters will be 

highlighted in the image [1]. In general, fraud is a 

fundamental failure, which may eventually be 

discovered. Fraud as an event is predictable in 

both macro and micro framework, because any 

effect must have conditions to be created. At the 

macro level, there is a correlation between the 

general state of economy and industry and the 

desire for fraud. At micro level, fraud predictability 

reveals that most of the fraud has common 

characteristics. In a particular condition, an 

experienced auditor can use the rules of 

thumbnail, professional care and predicting fraud. 

The most effective way to look for fraud is through 

the following four steps: Increasing expectations, 

preventing deviations, increasing information and 

looking for unusual samples of information and 

testing the best way [7]. The exchange of 

documents and information electronically, 

regardless of security infrastructure, is a threat to 

the field of information and communication 

technology [4]. 

In this regard, the present study aims to 

provide a method based on image processing for 

detecting fraud in images using decision tree 

technique. The decision tree is one of the 

non-parametric methods, which is a set of logical 

conditions that has been described as a tree 

structure algorithm and is used to classify or 

predict an outcome. Decision tree is one of the data 

mining methods which leads to the discovery and 

extraction of new knowledge of data. The most 

important and most known algorithms are CHAID, 

CART, CRUISE and QUEST [4]. Machine vision 

technology and image processing techniques are 

widespread in the industry;  moreover, it  is used 

more than ever to control the quality of 

manufactured products, robot guidance and 

self-guided mechanisms [6]. Nowadays, with the 

advent of advanced digital cameras and high-level 

photo editing tools, digital image forgery is easily 

done. The forged images are not recognizable by 

the eye, which has led to the loss of credibility of 

digital images in research and criminal 

investigations. Therefore, the present study aims to 

provide a method for processing images based on 

the discovery of fraud in images using decision tree 

techniques. 

II. MATERIALS AND METHODS 

2.1 Research Methodology 

This research was conducted using decision 

tree and data mining method to detect fraud on 

images. In this research, the features of 

investigated images are extracted and decision tree 

for these attributes is created. We finally conclude 

that fraud has taken place or not. 

 

2.2 Decision Tree 

One of the methods for detecting fraud is 

decision tree algorithms, which is used to detect 

forgery in digital images. The decision tree 

produces understandable rules. Even on a large or 

complex tree, a route can easily be transverse and 

this makes it easy to interpret their classifications 

or predictions. 

2.2.1 Different Decision Tree Design Algorithms 

o CHAID Algorithm 

o CART Algorithm 

o CRUISE Algorithm 

o QUEST Algorithm 

In this study, the CART (classification and 

regression tree) decision tree-learning algorithm is 

used. This method generates a decision tree with 

binary divisions. It is designed for quantitative 

variables, which can be used for any type of 

variables. This algorithm is maintaining the 

accuracy of the estimation in CART model and has 

higher speed in introducing a classification tree. 

2.2.2 CART Algorithm 

In this method, first, the decision tree is made 

in a top-down manner. In the next step, the extra 

branches of the tree will be eliminated using a 

pruning algorithm. The data is used as raw 

material in this algorithm and no clearing is 

required. Trees grow to the maximum level without 

using a stopping rule, then they are corrected (This 

is done part-by-part). The correction continues to 

root and, the complexity increases due to 

correction. The CART algorithm is a 

non-incremental method. 

This program is for evaluation and performance of 

the original algorithm. In this program, after 

importing the original and manipulated images 

matrix, the main algorithm performs processing. 

The algorithm indicated differences in the 
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structure and number of graphs, with respect to 

the numerical data of images and stages of tree 

construction and formation of corresponding graph 

methods. 

Today, organizations are in a better position, 

because they use data of processes, customers, 

and environments. The extraction of meaning from 

the mass of data and using them for organizational 

purposes requires the use of advanced methods, 

such as data mining. Data mining is the analysis of 

data in order to discover previously unknown 

relationships that provide useful information [3]. 

Different methods have been used to identify 

fraud using data mining. These algorithms include 

DCT, differential, SIFT and SURF methods. The 

DCT method is used for copy move forgery 

detection. It has relatively high run time and low 

detection capability. The disadvantages of the 

differential method are that in order to detect a 

forged image, the size of the images should be the 

same. In addition, the differential algorithm is not 

able to detect uneven areas. The SIFT algorithm 

has a lower speed than the SURF algorithm due to 

the high processing, but has a higher accuracy due 

to having more feature points. The run time of the 

SIFT algorithm is shorter than the blocking 

methods. The SIFT algorithm is robust against 

spin, resizing, and brightness variations, but if the 

copied region is located near the main region, it 

may not be detected [2]. 

2.3 Simulation and Used Technology 

In this research, all implementations were 

performed using R2015a MATLAB software. In 

addition, the results are obtained from the main 

and proposed algorithm on a computer with a 2.2 

GHz processor, 6 GB RAM, and 2 GB GPU. The 

version of MATLAB is R2015a, and the Photoshop 

version to create forged images is CS5. 

Experimental images were also downloaded from 

the official websites such as shutters tock and 

national geographic. 

2.4 Investigation of the Proposed Algorithm and the 

Original Algorithm 

Considering that SIFT algorithm performs better 

than other methods, adding the RANSAC algorithm 

to this algorithm causes eliminating false matching 

in the clustering process. Consequently, it reduces 

the number of similarities, thus improves its 

performance than before. 

In this study, the SIFT-RANSAC was used to 

examine the performance of proposed algorithm. 

After importing the original and manipulated 

images, the proposed algorithms performed the 

processing. Based on the key points in the images, 

these algorithms detect differences by extracting 

key points and deleting some of the false matching. 

In fact, our goal in this research is to use the 

SIFT-RANSAC algorithm to challenge the main 

CART algorithm. Breiman et al. (1984) introduced 

the original CART algorithm that generates a 

decision tree with binary divisions. This method 

was designed for quantitative variables that can be 

used for any type of variable. 

2.5 Evaluation of Methods 

In order to test the efficiency and reliability of 

the proposed and original algorithms in detecting 

the fraud in digital images, a collection of valid 

digital images was selected (shutterstock and 

national geographic websites). From this statistical 

population, 50 digital images were selected and 

were forged manually. Code and software programs 

of these two methods were implemented in 

MATLAB R2015a. Then, the proposed and original 

algorithms were examined for detection of fraud in 

two images of the experimental images. Finally, the 

reliability and efficiency of these two methods were 

evaluated for detecting fraud in 50 sample images. 

III. RESULTS 

The function of the SIFT-RANSAC algorithms 

is to sample and extract the prominent features of 

the image and the function of the CART algorithm 

is to obtain the images matrix and processing to 

form the corresponding graph [8]. The 

investigations showed that SIFT-RANSAC and 

CART algorithms had better function for detecting 

fraud than DCT algorithms and the differential 

method. Moreover, the results showed that the 

proposed CART algorithm was better in detecting 

fraud than the SIFT-RANSAC method. 

3.1  Implementation of Proposed and Main 

Algorithms 

After the implementation of the programs and 

the comparison of the images, the difference or the 

so-called fraud was detected in the second image 

than the first image. The histogram of the original 

and manipulated images (Figures 1 and 2) show 

the changes in pixel brightness intensity level. The 

left side of Fig.1 is the original image of the first 

input and the right side of the figure shows the fake 

image of the first input. As seen in the figure, the 

pixel size of 500 is shown for comparison. It was 

observed that the brightness intensity level of this 

pixel in the right image is related to the fake image 

(Fig.1c) and it is different from the left side image 

that is the histogram of the original image (Fig.1d). 
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(b)                                        (a) 

 

(d)                                       (c) 

Figure 1. Histogram plot: a) Main image, b) Manipulated image, d) Histogram plot of the original image, c) Histogram plot of the 

manipulated image (pixel relative to the brightness intensity level) 

 

In addition, in figure 2, the left side is the 

original image of the second input and the right 

side is the fake image of the second input. As seen 

in the figure, the two pixel size of 190 and 195 were 

shown for comparison. It was found that the 

brightness intensity level of the pixel in the image 

on the right relates to the fake image and it is 

different from the left image that is the histogram of 

original image. 

 
(b)                                            (a)    

 
(d)                                        (c) 

Figure 2. Histogram plot: a) Main image, b) Manipulated image, d) Histogram plot of the original image, c) Histogram plot of the 

manipulated image (pixel to the brightness intensity level) 
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The RANSAC-SIFT algorithm showed that in 

figure 3a it could identify the fake image, so that it 

identified 257 specific points in the original image. 

However, in the fake image, only 253 specific 

points were identified and this mismatch between 

the special points in two images indicates the 

difference between two images. 

The RANSAC-SIFT algorithm was able to 

identify the fake image in figure 3a, while according 

to figure 3b, it detected 215 special points in the 

original image and 215 special points in the fake 

image. In fact, in figure 3b, the RANSAC-SIFT 

algorithm was ineffective and could not identify the 

fake image. 

 
)a( 

 

 )b(

Figure 3 (a). Image detected by RANSAC-SIFT algorithm 

 Figure 3 (b). Image not detected by RANSAC-SIFT algorithm                         

 

The original and fake images of figure 3a were 

examined using the main CART algorithm, and the 

arrangement of the decision tree and the number of 

nodes in the two main images (Fig.4a) and the fake 

image (Fig.4b) clearly showed the difference 

between the two images. 

Also, the results of examining the originality 

and fakeness of figure3b (where the RANSAC-SIFT 

algorithm failed to identify fake images) with main 

CART algorithm were shown in figures 5a and 5b. 

With a certain precision, the difference between the 

original image (Fig.5a) and the fake image (Fig.5b) 

was distinguished on a node. Therefore, the main 

algorithm was more successful in identifying the 

fake image comparing to the RANSAC-SIFT 

algorithm.    

 
Figure 4. CART Algorithm a) Graph formation from the first 

original image (Fig.1a) 

 
Figure 4. CART Algorithm b) Graph formation from the first 

manipulated image (Fig.1b) 

 
Figure 5. CART Algorithm a) Graph formation from the second 

original image (Fig.2a) (enlarged) 

 
Figure 5. CART Algorithm b) Graph formation from the second 

manipulated image (Fig.2b) (enlarged) 
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3.2 Investigation of Efficiency and Accuracy  

The results of investigation on the efficiency 

and accuracy of 50 images in both the CART 

algorithm and the SIFT-RANSAC algorithm are 

shown in Table 1. The results showed that the 

CART algorithm was succeeded 86% to detect 

correctly in 162.59 seconds, while the auxiliary 

algorithm detect 82% correctly over 205.92 

seconds. Therefore, the proposed algorithm in this 

research (CART decision tree) needs low time for 

detection and has high detection accuracy in 

comparison with the SIFT-RANSAC algorithm 

(Figure 6). 

 

Table 1. Efficiency and accuracy (for 50 images) 

 

 

 

 

 

 
 

 

 

 

 

 

Figure 6. The runtime of two algorithms by second (for 50 images) 

IV. DISCUSSION 

The function of the SIFT-RANSAC algorithms 

was sampling and extracting the prominent 

features of the image, which was presented in 

previous section as the processed images by 

algorithm. The function of the CART algorithm was 

receiving the image matrix and processing it to 

make the corresponding graph. The differential 

algorithm had a problem in detecting fraud in 

images, while the SIFT-RANSAC and CART 

algorithms identified it (Figures 3a and 4a, 4b). 

Likewise, in another examination, the 

SIFT-RANSAC algorithm faced a problem and 

could not detect the fraud (Figure 3b), but, in CART 

algorithm, the difference on a node showed the 

precision and efficiency of this method (Figures 5a 

and 5b). 

The main algorithm (CART) also performed 

better on test samples that had various frauds on 

the images. By providing another solution, we 

wanted to prove the difference in the two images 

with a better process. It was done by using the 

decision tree algorithm that shows the graphs of 

images. 

V. CONCLUSIONS 

In this study, we tried to show the difference 

between original and manipulated images. We did 

this using the CART algorithm and the integration 

of the two SIFT and RANSAC auxiliary algorithms. 

The comparison of each algorithms showed that 

the accuracy of the CART algorithm was optimal 

using the formation of a graph corresponding to 

each image. The advantages of the SIFT-RANSAC 

algorithm are shorter run-time, high accuracy in 

copied regions, very high resistance against 

rotation and resizing copied regions than SIFT and 

RANSAC algorithms. It should be noted that this 

algorithm also has some disadvantages, including 

low detection capability in low-quality images. In 

this study, we showed that using the CART 

algorithm decrease the detection time, and 

increase the detection precision than the 

SIFT-RANSAC algorithm (Table.1), (Fig.6). 
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