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KEYWORDS ABSTRACT

Intrusion ~ Detection ~ System The rapid growth of interconnected cyber-physical systems and IoT-driven industrial
(IDS), Deep Learning—Based Internet of communications (IICs) has significantly increased exposure to sophisticated
cyberattacks. Intrusion Detection Systems (IDSs) play a critical role as an active defense
mechanism in network security; however, traditional IDS approaches often suffer from
limited detection accuracy, high false-positive rates, and poor adaptability to emerging and
unknown attack patterns. To overcome these limitations, this paper proposes a novel deep
learning—based intrusion detection framework that effectively identifies cybersecurity
vulnerabilities and malicious activities in cyber-physical environments. The proposed
approach integrates unsupervised learning with deep discriminative models and employs a
Generative Adversarial Network (GAN) to enhance attack detection performance in
complex network traffic. Extensive experiments were conducted on benchmark datasets,
including NSL-KDD, KDDCup99, and UNSW-NB15, to evaluate the effectiveness of the
proposed model. The results demonstrate a significant performance improvement, achieving
an high accuracy with enhanced reliability and efficiency when trained using a dropout rate
of 0.2 and 25 epochs. Furthermore, the model achieved the highest True Negative Rate
(TNR) and High Detection Rate (HDR) for multiple attack categories, including
BruteForce-XSS, BruteForce-WEB, DoS Hulk, and DoS LOIC HTTP attacks.

Cybersecurity, Generative
Adversarial  Network (GAN),
Cyber-Physical Systems Security,
Network Attack Detection

I. INTRODUCTION infrastructures by enabling real-time data exchange,
The rapid expansion of Internet of Things (IoT) automation, and intelligent decision-making across

technologies has transformed modern cyber security cyber-physical systems. While IoT-enabled
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environments improve operational efficiency and
connectivity, they also introduce significant security
challenges due to their distributed architecture, resource
constraints, and  heterogeneous communication
protocols. These characteristics make IoT infrastructures
highly vulnerable to a wide range of cyber threats,
denial-of-service

including malware propagation,

attacks, unauthorized access, and data breaches.
Traditional security mechanisms and signature-based
intrusion detection systems are often inadequate for
protecting loT-driven networks, as they struggle to
detect zero-day attacks, adapt to evolving threat
patterns, and operate efficiently under real-time
constraints. Moreover, the increasing volume and
complexity of network traffic in IoT ecosystems lead to
high false-positive rates and delayed threat responses,
which can compromise system reliability and safety. To
address these challenges, real-time malicious intrusion
detection using advanced machine learning and deep
learning techniques has gained significant attention. By
learning complex patterns from large-scale network
data, intelligent intrusion detection frameworks can
enhance detection accuracy, reduce false alarms, and
effectively identify both known and unknown attacks.
This study focuses on the detection of real-time
malicious intrusions and attacks in IoT-empowered
cyber security infrastructures, aiming to improve threat
visibility, system resilience, and secure communication
in next-generation IoT environments.

2. LITERATURE SURVEY

The deep learning methods brought a big revolution in
computer science with additional powerful subfields
fields,

Processing (NLP), machine learning, computer vision,

and various including Natural Language
and speech/audio processing. In visual data analytics,
Convolutional Neural Networks (CNNSs) have exhibited
substantial gains in picture categorization, object
identification, and video motion monitoring. A CNN
contains a sequence of linear and nonlinear layers called
a hierarchical structure, with a direct connection and
shared weights. It was first proposed for simple picture
recognition. LeNet-5 CNNs have two convolutional
layers, each followed by a sub-sampling layer and,
eventually, a convolution for class prediction. It was
later widely employed in various scientific and
real-world applications as hardware technology (e.g.,

GPUs) progressed [2], [11], [12], [13], [14], [15], [16], [17].
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A study of intrusion detection datasets was recently
published [16]. The research includes 34 datasets and 15
features for each of them. The traits of these are divided
into five categories: (1) well-known data, (2) assessment,
(3) recording environment, (4) recording volume, (5)
recording type, and well-known, relevant data [8], [17],
[18], [19], [20] researched intrusion detection systems’
machine learning methodologies. The datasets were
divided into three categories: The first category is
packet-level data, then the second one is network packet
data, and the last category is accessible datasets. The
computational cost was also analyzed in the study
(running time) of each malware detection approach that
employs extraction and machine learning technology.
3.SYSTEM ARCHITECTURE

System architecture defines the overall structural design
of a system by identifying its major components, their
responsibilities, and the interactions among them. It
provides a high-level view of how data flows through
different modules, how processing units are connected,
and how outputs are generated. In software-based
intelligent systems, system architecture helps in
understanding scalability, modularity, data processing
flow, and integration of machine learning models with

user interfaces and datasets.
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Figl: System Architecture
4 METHODOLOGY
The proposed methodology aims to develop a real-time
deep learning-based intrusion detection framework for
The

system integrates unsupervised learning and deep

IoT-empowered cybersecurity infrastructures.
discriminative modeling using a Generative Adversarial
Network (GAN) to enhance detection capability for both

known and unknown attacks. The overall process




consists of data acquisition, preprocessing, feature

engineering, model training, and performance
evaluation.
Initially, benchmark datasets such as NSL-KDD,

KDDCup99, and UNSW-NBI15 are collected to simulate
diverse IoT network traffic conditions. These datasets
contain normal and multiple attack categories. Data
preprocessing involves removing duplicate entries,
handling missing values, encoding categorical features
using one-hot encoding, and normalizing numerical
attributes using Min-Max normalization:
X — Xonin
Xmax = Xmin

where X represents the original feature value, and

Xnorm =

Xmin and X, denote the minimum and maximum
values of that feature. This ensures stable and faster
convergence during training.
The core detection mechanism is constructed using a
GAN-based architecture. The GAN consists of two
components: a Generator Gand a Discriminator D. The
generator learns to produce synthetic network traffic
samples that resemble real attack patterns, while the
discriminator distinguishes between real and generated
samples. The adversarial objective function is defined as:
m(i;n max V(D,G)

= Ex pypao[108 D] + E,-p, () [log (1

—D(G(2)))]
where pgq:q(x)represents the real data distribution and
p.(2z) denotes the noise distribution. This adversarial
training enhances the system’s ability to detect
sophisticated and zero-day attacks.
The discriminator output is further connected to deep
dense layers with dropout (0.2) to prevent overfitting.
The final classification is performed using a sigmoid

activation function:

Py=11x)=

1+e?

where zis the output logit and P(y = 1 | x)represents the
probability of malicious intrusion.

The model is trained for 25 epochs using the Adam
optimizer and binary cross-entropy loss. Performance
metrics such as Accuracy, True Negative Rate (TNR),
Detection Rate (DR), and False Positive Rate (FPR) are
calculated to evaluate real-time detection capability.
Experimental results demonstrate improved detection
accuracy and robustness attack

across multiple

categories, confirming the effectiveness of the proposed
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deep learning based intrusion detection framework in
IoT-enabled cybersecurity environments.

5. DESIGN AND CONSTRUCTION

The design of the proposed real-time malicious intrusion
for IoT-enabled

infrastructures is based on a deep learning architecture

detection system cybersecurity
integrated with a Generative Adversarial Network
(GAN). The system is structured into modular layers to
and adaptability to

evolving cyber threats in cyber-physical environments.

ensure scalability, efficiency,
The construction begins with the data acquisition
module, which collects real-time or benchmark network
traffic datasets such as NSL-KDD, KDDCup99, and
UNSW-NB15. These datasets simulate IoT network
behavior containing both normal and malicious traffic
patterns. The preprocessing module is constructed to
clean and normalize the data by removing redundant
entries, encoding categorical attributes, and applying
feature scaling. This step ensures stable model
convergence and reduces computational complexity.
The core construction phase involves implementing the
GAN-based deep learning framework. The Generator is
designed to create synthetic attack samples that mimic
real intrusion patterns, thereby improving the model’s
exposure to diverse attack scenarios. The Discriminator
is built as a deep neural network classifier responsible
for distinguishing between legitimate traffic and
malicious activity. Dropout layers with a rate of 0.2 are
integrated to prevent overfitting and enhance
generalization performance.

Finally, the classification module outputs real-time
predictions identifying traffic as normal or intrusive. The
modular and layered architecture enables efficient
IoT

ensuring improved detection accuracy, reduced false

deployment in cybersecurity infrastructures,
positives, and adaptability to emerging attack patterns.
6. RESULTS AND DISCUSSION

The proposed deep learning-based intrusion detection
framework demonstrates superior performance across
multiple benchmark datasets, including NSL-KDD,
KDDCup99, and UNSW-NB15. The model consistently
outperforms traditional machine learning and existing
deep learning approaches, indicating strong
generalization capability and robustness against diverse
cyber-attack patterns. The integration of Generative

Adversarial Networks (GAN) significantly enhances




detection performance by learning complex traffic

distributions and reducing false-positive rates.
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Fig 2: Dataset Upload

The system interface is illustrated in Figure 2, where users
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upload the UNSW-NB15 dataset for preprocessing and
analysis. This step involves handling missing values,
normalization, and feature encoding, which are essential

for improving model performance.
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Fig 3: Attack prediction
The intrusion detection capability is demonstrated in
Figure 3, where the system analyzes unseen test data and
classifies network traffic as normal or malicious. The
model effectively detects real-time attacks such as

BruteForce-WEB and automatically flags suspicious

packets, ensuring enhanced security for IoT
environments.

Fig 4: Comparison Graph
The performance comparison is presented in Figure 4,

which evaluates models such as CNN, RNN, and the
proposed GAN-based approach using metrics like
accuracy, precision, recall, and F1-score. The GAN-based
model achieves the highest scores across all metrics,
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demonstrating improved detection capability and
reduced false positives compared to baseline models.
The experimental results confirm that the proposed
model achieves high True Negative Rate (TNR) and
High Detection Rate (HDR) for major attack categories,
including DoS and web-based intrusions. Optimal
performance is achieved with a dropout rate of 0.2 and
25 training epochs, balancing accuracy and
computational efficiency. The system effectively detects
both high-volume and stealthy attacks, making it
suitable for real-time deployment in
resource-constrained IoT environments. Overall, the
framework provides a reliable, scalable, and efficient
solution for modern cybersecurity applications.

7. CONCLUSION

The proposed system provides an end-to-end solution
for detecting real-time malicious intrusions and attacks
By

integrating multiple deep learning algorithms, including

in - IoT-enabled cybersecurity environments.
conventional CNN and RNN models alongside a novel
GAN-based approach, the system effectively analyzes
network traffic data and classifies each request as normal
or malicious. Data preprocessing, including handling
missing values, encoding categorical features, and
feature normalization, ensures that the models receive
high-quality, consistent input. The use of one-hot
encoding and - train-test splitting allows accurate
evaluation of model performance. Experimental results,
supported by metrics such as accuracy, precision, recall,
Fl-score, and confusion matrices, demonstrate that the
GAN-based model
learning models in detecting complex intrusion patterns
The

user-friendly GUI enables real-time predictions and

outperforms traditional deep

and anomalous behavior. inclusion of a

visualization of performance metrics, making the system

practical for cybersecurity professionals and IoT
infrastructure  managers. Overall, the system
demonstrates the feasibility and effectiveness of

applying advanced deep learning techniques for
proactive intrusion detection in modern networked
environments.

FUTURE SCOPE

Future enhancements can include online or incremental
learning to enable continuous adaptation to new cyber
threats. Integrating hybrid models combining Future
incremental

enhancements can include online or

learning to enable continuous adaptation to new cyber




threats. Integrating hybrid models combining GAN,

CNN, RNN, and Transformer architectures can improve

detection accuracy. Deployment using edge computing

can provide faster, real-time threat detection with

reduced bandwidth usage. Additionally, incorporating

explainable Al and multi-modal data fusion will enhance

transparency and detection of complex and zero-day

attacks.and Transformer architectures can improve

detection accuracy. Deployment using edge computing

can provide faster, real-time threat detection with

reduced bandwidth usage. Additionally, incorporating

explainable Al and multi-modal data fusion will enhance

transparency and detection of complex and zero-day

attacks.
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