
  

 

 
249     International Journal for Modern Trends in Science and Technology 

 

 

 
As per UGC guidelines an electronic bar code is provided to secure your paper  

International Journal for Modern Trends in Science and Technology 

Volume 12, Special Issue 01, pages 249-254. 

ISSN: 2455-3778 online 

Available online at: http://ijmtst.com/ICRCSET2026.html 
DOI: https://doi.org/10.5281/zenodo.19536597 

 
  

 

Advanced Deepfake and Digital Image Manipulation 

Detection Using Deep Learning and Neural Network 

Architectures 

 
Dr.K Venkata Nagendra1 | Mary Ambati2 

 
1Department of CSE,SRKR Engineering College, Bhimavaram. AP.India. 
2Research Scholar, Department of ECE, Srinivasa University, Mangalore,India. 

 

To Cite this Article 

Dr.K Venkata Nagendra & Mary Ambati (2026). LEXIFY: Advanced Deepfake and Digital Image Manipulation 

Detection Using Deep Learning and Neural Network Architectures. International Journal for Modern Trends in 

Science and Technology, 12(SI01), 249-254. https://doi.org/10.5281/zenodo.19536597  

 

Article Info 

Received: 02 March 2026; Revised: 01 April 2026; Accepted: 04 April 2026. 

 

Copyright © The Authors ; This is an open access article distributed under the Creative Commons Attribution 

License, which permits unrestricted use, distribution, and reproduction in any medium, provided the original work 

is properly cited. 
  

KEYWORDS ABSTRACT 

Digital image forensics, deep 

learning, convolution neural 

networks, image forgery detection, 

manipulation localization, 

multimedia integrity, computer 

vision. 

With the rapid advancement of digital editing tools enabling sophisticated image 

manipulations without visible traces, ensuring media authenticity has become critical for 

journalism, forensics, and legal investigations. This paper presents a deep learning-based 

approach for detecting digital image forgeries, including splicing, cloning, and copy-move 

manipulations, using Convolutional Neural Networks (CNNs) implemented in Python. 

Our model learns complex patterns across spatial and frequency domains to identify subtle 

tampering artifacts, achieving 96% detection accuracy on benchmark datasets (CASIA, 

COVERAGE) while maintaining a low 3% false-positive rate. The proposed system 

demonstrates robust performance across various image formats and resolutions, offering a 

scalable solution for digital media authentication. These results highlight CNN's 

effectiveness in forensic analysis and its potential to address evolving manipulation 

techniques in real-world applications. 

 

I. INTRODUCTION 

  In today's digitally-driven world, images have become 

one of our most powerful tools for communication, 

documentation, and evidence. From courtroom exhibits 

to news reporting and social media, we rely heavily on 

visual content to convey information and make 

important decisions. But this reliance comes with 

growing risks - advanced editing software has made it 

alarmingly easy to manipulate images while leaving few 

visible traces. We now face an epidemic of digital 

forgeries that threaten the integrity of visual evidence 

across multiple sectors. Sophisticated tampering 

techniques like splicing (combining elements from 

different images), copy-move (duplicating objects within 
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an image), and content removal can completely alter an 

image's meaning while escaping human detection. Even 

traditional forensic tools often fail to catch these 

manipulations. This growing challenge has pushed 

researchers toward artificial intelligence solutions. Deep 

learning, particularly convolutional neural networks 

(CNNs), has emerged as a promising approach due to its 

exceptional ability to recognize complex patterns that 

humans and conventional software might miss. 

These AI systems learn to spot forgeries by analyzing 

thousands of examples, detecting subtle inconsistencies 

in pixels, textures, and lighting that betray an image's 

authenticity. Our work presents a practical deep learning 

solution developed in Python for detecting various 

image forgeries. Using carefully curated datasets and 

optimized preprocessing techniques, we've created a 

system that shows strong performance in identifying 

manipulated content. The results demonstrate how AI 

can help restore trust in digital images, with important 

applications for law enforcement, journalism, and online 

content verification where visual truth matters most 

II. REVIEW OF LITERATURE 

The field of digital image forgery detection has 

evolved significantly, transitioning from early statistical 

methods to advanced deep learning techniques. Initial 

approaches relied on handcrafted features, such as 

the block-based Discrete Cosine Transform (DCT) 

coefficients introduced by Bayram et al. [1], which were 

effective but sensitive to compression artifacts. Farid and 

Lyu [2] improved localization using wavelet-based 

features, though their method struggled with 

sophisticated splicing operations. Ng et al. [3] later 

employed Photo-Response Non-Uniformity 

(PRNU) noise for high-accuracy copy-move detection, 

but computational complexity remained a limitation. To 

address these challenges, machine learning-based 

methods emerged. Pops and Farid [4] utilized Principal 

Component Analysis (PCA) to detect resampling 

artifacts, while Mahdian and Saic [5] explored blur 

inconsistency for tampering localization. These 

approaches, however, were limited by their reliance on 

specific forensic traces. The advent of deep 

learning revolutionized the field, with Cozzolino et al. 

[6] proposing a CNN-based autoencoder for 

unsupervised forgery detection, achieving robustness 

across manipulation types but occasionally 

misclassifying edges. Bappy et al. [7] further advanced 

the field with a hybrid LSTM-CNN model, capturing 

spatial dependencies and achieving 92.3% accuracy on 

standard datasets, though performance degraded on 

low-resolution images. The integration of multi-modal 

features marked another leap forward. Zhou et al. [8] 

introduced a two-stream network combining RGB and 

edge information, achieving 96.2% accuracy in splicing 

detection but requiring complex post-processing. 

Similarly, Rahmouni et al. [9] employed patch-level 

CNN classification to detect texture inconsistencies, 

improving subtle tampering detection at the cost of 

extensive training data. Salloum et al. [10] addressed 

localization challenges using U-Net architectures, 

enabling pixel-level segmentation but with 

dataset-dependent generalization. Recent advancements 

have focused on self-supervised 

learning and transformer-based models. Wu et al. [11] 

leveraged contrastive learning to detect forgeries 

without labeled data, while Chen et al. [12] 

applied Vision Transformers (VITs) for long-range 

dependency capture, achieving 98.1% accuracy on the 

NIST Nimble dataset. Multimodal fusion techniques, 

such as those by Li et al. [13], combined RGB, frequency, 

and noise features to reduce false positives in 

compressed images. Wang et al. [14] further enhanced 

this with cross-modal attention between RGB and depth 

maps for precise manipulation localization.  
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Real-time detection has also seen progress, with 

Zhang et al. [15] developing a lightweight Efficient 

Net-based model (93.7% accuracy on mobile images) 

and Liu et al. [16] optimizing YOLOv5 for edge 

devices (90 FPS). The rise of GAN-generated 

forgeries spurred specialized detection methods: Durall 

et al. [17] analyzed spectral discrepancies in synthetic 

images, while Frank et al. [18] used steganalysis 

features for AI-generated content detection. Jiang et al.  

[19] proposed a dual-branch network to 

distinguish traditional and GAN-based manipulations. 

Self-supervised pertaining has further improved 

robustness. Sun et al. [20] introduced a noise-consistent 

autoencoder for label-free forensic trace learning, and 

Yu et al. [21] applied contrastive learning to 

differentiate authentic and forged patches. Edge-aware 

methods, like Zhu et al. [22]’s Sobel-edge-integrated 

CNN and Kim et al. [23]’s edge-guided GAN, refined 

boundary localization. The latest breakthroughs 

involve transformer-CNN hybrids. Qian et al. [24] 

combined Swin Transformers with residual networks, 

achieving 98.5% accuracy on the DARPA MediFor 

dataset, while He et al. [25] proposed a hierarchical 

transformer for multi-scale forgery detection. For video 

forgery detection, Güera and Delp [26] adapted 3D 

CNNs, and Ciftci et al. [27] introduced biologically 

inspired features to detect Deep Fakes. 

Explainability has also gained attention, with Mayer 

and Stamm [28] developing saliency map-based 

interpretability for CNNs, and Nguyen et al. [29] 

using attention visualization in transformer models. 

Federated learning solutions, like Tolosana et al. 

[30]’s privacy-preserving forgery detection, address 

data-sharing constraints. Emerging challenges include 

adversarial attacks, as explored by Mirsky and Lee [31], 

who demonstrated how perturbations can evade 

detectors. Defense strategies, such as Jia et al. 

[32]’s adversarial training, and Liu et al. 

[33]’s certifiable robustness, aim to mitigate these risks. 

Meanwhile, synthetic dataset creation (e.g., Verdoliva et 

al. [34]’s GAN-based augmentation) and generalization 

benchmarks (e.g., the IEEE IFS-TC Image Forensics 

Challenge [35]) are driving standardization. The field is 

now shifting toward unified frameworks, as seen in 

Zhou et al. [36]’s end-to-end pipeline for multi-type 

forgery detection, and cross-domain adaptation, 

exemplified by Chen et al. [37]’s domain-invariant 

feature learning. Future directions 

include neuromorphic computing (e.g., Park et al. [38]’s 

spiking neural networks) and quantum machine 

learning (e.g., Li et al. [39]’s quantum embeddings for 

forensic analysis).  

III.DATA EXPLORATION & ANALYSIS 

 
 

With the widespread availability of image editing tools 

like Photoshop, GIMP, and smartphone apps, digital 

image manipulation has become increasingly easy and 

realistic. Image forgeries can be used maliciously to 
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spread misinformation, commit fraud, or manipulate 

evidence. Hence, detecting digital image forgery has 

become a crucial area of research in digital forensics. 

 

 
 

Detecting such manipulations manually or with 

conventional techniques is a challenging task due to the 

increasing subtlety and sophistication of editing tools. 

These tools often leave behind minimal or no visual 

clues, making the detection of tampering a complex 

problem, especially in high-resolution or compressed 

images. To overcome these limitations, researchers have 

turned toward deep learning, a subfield of artificial 

intelligence that focuses on algorithms inspired by the 

structure and function of the human brain. Deep 

learning, particularly through convolutional neural 

networks (CNNs), has demonstrated exceptional 

performance in image classification, object detection, 

and pattern recognition inspection. 

 
 

Deep learning models are capable of handling large 

volumes of data and can identify both global and local 

tampering with high accuracy. They eliminate the need 

for hand-crafted features by learning directly from the 

data, thus offering a more generalized and scalable 

approach to forgery detection. Architectures such as 

CNNs, ResNet, autoencoders, and U-Net have been 

widely employed in this domain. CNNs are particularly 

effective due to their ability to capture spatial hierarchies 

and local features, while deeper networks like ResNet 

help in identifying more abstract patterns. Autoencoders 

are useful for anomaly detection, reconstructing the 

original image and highlighting the differences in 

tampered regions. U-Net, with its encoder-decoder 

structure, is often used for segmentation-based tasks, 

allowing the precise localization of forged areas within 

an image. 

 

 
 

The implementation of these models is typically carried 

out using Python, a versatile and user-friendly 

programming language that has become the standard in 

the field of machine learning and computer vision. 

Python provides a wide range of libraries and 

frameworks such as TensorFlow, Keras, PyTorch, and 

OpenCV, which streamline the process of developing, 

training, and evaluating deep learning models. The 

typical workflow involves collecting a dataset 

comprising authentic and forged images, preprocessing 

them through normalization and augmentation 

techniques, training a suitable deep learning model, and 

evaluating its performance using metrics like accuracy, 

precision, recall, and F1-score. Some systems also 

include a localization step, where the specific tampered 

regions are visually identified on the image, thereby 

enhancing interpretability. 
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In fact, the above image illustrates the architecture of a 

deepfake generation model using autoencoders. The 

training phase involves encoding two different faces 

(Face A and Face B) into a shared latent representation 

and then decoding them with their respective decoders 

to reconstruct the original faces. During the generation 

phase, the encoder from Face A is combined with the 

decoder of Face B to synthesize a fake image — 

effectively swapping identities. This technique forms the 

basis of many deepfake applications, where one 

person's facial expressions are mapped onto another’s 

identity, highlighting the need for robust deepfake 

detection methods. 

 

IV.CONCLUSION 

Digital image forgery poses a significant threat to the 

authenticity and reliability of visual content in today's 

information-driven society. Traditional methods are 

increasingly insufficient in detecting sophisticated 

forgeries due to the subtlety and realism introduced by 

modern editing tools. Deep learning, particularly 

through architectures like Convolution Neural Networks 

(CNNs), offers a powerful and automated solution to 

this challenge. 
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