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KEYWORDS ABSTRACT

Vehicle Security System, Face Vehicle security systems equipped with alarm mechanisms are commonly used to identify
Recognition,  Face  Detection, theft attempts and unauthorized access. However, conventional security systems are unable
to differentiate between a legitimate vehicle owner and an intruder, which limits the overall
effectiveness of the security mechanism. The primary objective of this research is to identify
the authorized vehicle owner through facial recognition technology and distinguish them
from unauthorized users. Face recognition is a computer vision technique that enables the
identification and verification of individuals using digital facial images. The process
operates by comparing unique facial characteristics and patterns with facial information
stored in a predefined database.

The proposed Face Recognition-based vehicle security system provides an efficient method
for protecting vehicles against theft when the owner is absent. The system allows the vehicle
to start only after successfully detecting and validating the owner’s facial information
stored in the database. If the detected face does not match any authorized user profile, the
system automatically activates an alarm and disables the ignition system, thereby
preventing vehicle operation. In this study, four facial samples were registered in the
database as authorized users, while another four facial samples were treated as unauthorized
individuals and excluded from the database. Experimental results demonstrated that only
registered facial profiles were able to activate the vehicle ignition system, whereas facial
samples outside the database were denied access and prevented from starting the vehicle.

Arduino-Based Vehicle Security
System.

1. INTRODUCTION the presence of thieves. But the system cannot tell the

Motor vehicle ownership every year always increases.  difference between a vehicle owner and a thief, so the
Be it private cars, public transportation, goods cars, or  security level is very low. The use of face recognition in
motorbikes. This is accompanied by an increasing this study is to recognize the vehicle owner's face and
number of motor vehicle thefts. Security systems on distinguish it from the thief's face.

vehicles with alarms have been widely applied to detect
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Face recognition is a biometric technology that has
been widely applied in security systems, not only
recognizing the retina of the eye, recognizing
fingerprints and irises Ambadi P, Joyal Johnson (2017),
Nethravati B, Sinchana SS, Anil BC (2019). In the
application itself, facial recognition uses a camera to
capture a person's face and then compares it to a face
that has been entered into a particular database. Face
recognition is a technology from a PC that allows us to
recognize or verify a person's face through a digital
photo. The trick is to match the texture of our facial
curves with facial information stored in the database.
One of the applications is with the help of Al-Thinker on
esp32-cam. The person's face is compared to the
authorized person's face stored on the SD card
esp32-cam ,Marella Nagendra Babu (2019)

The vehicle security system using Face Recognition is
a system that is very helpful in securing the vehicle from
theft when the owner leaves it. The vehicle can only be
started by detecting the owner's face which has been
entered in the system database. If the driver's face is not
recognized and is not in the system database, this tool
will automatically sound an alarm and turn off the
ignition of the vehicle so that it cannot be turned on.

The final result of the study shows that the vehicle safety
system with face detection can work well. For face
samples entered into the database, the average voltage
generated from each experiment ranges from 3.2 -3.8
Volts. This voltage range can activate the relay so that it
can trigger/activate the ignition system in the vehicle. As
for the face samples that were not entered into the
database, the average voltage generated from each
experiment ranged from 0.9 -1.6 Volts. This voltage
cannot activate the cannot

range relay, so it

trigger/activate the ignition system in the vehicle.

2. METHOD
Working Principles

& | B D

Figure 1. Working Principles

There are five main components in this series, namely:
ESP 32 camera, laptop, Arduino, relay, and ignition

system. The working principle of this tool is as follows. If
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a face is detected by the ESP 32 camera mounted on the
steering wheel dashboard, the ESP 32 camera will send a
notification signal to the Arduino. If the face of the driver
has been registered in the database entered by the
program from the laptop, the Arduino will send a signal
1 to activate the relay connected to the ignition system of
the vehicle. If the driver's face is not in the database, it
will signal 0 to the relay, so the relay will not turn on and

will not be able to activate the ignition of the vehicle.

Face Detection Method on ESP 32 Cam

ESP 32 Cam can detect human faces with the MTMN
model. Input is an image with 24-bit RGB format. The
output is the coordinates of the human face if it is in the
image. If a human face is detected through the process, it
can be verified with the previously registered face. The
input is the original image and the result of the face
detection process. The output is a 512-d vector
representing faces. Then by comparing with the existing
face vectors, we can determine whether the two faces are
from the same person, esp-dl - GitHub . The steps below

list the whole Face Recognition process:

Image }-‘ ”,‘"'— ) H N\::\'\_’;_,: H Face Recognition }.‘ ri][(’c

Figure 2. Block Diagram of Face Detection Method on
ESP32 CAM

The working process of the box diagram is as follows:
1.Image: Get the input image with a resolution of
320x240.

2. Face Detection: Start Face Detection and get face
coordinates.

3. Align Face: Align the face using the coordinates and
get a face image of the desired size.

4. Face ID, Face Recognition: Enter the aligned face
image into the face recognition algorithm and create Face
ID. get_face_id and recognize_face

5. Compare the newly created Face ID with the existing
Face ID and get the distance between these two Face IDs
(usually in Euclidean distance or Cosine distance).

6. Determine if the two Face IDs are from the same
person by comparing the distance between these two
Face IDs and the specified threshold.




Data capture

Data from the study will be entered in a table as shown
in table 1. The variables used are facial variations and the
resulting output voltage. The data collection technique
was carried out by recording every voltage generated
from the ESP 32 when given input in the form of sample
variations from faces contained in the database or those
not in the database.

Tabel 1. Research data table

No Sample Vout1l | Vout2 | Vout3 Vout
(volt) (volt) (volt) Average
1 Al
2 A2
3 A3
4 A4

In table 1, four face samples will be entered which will
be entered as vehicle owners and will be compared with
four face samples that are not entered into the database.
In each sample, three trials were taken, and then the
average value of the output voltage from the ESP 32 was
taken to compare the output voltage value of the sample
data in the database and the sample data outside the

database.

3. RESULT AND DISCUSSION
Facial sample data entered in database
As the face sample data contained in the database, four

samples were taken which were included in table 2.

Table 2. Comparison of output voltages generated from

face samples in the database

Face Sample Display V1 V2 V3 |V Average

(volt) (volt) (volt) (volt)

Front 3.6 3 32 327

A RightSide | 3.9 35 35 3.63
Left Side 3.7 34 35 352

Front 38 39 35 373

B Right Side 37 36 39 373
Left Side 39 39 3.6 338

Front 3.6 34 37 3.56

C Right Side 38 35 39 373
Left Side 3.7 38 36 37
Front 3.6 3.7 3.5 3.6

D Right Side 34 35 32 336
Left Side 3.7 38 39 38
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There are 4 face samples entered in the database, each
of which has three sides. That is the front view, the right
side view, and the left side view. On each side, 3 trials
will be carried out to get the output voltage (Vout) from
the ESP 32 and connect to the Arduino to activate the
ignition system on the vehicle. The graph of the average

stress can be seen in Figure 2.
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Figure 2. Comparison graph of the output voltage value
on the sample in the

database

For the face samples entered into the database shown
in the graph in Figure 2, the average voltage generated
from each experiment, namely V out for the front view,
right side, and left side view, ranges from 3.2 -3, 8 Volts.
This voltage range can activate the relay so that it can

trigger/activate the ignition system in the vehicle.

Face sample data is not entered in the database

As facial sample data is not contained in the database,
four samples are taken which are included in table 3.
Table 3. Comparison of output voltages generated from

face samples outside the database

Vi1 V2 V3 %
Face Display (volt) | (volt) | (volt) | Average
Sample (volt)
Front 1.3 0.9 1.2 1.133
A Right Side 1.2 1.1 1.3 1.2
Left Side 0.9 1.2 0.8 0.967
Front 1.1 0.7 0.9 0.9
B Right Side 12 0.8 0.7 0.9
Left Side 1.2 1 1.2 1.134
Front 13 1.1 1.2 1.2
c Right Side 1.1 0.9 1.2 1.06
Left Side 13 15 1.2 1.32
Front 0.8 0.7 0.9 0.8
D Right Side 1.5 1.3 0.9 1.24
Left Side 1.2 13 1.2 1.23




There are 4 face samples that are not included in the
database, each of which has three sides. That is the front
view, the right side view, and the left side view. On each
side, 3 trials will be carried out to get the output voltage
(Vout) from the ESP 32 and connect to Arduino to

activate the ignition system.
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Figure 3. Graph of the comparison of the output voltage

values in samples outside the database

For face samples that were not entered into the database,
the average voltage generated from each experiment
ranged from 0.9 -1.6 Volts.This voltage range cannot
activate the relay, so it cannot trigger/activate the
ignition system in the vehicle. The graph of the
comparison of the output voltage values in samples

outside the database can be seen in Figure 3.

4. CONCLUSION

The vehicle safety system can be implemented by
utilizing face detection to identify the owner/driver of
the vehicle. And only the owner registered in the
database can activate/operate the vehicle. The circuit
used consists of an Arduino, ESP 32, a laptop, and a relay
connected to the vehicle's ignition system. Based on the
data generated from the experiment, it can be concluded
that for the voltage generated for some of the samples
entered in the database, there are only a few differences
in the voltage values. However, when compared with
several samples that were not included in the database,
there was a significant difference in the value of the
voltage.The stability of the voltage on each part tends to
be stable, which has a difference of only
0.5 volts.

Conflict of interest statement
Authors declare that they do not have any conflict of

interest.

330

REFERENCES

(1

(2]

3]

[4]

[5]

[6]

[7]

(8]

9]

[10]

[11]

[12]

e
International Journal for Modern Trends in Science and Technology

Ambadi P, Joyal Johnson. “Security System Based on Face
Detection” International Journal of Advanced Research in
Electrical, Electronics and Instrumentation Engineering. 2017
E.Francy Irudaya Rani, R.Vedhapriyavadhana,
S.Jeyabala.” Attendance Monitoring Using Face Recognition with
Message Allert” Indo Iranian Journal of Scientific Research
(IIJSR). 2018

Nethravati B, Sinchana SS, Anil BC . “Advanced Face Recognition
Based Door Unlock System using Arduino” International Journal
of Recent Technology and Engineering (IJRTE). 2019

Maneesh Ayi, Ajay Kamal Ganti, Maheswari Adimulam “Face
Tracking and Recognition Using Matlab and Arduino”
International Journal for Research in Applied Science &
Engineering Technology (IJRASET). 2017

Bahajathul Fathema, Bandlamudi Ravali. “Real Time Face
Detection Using Matlab” International Journal of Engineering
Research and Technology (IJERT) 2018

Hsu, Rein-Lien, Mohamed Abdel-Mottaleb, and Anil K. Jain.
"Face detection in color images." Pattern Analysis and Machine
Intelligence, IEEE Transactions on 24.5 (2002): 696-706L. Daewon,
S. Hanbyul, B. Clerckx, E. Hardouin, D. Mazzarese,

S. Nagata dan K. Sayana, "Coordinated multipoint transmission
and reception in LTE-advanced: deployment scenarios and
operational challenges," IEEE Commun. Magazine, vol. 50, no. 2,
pp. 148-155, 2012.

MayankChauha and MukeshSakle. —Study & Analysis of
Different Face Detection Techniques.|l International Journal of
Computer Science and Information Technologies, Vol. 5 (2), 2014,
1615-1618.

Surya Sujarwo, Aswin Wibisurya. “Door Security System for
Home Monitoring Based on ESP 32”ICCSI 2019

K. Zhang, Z. Zhang, Z. Li and Y. Qiao, "Joint Face Detection and
Alignment Using Multitask Cascaded Convolutional Networks,"
in IEEE Signal Processing Letters, vol. 23, no. 10, pp. 1499-1503,
Oct. 2016, doi: 10.1109/LSP.2016.2603342.

Marella Nagendra Babu, P Murali Khrisna. “Hand Gesture Based
Camera Monitoring System Using Raspberry Pi” IRJET 2019

N. Y. L. Venkata, C. Rupa, B. Dharmika, T. G. Nithin and N.
Vineela, "Intelligent Secure Smart Locking System using Face
Biometrics," 2021 International Conference on Recent Trends on
Electronics, Information, Communication
(RTEICT), 2021, pp. 268-273, doi:

10.1109/RTEICT52294.2021.9573869.

&  Technology




