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Security surveillance in public and private premises during nighttime remains a critical 

challenge, particularly concerning women's safety. This paper presents the design and 

implementation of an IoT-based autonomous women safety night patrolling robot capable of 

conducting surveillance operations without human intervention. The proposed system 

integrates an Arduino Uno microcontroller, NodeMCU Wi-Fi module, night vision camera, 

sound sensor, ultrasonic sensor, GPS module, motor driver, DC motors, and a buzzer to 

create a comprehensive, low-cost security solution. The robot autonomously navigates a 

predefined patrol route, continuously monitoring designated areas for unauthorized 

intrusion or suspicious activity. The sound sensor enables the robot to detect unusual 

acoustic disturbances beyond operational hours, triggering the camera module to capture 

high-definition images of the surrounding environment. Upon sound detection, the system 

automatically records the GPS coordinates of the event and transmits the captured images 

along with location data to a designated Telegram channel in real time, enabling immediate 

remote monitoring and intervention by security personnel. The ultrasonic sensor ensures 

obstacle avoidance, preventing collisions during autonomous navigation. An audible buzzer 

alarm provides localized alerts upon detection of significant disturbances. The system is 

managed through a web-based interface, allowing users to remotely monitor and control the 

robot over a Local Area Network. Experimental results demonstrate that the proposed 

system effectively detects environmental stimuli, transmits data reliably, and operates 

continuously with minimal human oversight. The low-cost architecture makes the solution 

accessible for deployment in educational institutions, residential complexes, and corporate 

http://www.ijmtst.com/vol12issue04.html
https://doi.org/10.5281/zenodo.19651459
https://doi.org/10.5281/zenodo.19651459
http://creativecommons.org/licenses/by/4.0/
http://creativecommons.org/licenses/by/4.0/
https://doi.org/10.5281/zenodo.19651459
http://www.ijmtst.com/


  

 

 
1051     International Journal for Modern Trends in Science and Technology 

 

 

facilities, significantly enhancing nighttime security infrastructure and women's safety. 

 

1. INTRODUCTION 

The rapid advancement of Internet of Things (IoT) 

technologies has ushered in a new era of intelligent 

automation, fundamentally transforming the landscape 

of security surveillance and public safety systems. 

Traditional security measures, such as stationary 

closed-circuit television (CCTV) cameras and human 

security personnel, are increasingly proving inadequate 

in providing comprehensive, round-the-clock protection 

for large or complex premises [1]. These conventional 

approaches are often constrained by limited field of 

view, human fatigue, high operational costs, and 

delayed response times, particularly during nighttime 

hours when the risk of unauthorized intrusion is 

significantly elevated. In this context, the development 

of autonomous robotic systems capable of continuous, 

intelligent patrolling represents a compelling and timely 

solution to modern security challenges. 

Women's safety, in particular, has emerged as a critical 

societal concern globally, necessitating innovative 

technological interventions that extend beyond passive 

monitoring into proactive, real-time threat detection and 

response [4]. Existing surveillance infrastructures 

frequently fail to provide adequate coverage of blind 

spots, and the absence of immediate alert mechanisms 

further diminishes their effectiveness. The integration of 

IoT-enabled robotic platforms with real-time 

communication technologies, such as the Telegram API, 

offers a promising avenue for bridging these critical gaps 

[2,3]. By equipping autonomous robots with sound 

detection, image capture, and GPS tracking capabilities, 

it becomes possible to create a dynamic, responsive, and 

cost-effective security ecosystem. 

Motivated by these challenges, this paper presents the 

design and implementation of an IoT-based autonomous 

women safety night patrolling robot. The proposed 

system leverages an Arduino Uno microcontroller as its 

central processing unit, complemented by a NodeMCU 

module for seamless wireless internet connectivity [6]. 

The robot is equipped with a high-definition night vision 

camera module for image capture, a sound sensor for 

acoustic intrusion detection, an ultrasonic sensor for 

real-time obstacle avoidance, and a GPS module for 

precise geographic location tracking [3,7]. Upon 

detection of an anomalous sound event within the 

patrolled perimeter, the system autonomously captures 

images of the surrounding environment and transmits 

them, along with the corresponding GPS coordinates, 

directly to a designated user via the Telegram messaging 

platform, enabling immediate situational awareness and 

intervention [2,4]. 

The key contributions of this research are as follows: 

(1) the development of a fully autonomous, low-cost 

night patrolling robot capable of operating along a 

predefined route without human intervention; (2) the 

integration of multi-sensor fusion, combining acoustic, 

visual, and proximity sensing, to achieve robust 

environmental awareness; (3) the implementation of a 

real-time alert mechanism utilizing the Telegram API for 

instantaneous image and location data transmission; and 

(4) the demonstration of a scalable IoT-based local area 

network architecture suitable for deployment in diverse 

security-critical environments, including educational 

institutions, residential complexes, and commercial 

facilities [1,5,6]. 

The remainder of this paper is organized as follows. 

Section 2 describes the proposed system architecture and 

its operational methodology. Section 3 provides a 

detailed account of the hardware components employed 

in the system, including the Arduino microcontroller, 

NodeMCU, sensors, and motor driver modules. Section 

4 outlines the software framework and communication 

protocols. Section 5 presents the experimental results 

and performance evaluation, and Section 6 concludes the 

paper with remarks on future research directions. 

 

 
Figure 1: Key Challenges in IoT-Based Women Safety Night 

Patrolling Robots 

2. LITERATURE REVIEW 

The growing need for automated security systems has 

prompted extensive research into IoT-enabled robotic 

platforms capable of autonomous surveillance, intrusion 

detection, and real-time alert generation. This section 

reviews existing literature pertinent to night patrolling 
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robots, IoT-based surveillance frameworks, and women 

safety systems, identifying key contributions as well as 

limitations that motivate the present work. 

Gupta and Singh [1] proposed an autonomous 

security surveillance robot integrating IoT and machine 

learning for intrusion detection. Their system 

demonstrated strong capability in identifying 

unauthorized movement within monitored zones using 

computer vision algorithms. However, the solution was 

computationally intensive, requiring high-end hardware 

that significantly elevated deployment costs, making 

widespread or low-budget adoption impractical. 

Furthermore, their system lacked dedicated 

sound-triggered event capture, limiting its effectiveness 

in low-light or visually obscured environments. 

Patel and Mehta [2] developed an IoT-based smart 

surveillance system employing the Telegram API for 

real-time alert dissemination. Their work established the 

viability of using messaging platforms as a cost-effective 

notification medium, enabling remote users to receive 

images and warnings without specialized software. 

Despite its novelty, their system was stationary and did 

not incorporate autonomous mobility, restricting 

coverage to fixed camera fields of view and rendering it 

unsuitable for wide-area patrolling scenarios. 

Rao, Reddy, and Naidu [3] addressed obstacle 

avoidance in robotic platforms using ultrasonic sensors 

interfaced with Arduino microcontrollers. Their 

implementation achieved reliable collision prevention in 

dynamic environments and validated Arduino as a 

robust, low-cost processing unit for sensor-actuator 

integration. However, their work focused exclusively on 

navigation mechanics and did not extend to surveillance 

functionalities such as image capture, GPS tracking, or 

wireless data transmission, leaving a significant gap in 

comprehensive security robot design. 

Krishnamurthy and Venkatesh [4] presented a women 

safety surveillance framework using IoT-enabled mobile 

robots equipped with GPS modules and image 

transmission capabilities. This work is particularly 

relevant as it directly addressed the safety of women in 

public and institutional spaces, demonstrating that 

mobile robotic platforms could effectively relay location 

data and visual evidence during security incidents. 

Nevertheless, the system depended on continuous 

network connectivity and did not incorporate 

sound-based event triggering, which is essential for 

detecting disturbances in acoustically active but visually 

obscure scenarios. 

Banzi and Shiloh [5] provided foundational 

documentation on the Arduino open-source electronics 

platform, affirming its suitability for physical computing 

applications ranging from simple sensor interfacing to 

complex multi-module systems. This work substantiates 

the choice of Arduino Uno in the proposed system as a 

cost-effective, accessible, and easily programmable 

microcontroller platform suitable for both academic and 

practical deployments. 

Zhang, Liu, and Chen [6] explored NodeMCU-based 

IoT architectures for real-time environmental monitoring 

and wireless data transmission in security contexts, 

demonstrating that ESP8266-based modules could 

efficiently handle concurrent data streams with minimal 

latency. Sharma and Kapoor [7] further contributed by 

designing a GPS-integrated autonomous patrol robot for 

perimeter security in smart campus environments, 

highlighting the importance of location awareness in 

patrol applications. 

A critical analysis of the reviewed literature reveals 

several recurring limitations: most systems are either 

stationary or lack multimodal sensing; few integrate 

sound detection with autonomous image capture and 

GPS transmission simultaneously; and cost constraints 

are seldom addressed holistically. The present work 

bridges these gaps by proposing a fully autonomous, 

low-cost night patrolling robot that combines sound 

sensing, real-time image capture, GPS coordinate 

logging, and Telegram-based alert transmission within a 

unified IoT framework specifically designed for women 

safety applications. 

3. SYSTEM ARCHITECTURE 

The proposed IoT-based autonomous women safety 

night patrolling robot is designed as a fully integrated, 

multi-layered system that combines embedded 

hardware, wireless communication, real-time sensing, 

and cloud-based notification mechanisms to deliver a 

comprehensive security surveillance solution. The 

overall architecture follows a modular design 

philosophy, wherein each functional unit operates 

semi-independently while exchanging data with 

adjacent modules through well-defined interfaces, 

ensuring robustness and scalability [1]. At a high level, 

the system can be partitioned into three principal tiers: 
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the perception and actuation tier, the processing and 

communication tier, and the remote monitoring and 

alerting tier. 

The perception and actuation tier encompasses all 

physical sensors and mechanical components 

responsible for interacting with the environment. The 

sound sensor continuously monitors ambient audio 

levels within the patrolled premises and serves as the 

primary trigger for event-driven capture operations. 

Upon detection of an anomalous sound event beyond a 

configurable threshold, the sensor emits a digital signal 

to the central processing unit. The ultrasonic sensor 

operates in parallel, scanning for physical obstacles in 

the robot's navigational path to prevent collisions and 

facilitate safe autonomous movement [3]. The camera 

module, interfaced with the NodeMCU, captures 

high-definition images of the area of interest at the 

moment a sound event is registered. The DC motors, 

driven by a dedicated motor driver module, execute 

directional and speed commands issued by the Arduino 

Uno, enabling the robot to follow its predefined patrol 

route and respond dynamically to detected stimuli [5]. 

The processing and communication tier is the 

computational core of the system, centred on the 

Arduino Uno microcontroller and the NodeMCU 

(ESP8266) Wi-Fi module. The Arduino Uno orchestrates 

all low-level hardware operations, including reading 

sensor inputs, controlling motor actuation via the motor 

driver, and triggering the onboard buzzer during 

intrusion events. The NodeMCU complements the 

Arduino by providing Internet connectivity, thereby 

enabling the system to operate within an IoT Local Area 

Network (LAN) framework [6]. Upon image capture, the 

NodeMCU encodes the image data and, along with the 

corresponding GPS coordinates retrieved from the 

integrated GPS module, transmits the information to the 

designated Telegram bot endpoint using the Telegram 

API. This integration ensures near-instantaneous 

delivery of situational intelligence to the security 

personnel or end-user [2]. The GPS module furnishes 

precise geolocation data at the time of each event, 

allowing operators to pinpoint the exact location of any 

detected disturbance within the patrol area [7]. 

 

The remote monitoring and alerting tier represents the 

user-facing dimension of the architecture. Security 

personnel receive real-time push notifications through 

the Telegram messaging platform, inclusive of the 

captured image and GPS coordinates, enabling rapid 

assessment and intervention without physical presence 

on-site [4]. Additionally, a web-based interface facilitates 

remote monitoring and manual override control of the 

robot's operations, further augmenting situational 

awareness. 

A critical design decision in this architecture is the 

event-driven data transmission model, wherein image 

capture and GPS logging are activated exclusively upon 

sound detection rather than continuously. This approach 

conserves bandwidth, reduces power consumption, and 

minimises false-positive data transmissions, thereby 

improving the overall efficiency of the surveillance 

pipeline [2,6]. Furthermore, the use of open-source 

platforms such as Arduino and NodeMCU significantly 

reduces the system cost, making the solution accessible 

to a broader range of deployment environments [5]. The 

integration of GPS tracking with real-time image 

transmission represents a particularly valuable design 

choice for women safety applications in large or dimly lit 

premises, as it enables precise incident localisation and 

rapid emergency response [4,7]. The complete data flow 

progresses from environmental event detection, through 

onboard processing, wireless transmission, and 

culminates in user notification, forming a closed-loop 

security surveillance cycle. 

 
Figure 2: System Architecture of IoT-Based Autonomous 

Women Safety Night Patrolling Robot 

4. METHODOLOGY 

This section presents the research design, data collection 

process, proposed algorithm, implementation details, 

and evaluation metrics employed in the development of 
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the IoT-based autonomous women safety night 

patrolling robot. 

 

4.1 Research Design and Overall Approach 

The proposed system adopts an experimental and 

prototypical research design aimed at developing a fully 

autonomous, low-cost security patrolling robot capable 

of real-time threat detection and alert transmission [1]. 

The overall approach integrates embedded hardware 

components, IoT communication protocols, and sensor 

fusion techniques to achieve seamless autonomous 

operation during nighttime patrolling. The system 

follows a closed-loop architecture wherein sensory 

inputs from the environment trigger predefined 

responses including image capture, GPS coordinate 

logging, and wireless alert dispatch [4]. The robot 

traverses a predefined route at configurable time 

intervals, continuously monitoring its surroundings for 

acoustic disturbances. Upon detection of anomalous 

sound events, the system autonomously initiates image 

capture and transmits the captured data along with GPS 

coordinates to a designated Telegram channel, enabling 

real-time remote monitoring by security personnel [2]. 

 

4.2 Data Collection Process 

Data collection is performed entirely in real time through 

the onboard sensor suite. The sound sensor continuously 

samples ambient audio levels within the patrolling 

premises. When the recorded amplitude exceeds a 

calibrated threshold, the system classifies the event as a 

potential intrusion and triggers the camera module to 

capture high-definition images of the area [1]. 

Simultaneously, the integrated GPS module records the 

precise geographical coordinates of the robot at the 

moment of detection [7]. The captured images, along 

with timestamped GPS data, are transmitted wirelessly 

via the NodeMCU ESP8266 Wi-Fi module to the 

Telegram API endpoint, where they are received and 

displayed at the control center [6]. The robot is also 

equipped with an ultrasonic sensor that continuously 

samples distance measurements at short intervals to 

facilitate obstacle detection and collision avoidance 

during navigation [3]. All sensor readings and 

transmission logs are recorded for post-deployment 

performance analysis. 

 

 

4.3 Proposed Algorithm 

 

Algorithm 1: IoT-Based Autonomous Patrol 

and Intrusion Alert Algorithm 

Input: Sound sensor readings (S), Ultrasonic 

distance measurements (D), Camera module 

feed (C), GPS coordinates (G), Predefined patrol 

route waypoints (W) 

Output: Alert images with GPS coordinates 

transmitted to Telegram, Obstacle-free 

navigation execution 

 

1. Initialize all hardware parameters: sound threshold 

(Ts), obstacle distance threshold (Td), patrol waypoints 

(W), NodeMCU Wi-Fi credentials, and Telegram API 

token 

2. Establish Wi-Fi connection via NodeMCU and 

authenticate Telegram API session [6] 

3. For each patrol waypoint Wi in W do 

4.   Navigate robot towards Wi using motor driver and 

Arduino Uno control logic 

5.   Continuously sample sound sensor reading S and 

ultrasonic distance D 

6.   If D <= Td then 

7.     Execute obstacle avoidance maneuver and 

recalculate path 

8.   End If 

9.   If S >= Ts then 

10.    Activate buzzer alarm for audible on-site alert 

11.    Capture image using camera module (C) 

12.    Record current GPS coordinates (G) from GPS 

module [7] 

13.    Preprocess and encode captured image for wireless 

transmission 

14.    Transmit image (C) and GPS coordinates (G) to 

Telegram channel via NodeMCU [2] 

15.    Log event timestamp, image reference, and GPS 

data locally 

16.  End If 

17.  Mark waypoint Wi as visited and advance to Wi+1 

18. End For 

19. Return to starting waypoint and reinitiate patrol 

cycle 

20. Aggregate transmission logs and return system status 

report 
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4.4 Implementation Details and Tools Used 

The system is implemented using an Arduino Uno as the 

primary microcontroller for sensor interfacing and 

motor control, while the NodeMCU ESP8266 provides 

internet connectivity for IoT-based data transmission 

[5,6]. The motor driver module controls differential drive 

motors for directional navigation. Software development 

is carried out using the Arduino IDE, with libraries 

including ESP8266WiFi, TelegramBot, TinyGPS++, and 

NewPing integrated for respective functional modules 

[3]. The Telegram Bot API serves as the communication 

middleware between the robot and the remote 

monitoring interface [2]. 

 

4.5 Evaluation Metrics 

System performance is evaluated using the following 

metrics: (i) sound detection accuracy, measured as the 

ratio of true positive intrusion events to total events; (ii) 

image transmission latency, recorded as the elapsed time 

between event detection and successful Telegram 

delivery; (iii) obstacle avoidance success rate, computed 

over multiple navigation trials [3]; and (iv) GPS 

coordinate accuracy, validated against known reference 

positions [7]. These metrics collectively assess the 

system's reliability, responsiveness, and operational 

effectiveness in real-world patrolling scenarios [4]. 

5. RESULTS AND DISCUSSION 

5.1 Experimental Setup 

The proposed IoT-based autonomous women safety 

night patrolling robot was evaluated in a controlled 

outdoor campus environment spanning approximately 

500 square meters. The experimental area included open 

corridors, blind corners, and semi-enclosed spaces to 

simulate realistic night patrolling scenarios. The robot 

was configured with an Arduino Uno microcontroller, a 

NodeMCU ESP8266 for wireless connectivity, an 

HC-SR04 ultrasonic sensor, a sound detection sensor 

module, a NEO-6M GPS module, and an OV2640 camera 

module. The predefined patrol route consisted of six 

waypoints arranged across the test zone, with the robot 

operating continuously over five-hour nocturnal 

sessions across ten trial nights. System performance was 

assessed under ambient lighting conditions below 5 lux 

to replicate genuine nighttime environments. The 

Telegram Bot API was used as the real-time image and 

alert transmission medium, consistent with approaches 

documented in prior IoT surveillance research [2]. 

 

5.2 Quantitative Results 

The system demonstrated a sound detection accuracy of 

92.4% across 250 simulated intrusion events, with a false 

positive rate of 6.8% and a false negative rate of 7.6%. 

Upon sound detection, the average image capture 

latency was recorded at 1.3 seconds, while the average 

transmission time of captured images to the designated 

Telegram endpoint was 2.7 seconds under standard 

Wi-Fi LAN conditions, yielding a total alert response 

time of approximately 4.0 seconds. GPS coordinate 

accuracy, validated against a reference GPS device, 

showed a mean positional error of 3.2 meters, which is 

consistent with NEO-6M module specifications reported 

in related autonomous patrol systems [7]. Obstacle 

detection using the ultrasonic sensor achieved a collision 

avoidance success rate of 96.1% across 180 navigation 

trials, corroborating findings from sensor-integrated 

robotic platforms documented in previous work [3]. The 

overall system uptime during the ten-night evaluation 

period was 98.2%, indicating robust operational 

reliability. 

 

5.3 Comparison with Baseline Methods 

The proposed system was benchmarked against two 

baseline approaches. The first baseline, a stationary IoT 

camera surveillance network similar to the architecture 

described by Gupta and Singh [1], achieved an intrusion 

detection accuracy of 84.7% but lacked autonomous 

mobility, resulting in significant blind spots covering an 

estimated 35% of the monitored perimeter. The second 

baseline, a Telegram-integrated static alert system as 

proposed by Patel and Mehta [2], achieved image 

transmission times averaging 3.9 seconds but offered no 

GPS localization or autonomous navigation capability. 

In direct comparison, the proposed mobile patrolling 

robot improved perimeter coverage by approximately 

41% over the stationary network and reduced average 

alert response time by 17.5% relative to the static 

Telegram-based system, while additionally providing 

real-time GPS coordinates that neither baseline could 

furnish. 
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5.4 Ablation Study 

An ablation analysis was conducted by disabling 

individual subsystems to quantify their contribution to 

overall performance. Removing the GPS module 

reduced the actionable utility of transmitted alerts 

significantly, as security personnel could not localize 

detected events. Disabling the ultrasonic obstacle 

avoidance module resulted in a collision rate increase 

from 3.9% to 28.3%, critically impairing autonomous 

navigation. Operating without the sound sensor and 

relying solely on timed image capture reduced intrusion 

detection sensitivity by 34.6%, confirming the centrality 

of acoustic event-driven triggering in the proposed 

architecture, an approach supported by 

NodeMCU-based IoT monitoring frameworks [6]. 

 

5.5 Observed Limitations 

Despite the promising results, several limitations were 

identified. The system's image transmission performance 

degraded in areas with weak Wi-Fi coverage, increasing 

transmission latency to up to 8.5 seconds at range 

boundaries. Sound sensor performance was adversely 

affected by high ambient wind noise, contributing to 

false positives during outdoor trials. Additionally, the 

robot's navigation relied on a fixed predefined route, 

limiting its adaptability to dynamic environmental 

changes. Future work should incorporate machine 

learning-based intrusion classification [1] and adaptive 

path planning algorithms to enhance robustness, 

particularly in complex or unpredictable patrol 

environments [4]. 

 
Figure 3: Performance Comparison: Proposed Method vs 

State-of-the-Art 

6. CONCLUSION 

This study addressed the growing need for 

cost-effective, autonomous security solutions capable of 

safeguarding premises during nighttime hours when 

human surveillance is least reliable. The proposed 

IoT-based autonomous women safety night patrolling 

robot was developed as a fully integrated system 

combining an Arduino Uno microcontroller, NodeMCU, 

sound sensor, ultrasonic sensor, GPS module, HD 

camera, motor driver, and buzzer to deliver continuous, 

unattended perimeter monitoring. By leveraging IoT 

connectivity and the Telegram API, the system enables 

real-time image transmission and GPS coordinate 

delivery directly to authorized users, ensuring prompt 

situational awareness without requiring physical 

presence at the monitored site [2]. 

The key contributions of this work are threefold. First, 

the system demonstrates that low-cost, open-source 

hardware platforms such as Arduino can be effectively 

orchestrated to perform complex autonomous behaviors 

including obstacle avoidance, sound-triggered image 

capture, and wireless data transmission [1]. Second, the 

integration of GPS tracking with instantaneous image 

forwarding provides a dual-layer verification 

mechanism that significantly reduces false alarm 

response times and improves the actionability of security 

alerts. Third, the robot follows a predefined patrol route 

and dynamically responds to acoustic stimuli, striking a 

practical balance between structured coverage and 

adaptive responsiveness that is well-suited to enclosed 

premises such as campuses, industrial facilities, and 

residential communities [4]. 

From a practical standpoint, the system offers a 

scalable and affordable alternative to static closed-circuit 

television networks, eliminating blind spots through 

mobility and reducing dependency on continuous 

human monitoring. Organizations with limited security 

budgets can deploy the robot to extend surveillance 

coverage during off-hours, thereby enhancing safety for 

staff, particularly women working in late-night 

environments [7]. 

Nevertheless, several limitations must be 

acknowledged. The current prototype relies on a 

predefined, fixed patrol route, which restricts its 

adaptability to dynamically changing environments. 

Sound-based triggering may produce false positives in 

acoustically noisy surroundings, and the system's 

performance is contingent on stable local area network 

connectivity. Battery autonomy also constrains 

continuous operational duration without recharging 

infrastructure. 
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Future research directions should focus on incorporating 

machine learning-based anomaly detection algorithms to 

distinguish genuine security threats from benign 

acoustic events, thereby improving classification 

accuracy [1]. Integrating simultaneous localization and 

mapping capabilities would allow the robot to navigate 

dynamically and respond to previously uncharted 

obstacles. Additionally, solar-assisted power systems 

could extend operational endurance, and multi-robot 

coordination protocols could be explored to enable 

collaborative coverage of larger premises. Thermal 

imaging modules may further enhance nocturnal 

detection performance beyond the limitations of 

standard camera-based vision. 
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