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KEYWORDS ABSTRACT 

 The work is relevant to the increasing integration of Internet of Things (IoT) technology 

with cyber-physical systems (CPS) and the resulting increase in security threats that are 

difficult to mitigate using traditional security techniques. In this paper, we propose an 

artificial intelligence solution for the detection and classification of cyber-attacks in the IoT 

network environment. The proposed  solution integrates anomaly detection using 

Autoencoder, dimensionality reduction  using Principal Component Analysis (PCA), and 

classification using Decision Tree and Deep Neural Network (DNN) classifiers. To 

overcome the problem of class imbalance, which is a common problem in industrial datasets, 

a two-tier ensemble method is used to improve the efficiency of detection. The proposed 

solution is tested on the SWaT dataset, which is a representative dataset obtained from an 

industrial environment. The experimental results show high accuracy and large F1-scores, 

thus proving the effectiveness of the proposed solution for both detection and classification of 

cyber-attacks. The system proposed in this paper offers a trustworthy solution for securing 

IoT-based critical infrastructure. 

 

INTRODUCTION 

The Internet of Things (IoT) has revolutionized digital 

infrastructure by enabling smart communication among 

interconnected devices across healthcare, industrial 

automation, transportation, smart cities, and home 

environments. Despite its benefits, IoT introduces 

significant cybersecurity risks due to resource 

constraints, decentralized architectures, and diverse 

communication protocols.IoT networks are increasingly 

targeted by cyber threats including malware 

propagation, denial-of-service attacks, data breaches, 

and command injection attacks. These threats can 

disrupt operations, compromise sensitive information, 

and lead to major financial losses.Traditional intrusion 

detection systems primarily rely on predefined attack 

signatures and static rules, making them ineffective 
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against new and evolving attack patterns. Furthermore, 

attribution of attacks remains challenging due to 

obfuscation techniques such as IP spoofing and 

encrypted communication channels. Therefore, 

intelligent detection mechanisms based on artificial 

intelligence are required to dynamically learn network 

behavior and detect anomalies in real-time. 

 

2. CONTRIBUTION OF THIS PROJECT 

This project makes several significant contributions 

toward improving cyber-attack detection in IoT network 

environments: 

• A hybrid AI-driven intrusion detection framework 

integrating AutoEncoder-based anomaly detection with 

PCA-based feature optimization and deep learning 

classification. 

• An effective zero-day attack detection mechanism 

using reconstruction error analysis to identify previously 

unseen cyber threats 

• A dimensionality reduction strategy that improves 

computational efficiency while preserving critical traffic 

characteristics. 

• A multi-class cyber-attack classification system using 

Decision Tree and Deep Neural Network models to 

enhance detection accuracy. 

• A scalable real-time detection architecture suitable for 

large-scale IoT infrastructures. 

• Comprehensive evaluation on a real-world cyber- 

physical system dataset (SWaT), demonstrating high 

accuracy and reduced false alarm rates. 

 

3. RELATED WORK 

Recent research has extensively explored machine 

learning and deep learning approaches to enhance 

intrusion detection in IoT network environments. 

Traditional signature-based systems have gradually 

been replaced by intelligent models capable of learning 

traffic patterns and identifying cyber threats 

automatically. 

AutoEncoder-based anomaly detection has gained 

significant attention due to its capability to identify 

unknown and zero-day attacks by learning normal 

system behavior. Ahmed et al. employed deep 

AutoEncoders to detect anomalies in IoT traffic, 

achieving improved detection rates but suffering from 

high false positives when used independently. Similarly, 

hybrid anomaly detection frameworks have been 

proposed to strengthen detection robustness. 

Dimensionality reduction techniques such as Principal 

Component Analysis (PCA) have been widely applied to 

optimize high-dimensional network features. Ibrahimi 

and Ouaddane demonstrated that PCA combined with 

machine learning classifiers significantly improves 

computational efficiency and detection performance. 

However, classical classifiers often struggle with 

complex attack patterns. 

Deep learning models including Deep Neural 

Networks (DNN), Convolutional Neural Networks 

(CNN), and Long Short-Term Memory (LSTM) networks 

have shown superior performance in multi- class attack 

classification. Vinayakumar et al. and Kim et al. reported 

high detection accuracy using deep architectures for 

intrusion detection. Despite their effectiveness, these 

models require large labeled datasets and are 

computationally expensive. 

Recent studies have also explored hybrid approaches 

combining anomaly detection with supervised 

classification to overcome limitations of individual 

techniques. Ferrag et al. reviewed deep learning-based 

IDS frameworks and highlighted the effectiveness of 

hybrid models in reducing false alarms and improving 

zero-day attack detection. 

Although existing approaches demonstrate promising 

results, many suffer from scalability issues, limited 

real-time performance, and insufficient integration of 

anomaly detection with classification. These limitations 

motivate the development of a hybrid AI- driven 

framework that combines AutoEncoder-based anomaly 

detection, PCA optimization, and deep learning 

classification to provide accurate, efficient, and scalable 

cyber-attack detection in IoT network environments. 

 

4. OBJECTIVE 

The objective of this research is to develop an AI- 

driven cyber-attack detection system for IoT network 

environments that can accurately identify abnormal 

activities and classify cyber threats in real time. The 

system integrates data preprocessing, feature reduction 

using PCA, anomaly detection through AutoEncoder 

models, and attack classification using Decision Tree and 

Deep Neural Networks. The proposed framework aims 

to enhance detection accuracy, reduce false alarms, and 
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provide a scalable security solution for modern IoT 

infrastructures. 

  

5. EXISTING SYSTEM 

Traditional cyber-attack detection systems in IoT 

network environments primarily rely on rule-based and 

signature-based intrusion detection mechanisms. These 

systems identify known attack patterns by matching 

network traffic against predefined signatures stored in 

security databases. While effective for previously 

identified threats, such approaches fail to detect 

zero-day attacks and evolving attack strategies. Some 

conventional systems employ basic machine learning 

algorithms such as Naïve Bayes, k-Nearest Neighbors, 

and Support Vector Machines for attack classification. 

However, these models often struggle with 

high-dimensional IoT data, imbalanced attack 

distributions, and complex non-linear traffic patterns. 

Additionally, most existing systems lack real-time 

detection capability and require extensive manual 

feature engineering. 

 

6. PROPOSED SYSTEM 

The proposed system presents an AI-driven cyber- 

attack detection framework for IoT network 

environments that integrates data preprocessing, feature 

reduction, anomaly detection, and supervised 

classification to enhance security performance. Network 

traffic data is normalized and processed using Principal 

Component Analysis (PCA) to reduce dimensionality 

and improve efficiency. An AutoEncoder neural 

network learns normal system behavior and identifies 

anomalous activities indicative of cyber-attacks, 

enabling detection of unknown and zero-day threats. 

Detected anomalies are further classified using Decision 

Tree and Deep Neural Network (DNN) models to 

accurately identify specific attack types. This hybrid 

architecture improves detection accuracy, reduces false 

alarms, and supports real-time scalable deployment in 

IoT infrastructures. 

 

 

 

 

 

 

 

7. SYSTEM ARCHITECTURE 

  
8. METHODOLOGY 

The proposed detection framework integrates machine 

learning, behavioral modeling, and forensic analysis to 

ensure accurate and robust cyber-attack detection in IoT

 network environments. Machine   learning 

techniques  including   AutoEncoders, 

 Principal Component Analysis (PCA), Decision Trees, 

and Deep Neural Networks (DNN) are employed to 

automatically learn network traffic patterns, detect 

anomalies, and classify attack types. The AutoEncoder 

identifies abnormal  behavior   by measuring 

reconstruction error, enabling detection of unknown and 

zero-day attacks, while PCA reduces feature 

dimensionality to improve computational efficiency. 

Behavioral analysis models normal system operation by 

monitoring traffic patterns, command sequences, and  

communication behavior, allowing early identification 

of deviations caused by malicious activities. Forensic 

analysis further enhances detection by correlating 

anomalies with known attack signatures and system logs 

to support accurate attack attribution and impact 

assessment. 

The integrated methodology enables real – time 

detection, high classification accuracy, reduced false 

alarms, and comprehensive threat analysis for IoT 

security environments. 

8.1 Overall Workflow 

The complete workflow of the proposed system can be 

described as follows: 

Load Dataset 

↓ 

Preprocessing 

↓ 

PCA Feature Reduction 

↓ 

AutoEncoder Anomaly Detection 

↓ 

Decision Tree + DNN Classification 

↓ 

Attack Identification 

↓ 

Reporting interface 
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9. FUNCTIONAL MODULES 

The proposed cyber-attack detection framework is 

organized into modular components to ensure efficient 

data handling, accurate anomaly detection, and precise 

attack classification. 

 9.1 Dataset Upload 

The Secure Water Treatment (SWaT) dataset is utilized 

to simulate real-world IoT cyber-physical system 

operations. It contains multi-sensor and actuator 

network traffic reflecting both normal system behavior 

and diverse cyber-attack scenarios. The dataset serves as 

a reliable benchmark for evaluating detection accuracy 

under realistic industrial IoT conditions. 

9.2 Pre-processing 

Raw network traffic data often contains missing values, 

scale inconsistencies, and noise, which can degrade 

model performance. The following preprocessing steps 

are applied: 

Missing Value Handling 

 
9.4 Dimensionality Reduction using PCA 

PCA transforms high-dimensional feature vectors into 

principal components while preserving maximum 

variance. 

 

Covariance matrix: 

𝐶 = 
1 

∑(𝑋 − 𝜇)(𝑋 − 𝜇)𝑇 

𝑛 

Eigen decomposition: 

𝐶𝑉 = 𝜆𝑉 

Top 𝑘eigenvectors form the reduced feature space: 

𝑋′ = 𝑋𝑉𝑘 

This reduces computational cost and improves 

classifier stability. 

9.1 CLASSIFICATION 

a) Decision Tree 
Decision Trees recursively split features using 

information gain: 

𝐼𝐺 = 𝐻(𝑆) − ∑ 
∣ 𝑆𝑖 ∣ 

𝐻(𝑆 ) 
∣ 𝑆 ∣ 𝑖 

where entropy: 

𝐻(𝑆) = −∑𝑝𝑖log2 𝑝𝑖 

This enables fast, interpretable attack classification. 

b) DEEP NEURAL NETWORK (DNN) 

The DNN maps reduced feature vectors through 

multiple hidden layers: 

ℎ(𝑙) = 𝜎(𝑊(𝑙)ℎ(𝑙−1) + 𝑏(𝑙)) 

 

 

Final softmax output: 

𝑒𝑧𝑖 
𝑦 = 

∑𝑒𝑧 

 

Loss function (cross-entropy): 

 

𝐿 = −∑𝑦log(𝑦 ) 

The DNN captures complex nonlinear relationships, 

providing high classification accuracy. 

 

10. Cyber-Attack Types Addressed 

The proposed AI-driven detection framework is 

designed to identify and classify a broad range of 

cyber-attacks commonly targeting IoT cyber-physical 

systems. These attack categories represent both direct 

network intrusions and sophisticated multi-stage threats 

that compromise system integrity and availability. 

Response Injection Attacks (NMRI/CMRI): 

In these attacks, malicious responses are injected into 

network communications between sensors, controllers, 

and actuators, causing incorrect system actions and false 

data interpretation. Such attacks manipulate normal 

communication flows to disrupt operational processes. 

By addressing both short-term disruptive attacks and 

long-term stealth intrusions, the framework ensures 

comprehensive IoT security coverage. 

Command Injection Attacks (MSCI/MPCI): Command 

injection involves unauthorized insertion of malicious

 control commands into system communication 

channels, leading to unintended device behavior, 

operational sabotage, or unsafe system states. 

Function Code Injection Attacks (MFCI): 

These attacks modify or exploit function codes within 

control protocols to alter device operations, bypass 

security mechanisms, or execute unauthorized 

instructions within IoT controllers. 

Denial of Service (DoS): 
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DoS attacks flood network resources with excessive 

traffic or malicious requests, overwhelming system 

components and rendering services unavailable to 

legitimate users. 

By addressing both short-term disruptive attacks and 

long-term stealth intrusions, the framework ensures 

comprehensive IoT security coverage  

 

11. RESULT ANALYSIS 

The performance of the proposed AI-driven cyber- 

attack detection framework was evaluated using the 

SWaT dataset under realistic IoT cyber-physical 

system conditions. The evaluation focused on key 

performance metrics including accuracy, precision, 

recall, and F1-score to assess the system’s 

effectiveness in detecting and classifying multiple 

cyber-attack types. 

Evaluation Metrics: 

The following metrics were used: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 = 
(𝑇𝑃 + 𝑇𝑁)/ (𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁) 

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑇𝑃/ (
𝑇𝑃 + 𝐹𝑃) 

𝑅𝑒𝑐𝑎𝑙𝑙 = TP/(TP+FN) 

 

where TP, TN, FP, and FN denote true positives, 

true negatives, false positives, and false negatives 

respectively. 

Performance Comparison: 

 

Model Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1- 

Score 

(%) 

AutoEncoder 

(Anomaly 

Detection) 

 

90.2 

 

88.5 

 

89.1 

 

88.8 

PCA + 

Decision Tree 

93.7 92.8 92.2 92.5 

Proposed DNN 

Hybrid Model 

96.4 95.9 96.1 96.0 

 

The AutoEncoder effectively detected abnormal 

activities, particularly zero-day attack patterns, 

demonstrating strong anomaly detection capability. 

However, its standalone classification ability was 

limited. 

The PCA-enhanced Decision  Tree improved 

classification accuracy by reducing  feature 

redundancy and enabling faster decision boundaries. 

The hybrid DNN-based model achieved the highest 

performance across all metrics, indicating superior 

learning of complex traffic patterns and improved 

generalization across attack types. 

Attack-wise Detection Performance: 

The system maintained high detection rates across all 

attack categories: 

• Response Injection: 95.8% 

• Command Injection: 96.3% 

• Function Code Injection: 95.6% 

• Denial of Service: 97.1% 

• Advanced Persistent Threats: 94.9% 

DoS attacks were detected most effectively due to 

distinct traffic volume patterns, while APT attacks 

required deeper behavioral analysis due to their stealthy 

nature. 

 

12. CONCLUSION 

This research presented an AI-driven cyber-attack 

detection framework for IoT network environments that 

integrates anomaly detection, dimensionality reduction, 

and deep learning-based classification to address the 

limitations of traditional intrusion detection systems. By 

employing AutoEncoder models for zero-day attack 

identification, PCA for efficient feature optimization, 

and Decision Tree and Deep Neural Network classifiers 

for accurate attack categorization, the proposed system 

achieved high detection accuracy with reduced false 

alarms. 

Experimental evaluation on the SWaT dataset 

demonstrated superior performance across multiple 

cyber-attack types, confirming the robustness and 

scalability of the hybrid detection approach. The results 

highlight the effectiveness of combining unsupervised 

and supervised learning techniques for real-time IoT 

security monitoring. 

Overall, the proposed framework offers a reliable, 

adaptable, and intelligent solution for protecting modern 

IoT infrastructures against evolving cyber threats and 

can serve as a foundation for future advancements in 

secure cyber-physical systems. 
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