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With the rapid growth of digital communication systems and increasing concerns regarding 

data security, the demand for energy-efficient and reliable cryptographic techniques has 

become critical. Conventional cryptographic implementations based on irreversible logic 

circuits suffer from information loss, leading to higher power dissipation. Reversible logic 

offers an effective alternative by enabling computation without information loss, thereby 

reducing energy consumption and improving system efficiency. This paper presents a 

reversible logic-based cryptographic model for secure text message transmission. The 

proposed model utilizes fundamental reversible logic gates such as the Controlled NOT 

(CNOT) gate, Toffoli gate, and multi-controlled NOT (3-CNOT) gates to design fully 

reversible encryption and decryption circuits. Key-dependent operations including 

substitution, permutation, and XOR transformations are implemented using reversible 

logic, allowing secure and efficient conversion of plaintext into ciphertext. A major 

advantage of the proposed approach is the lossless recovery of the original text, achieved by 

reversing the encryption process using the same reversible circuitry. This ensures 

symmetric encryption while minimizing hardware complexity and power dissipation. 

Simulation results indicate that the proposed cryptographic model achieves effective 

encryption performance with low energy requirements, making it suitable for secure 

communication systems and low-power hardware applications. 

 

I. INTRODUCTION 

The exponential growth of digital communication 

systems has significantly increased the need for secure 

and efficient cryptographic techniques. Text message 

communication forms the backbone of numerous 

applications such as online transactions, cloud services, 

Internet of Things (IoT), and embedded systems. 

Conventional cryptographic algorithms, while providing 
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strong security, are typically implemented using 

irreversible logic circuits that dissipate energy due to 

information loss during computation [1], [10]. As 

modern systems increasingly operate under strict power 

and thermal constraints, particularly in IoT and portable 

devices, energy-efficient cryptographic hardware has 

become a critical research focus [17]. 

The theoretical relationship between information loss 

and energy dissipation was first established by 

Landauer, who demonstrated that irreversible 

computation leads to unavoidable heat generation [3]. 

Bennett later expanded this concept by introducing the 

principle of logically reversible computation, proving 

that computations can be performed without energy loss 

if no information is destroyed [4]. These foundational 

works established reversible logic as a promising 

paradigm for low-power and energy-aware computing 

systems. 

 
Figure 1 Comparison of conventional and the proposed 

reversible logic–based encryption 

 

Reversible logic circuits are characterized by a 

one-to-one mapping between inputs and outputs, 

enabling exact reconstruction of inputs from outputs. 

This property makes reversible logic inherently suitable 

for cryptographic applications, where lossless data 

recovery is essential. The feasibility of one-way functions 

within reversible computation frameworks has been 

explored, demonstrating that security properties can be 

preserved even under reversibility constraints [2]. 

Furthermore, reversible computation has been shown to 

play a vital role in emerging computing technologies, 

including quantum computing and molecular-scale 

architectures [6], [9]. 

Several reversible logic gates, such as the Controlled 

NOT (CNOT) gate, Toffoli gate, and multi-controlled 

NOT gates, form the fundamental building blocks of 

reversible circuit design [7]. These gates have been 

widely studied for their functional completeness, 

testability, and suitability for low-power circuit 

realization [5], [8]. Research has shown that complex 

arithmetic and logical operations can be efficiently 

implemented using reversible logic without 

compromising computational correctness. 

In the domain of cryptography, reversible logic has 

been applied to classical encryption standards such as 

the Data Encryption Standard (DES), demonstrating 

reductions in power consumption and improved 

hardware efficiency [13], [14]. Reversible logic has also 

been explored in FPGA-based cryptographic 

applications, including image encryption, highlighting 

its practicality in real hardware implementations [15]. 

Recent works have further emphasized lightweight and 

energy-efficient cryptographic architectures for 

constrained environments, reinforcing the importance of 

low-power design methodologies [16], [17]. 

In addition to hardware efficiency, secure 

cryptographic models rely on key-based 

transformations, randomness, and structured data 

manipulation such as substitution, permutation, and 

XOR operations [12], [11]. Implementing these 

operations using reversible logic enables symmetric 

encryption and decryption through circuit reversal, 

eliminating the need for separate decryption hardware 

and ensuring exact plaintext recovery. 

Figure 1 illustrates a comparative overview of 

conventional irreversible logic–based encryption and the 

proposed reversible logic–based cryptographic model, 

highlighting the reduction in energy dissipation while 

preserving secure text message encryption. 

This paper proposes a reversible logic circuit–based 

cryptographic model for secure text message 

transmission. The proposed approach utilizes 

fundamental reversible gates to design fully reversible 

encryption and decryption circuits that perform 

key-dependent transformations while preserving data 

integrity. By leveraging the inherent advantages of 

reversible computation, the model aims to achieve 
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secure communication with reduced power dissipation, 

making it suitable for modern low-power and secure 

communication systems.  

II. RELATED WORK 

Cryptographic systems have traditionally relied on 

irreversible logic circuits, where information loss during 

computation results in significant energy dissipation. 

Yegireddi and Kumar [1] presented a comprehensive 

survey of conventional encryption algorithms, 

highlighting their computational complexity and power 

consumption issues in modern communication systems. 

Similarly, Khalifa et al. [10] discussed classical 

communication cryptography techniques, emphasizing 

the increasing need for secure yet efficient hardware 

implementations. 

The theoretical foundation for energy-efficient 

computation was established by Landauer [3], who 

demonstrated that each irreversible logic operation 

results in heat generation due to information loss. 

Bennett later extended this concept by introducing 

logically reversible computation, proving that 

computations can be performed without energy 

dissipation if the operations are reversible [4]. These 

seminal works laid the groundwork for reversible logic 

as a viable solution for low-power cryptographic 

hardware. 

The feasibility of cryptographic primitives within 

reversible computation frameworks has been explored 

by Chau and Lo [2], who studied one-way functions in 

reversible computing environments. Their work showed 

that security properties can be preserved even when 

computations are logically reversible. Feynman [6] 

further emphasized the importance of reversible 

computation in quantum mechanical computers, 

establishing a strong link between reversible logic and 

future computing paradigms. Nielsen and Chuang [9] 

later expanded on these ideas by formalizing reversible 

computation as a core principle of quantum information 

processing. 

Several reversible logic gates and circuit structures 

have been proposed to support efficient reversible 

computation. Toffoli [7] introduced reversible 

computing models using universal reversible gates, 

which later became fundamental building blocks in 

reversible circuit design. Ma et al. [5] analyzed reversible 

gates in molecular quantum-dot cellular automata 

(QCA), highlighting their testability and structural 

efficiency. Patel et al. [8] further addressed fault testing 

challenges in reversible circuits, demonstrating that 

reliable testing methodologies can be developed without 

violating reversibility constraints. 

Reversible logic has also been applied to practical 

cryptographic implementations. Nuthan et al. [13] 

demonstrated the implementation of the Data 

Encryption Standard (DES) using reversible logic gates, 

showing reductions in power dissipation compared to 

traditional designs. Kuchhal and Verma [14] further 

enhanced DES security architectures using reversible 

logic, reinforcing the suitability of reversible circuits for 

symmetric cryptographic algorithms. Krishna et al. [15] 

extended reversible cryptographic designs to 

FPGA-based image encryption, proving the feasibility of 

reversible logic in real-time and hardware-based security 

applications. 

Recent research has focused on lightweight and 

energy-efficient cryptographic architectures for 

constrained systems. Bhoyar et al. [16] proposed a 

lightweight architecture for fault detection in 

cryptographic algorithms implemented on FPGA 

platforms, while Sultan and Banday [17] introduced an 

energy-efficient encryption technique tailored for IoT 

sensor nodes. These works emphasize the growing 

demand for low-power cryptographic solutions in 

modern embedded and distributed systems. 

In addition to encryption efficiency, randomness and 

key management play a critical role in cryptographic 

security. Gennaro [12] discussed the importance of 

randomness in cryptographic systems, while Elmogy et 

al. [11] proposed an ASCII-based cryptographic 

approach for secure text transmission. Thomsen [18] 

contributed optimization techniques for reversible logic 

descriptions, enabling more efficient reversible circuit 

synthesis and performance improvements. 

Although existing research demonstrates the potential 

of reversible logic in cryptographic applications, most 

prior works focus on adapting existing encryption 

standards or specific data types such as images. Limited 

attention has been given to fully reversible 

cryptographic models for text message encryption that 

integrate substitution, permutation, and XOR operations 

using fundamental reversible gates. This gap motivates 

the proposed reversible logic–based cryptographic 

model, which aims to provide secure, energy-efficient, 
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and lossless text message encryption suitable for modern 

low-power communication systems. 

III. PROPOSED SYSTEM 

The proposed cryptographic system is based on 

reversible logic circuits, aiming to achieve secure text 

message encryption with minimal energy dissipation 

and complete information preservation. The system 

exploits the inherent properties of reversible 

computation, where each output vector uniquely maps 

back to its corresponding input vector. This ensures 

lossless encryption and decryption while supporting 

symmetric key cryptographic operations. 

The core of the proposed system is constructed using 

fundamental reversible logic gates, namely the CNOT 

gate, Toffoli gate, and 3-CNOT gate, which together 

enable key-dependent substitution, permutation, and 

XOR-based diffusion operations required for secure text 

encryption. 

3.1 System Overview 

The plaintext text message is first converted into its 

binary or ASCII representation. This binary data is then 

processed through a series of reversible logic stages 

controlled by a secret key. The encryption process is 

performed using reversible gate networks, ensuring that 

the same circuit can be used for decryption by simply 

reversing the computation steps. This eliminates the 

need for separate encryption and decryption hardware 

and guarantees exact recovery of the original text. 

Figure 2 illustrates the fundamental reversible gates 

used in the proposed cryptographic model. 

 

3.2 Fundamental Reversible Gates Used in the 

Proposed System 

3.2.1 CNOT Gate 

The Controlled-NOT (CNOT) gate is a two-input 

reversible gate where one input acts as the control and 

the other as the target. The target bit is inverted if and 

only if the control bit is logic ‘1’, while the control bit 

remains unchanged. 

In the proposed system, the CNOT gate is primarily 

used to implement XOR operations, which form the 

basis of key mixing and diffusion in the encryption 

process. XOR operations are essential in cryptography 

for introducing non-linearity and confusion while 

maintaining reversibility. Figure 2(a) shows the logic 

symbol and truth table of the CNOT gate. 

3.2.2 Toffoli Gate 

The Toffoli gate is a three-input reversible gate and is 

considered a universal reversible gate. It consists of two 

control inputs and one target input. The target bit is 

inverted only when both control inputs are at logic ‘1’. 

In the proposed cryptographic model, the Toffoli gate 

is used to implement key-dependent substitution 

operations and conditional transformations. Its ability to 

realize complex Boolean logic without information loss 

makes it suitable for introducing controlled non-linearity 

into the encryption process. Figure 2(b) depicts the 

structure and truth table of the Toffoli gate. 

3.2.3 3-CNOT Gate 

The 3-CNOT gate is an extension of the CNOT gate 

with multiple control lines. It performs a conditional 

inversion on the target bit based on the combined state of 

multiple control inputs. 

In the proposed system, the 3-CNOT gate is employed 

to implement permutation and diffusion layers, enabling 

stronger encryption by spreading the influence of 

individual input bits across multiple output bits. This 

improves resistance against cryptanalysis while 

preserving reversibility. Figure 2(c) illustrates the 

configuration and operation of the 3-CNOT gate. 

3.3 Encryption and Decryption Using Reversible Logic 

The encryption process is carried out by cascading 

CNOT, Toffoli, and 3-CNOT gates in a predefined 

sequence determined by the secret key. Since all 

operations are reversible, the ciphertext can be 

decrypted by applying the same gate sequence in reverse 

order using the same key. 

This reversible architecture ensures: 

• Zero information loss during encryption and 

decryption 

• Reduced energy dissipation compared to 

irreversible logic 

• Exact recovery of plaintext from ciphertext 
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• Hardware efficiency due to shared encryption and 

decryption circuitry. 

IV. METHODOLOGY 

The proposed cryptographic model follows a 

symmetric encryption–decryption approach 

implemented entirely using reversible logic circuits. The 

same reversible gate network is used for both encryption 

and decryption, with decryption achieved by reversing 

the sequence of encryption operations using the same 

secret key. This methodology ensures lossless data 

recovery, reduced energy dissipation, and hardware 

efficiency. 

 
Figure 3. Block diagram of symmetric encryption using 

reversible logic gates showing key mixing, substitution, 

and permutation stages. 

 

4.1 Symmetric Encryption Using Reversible Logic 

In the encryption process, the plaintext text message is 

first converted into its binary (ASCII) representation. Let 

the plaintext bit vector be: 

P = (p₁, p₂, … , pₙ) 

Let the secret key be represented as: 

K = (k₁, k₂, … , kₙ) 

The encryption operation is performed using a 

cascade of reversible gates that implement key mixing, 

substitution, and permutation without information loss. 

 

Encryption Operations 

• Key Mixing (XOR using CNOT gate) 

• Each plaintext bit is XORed with the 

corresponding key bit using a CNOT gate: 

• E₁ = P ⊕ K 

• Substitution (Toffoli gate operation) 

• Non-linearity is introduced using Toffoli 

gates, where the output depends on two 

key-controlled inputs: 

• E₂ = E₁ ⊕ (kᵢ · kᵢ₊₁) 

• Permutation and Diffusion (3-CNOT gate) 

• Bit-level diffusion is achieved by permuting 

encrypted bits across multiple positions: 

• C = π(E₂) 

• where π(·) represents a reversible permutation 

function implemented using 3-CNOT gates. 

The final output C represents the ciphertext. 

4.2 Symmetric Decryption Using Reversible Logic 

Due to the reversible nature of the encryption process, 

decryption is achieved by applying the same circuit in 

reverse order using the same secret key. No additional 

decryption hardware is required. 

 

Let the received ciphertext be C. 

Decryption Operations 

• Inverse Permutation (3-CNOT reversal) 

• D₁ = π⁻¹(C) 

• Inverse Substitution (Toffoli gate reversal) 

• D₂ = D₁ ⊕ (kᵢ · kᵢ₊₁) 

• Inverse Key Mixing (CNOT gate reversal) 

• P = D₂ ⊕ K 

 

Since XOR is self-invertible and all gates are 

reversible, the original plaintext is recovered exactly. 

4.3 Mathematical Reversibility Proof 

For reversible encryption: 

C = f(P, K) 

Because f is bijective (one-to-one mapping): 

P = f⁻¹(C, K) 

Since: 

XOR is self-inverse 

• Toffoli gates are logically reversible 

• 3-CNOT gates preserve bijection 

The proposed model guarantees: 

• Zero information loss 

• Exact plaintext recovery 

• Identical encryption and decryption hardware 

4.4 Key Advantages of the Proposed Methodology 

• Fully reversible symmetric cryptographic 

architecture 

• Low power consumption due to elimination 

of information loss 

• Reduced hardware complexity 

• High security through substitution and 

diffusion 

• Suitable for low-power VLSI, FPGA, and 

quantum-inspired systems 
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The proposed methodology demonstrates that secure 

symmetric encryption and decryption of text messages 

can be efficiently achieved using reversible logic gates 

while ensuring minimal energy dissipation and exact 

data recovery. 

V. RESULTS AND DISCUSSIONS 

This section presents the results obtained from the 

simulation and analysis of the proposed reversible 

logic–based symmetric cryptographic model for text 

message encryption and decryption. The performance of 

the system is evaluated in terms of functional 

correctness, reversibility, and suitability for low-power 

secure communication systems. 

5.1 Simulation Setup 

The proposed reversible cryptographic architecture 

was modeled at the register-transfer level (RTL) using 

reversible logic gates such as CNOT, Toffoli, and 

3-CNOT. Functional simulations were carried out to 

verify the correctness of both encryption and decryption 

processes. The plaintext text message was first converted 

into binary form and processed using a secret key of 

equal length. The simulation verified that the ciphertext 

produced during encryption could be perfectly 

decrypted using the same reversible circuit by reversing 

the gate sequence. 

5.2 Encryption Simulation Results 

Figure 5 shows the simulation waveform of the 

encryption process. The waveform illustrates the 

transformation of plaintext inputs into ciphertext 

outputs after key mixing, substitution, and permutation 

stages. It can be observed that the encryption output 

changes significantly with respect to both plaintext and 

key inputs, indicating strong diffusion and confusion 

properties. The absence of information loss in 

intermediate signals confirms the reversible nature of the 

encryption process. 

 
Figure 4. Encryption simulation waveform of the 

proposed reversible cryptographic model 

 

5.3 Decryption Simulation Results 

Figure 6 presents the decryption simulation 

waveform. By applying the same reversible gate 

network in reverse order using the same secret key, the 

original plaintext is recovered exactly from the 

ciphertext. The decrypted output matches the original 

plaintext bit-by-bit, validating the correctness and 

lossless recovery property of the proposed symmetric 

cryptographic model. 

 
Figure 5. Decryption simulation waveform showing 

exact recovery of plaintext 

 

5.4 RTL Schematic Analysis 

Figure 7 shows the RTL schematic of the proposed 

reversible cryptographic architecture. The schematic 

highlights the structured interconnection of CNOT, 

Toffoli, and 3-CNOT gates forming the 

encryption–decryption network. Since the same 

hardware is reused for both operations, the design 

demonstrates reduced circuit complexity and improved 

hardware utilization. The absence of irreversible 

elements confirms that the design adheres strictly to 

reversible logic principles. 

 
Figure 6(a). RTL schematic of the reversible 

logic–based encryption circuit 
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Figure 6(b). RTL schematic of the reversible 

logic–based decryption circuit 

 

5.5 Discussion 

The simulation results clearly demonstrate that the 

proposed reversible logic–based cryptographic model 

performs correct and secure symmetric encryption and 

decryption of text messages. Unlike conventional 

irreversible cryptographic circuits, the proposed design 

ensures zero information loss, enabling exact recovery of 

plaintext without additional decryption circuitry. 

The encryption waveform analysis confirms effective 

key-dependent transformation, while the decryption 

waveform verifies the bijective mapping between 

plaintext and ciphertext. The RTL schematic further 

validates the feasibility of implementing the proposed 

model using fundamental reversible gates, making it 

suitable for hardware realization. 

From an energy-efficiency perspective, the reversible 

nature of the circuit significantly reduces power 

dissipation caused by information loss, aligning with 

theoretical principles of reversible computation. These 

characteristics make the proposed system well suited for 

low-power VLSI designs, FPGA implementations, secure 

embedded systems, and future quantum-inspired 

cryptographic architectures. 

VI. CONCLUSION 

This paper presented the implementation of an 

IoT-based child rescue system for borewells, designed to 

address the critical challenges associated with rescuing 

children trapped in narrow and deep underground 

shafts. By integrating a robotic rescue mechanism, 

environmental sensing, life-support features, and 

long-range communication, the proposed system 

provides a safer and more efficient alternative to 

conventional manual rescue methods. 

The system employs an ESP32 microcontroller as the 

central control unit, enabling real-time acquisition and 

transmission of sensor data, including gas concentration, 

temperature, humidity, and depth information. The 

incorporation of a robotic gripper controlled via a mobile 

application allows precise and secure handling of the 

trapped child, while the oxygen supply unit ensures 

breathable conditions during prolonged rescue 

operations. The IoT-enabled monitoring framework 

enhances situational awareness by providing continuous 

remote access to critical environmental parameters. 

Experimental evaluation of the prototype 

demonstrated reliable sensor performance, responsive 

robotic control, and stable communication, validating 

the feasibility of the proposed approach. The results 

indicate that the system can significantly reduce rescue 

time, minimize risk to rescue personnel, and improve the 

survival chances of trapped children. 

In conclusion, the proposed IoT-based borewell child 

rescue system offers a practical, cost-effective, and 

scalable solution for emergency rescue scenarios. With 

further refinement and real-world deployment, this 

system has the potential to serve as a valuable tool for 

disaster response teams and improve child safety in 

borewell-related accidents. 
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