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KEYWORDS ABSTRACT

Fake profile detection, The proliferation of fraudulent social media profiles poses significant challenges for online
social media security, security and trust. This paper presents a novel machine learning and text analysis
machine learning, framework that significantly improves fake profile detection by integrating linguistic
NLP, patterns, behavioral metadata, and network features. Unlike existing approaches that rely
explainable Al on single detection methods, our hybrid model combines BERT-based text analysis,
anomaly detection ensemble learning, and anomaly detection to achieve 94.2% accuracy across multiple

platforms while maintaining robustness against adversarial evasion. A key innovation is the
incorporation of explainable Al (XAI) techniques, which provide interpretable
decision-making for human moderators.

Our experiments demonstrate superior performance compared to state-of-the-art methods,
particularly in detecting sophisticated fake profiles that evade traditional filters. The
framework’s cross-platform generalizability and real-time applicability make it a practical
solution for social media platforms combating fraudulent activity. These advancements
address critical gaps in fake profile detection by improving accuracy, transparency, and

adaptability —key requirements for modern content moderation systems.

1. INTRODUCTION these are often not enough to spot complex false
A notable rise in bogus user profiles, often used for accounts meant to replicate real user behavior [2].
nefarious purposes including spamming, phishing, and  Although current methods ranging from Natural
the spread of false information, has matched the Language Processing (NLP) models to metadata-based
explosive growth of social media platforms [1]. machine learning algorithms have shown impressive

Although most platforms use simple detection systems, outcomes, they nevertheless present important

e
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difficulties. These comprise poor generalizability across
platforms, sensitivity to adversarial manipulation, and
lack of model transparency [3,4].

Developing a strong, flexible, interpretable detection
framework able to combine several indicators including
textual content, behavioral patterns, and network
structures [5,6] presents a major difficulty. Previous
studies mostly concentrated on isolated solutions either
limited to single-platform datasets or dependent on
opaque deep learning models therefore restricting
practical deployment and cross-platform efficacy [7,8].
This work presents a hybrid framework combining text
analysis and anomaly detection with ensemble machine
learning methods to solve these constraints. Three main
goals shape the suggested strategy:

Using explainable Al (XAI) approaches such SHAP to
help human moderators in comprehending model
decisions,

1. enhancing detection accuracy by leveraging both

linguistic and behavioral features via ensemble
modeling;
2. improving adversarial resilience by including

unsupervised anomaly detection mechanisms; and

3. promoting explainability [9,10].

By achieving these goals, our system seeks to provide a
scalable, flexible, open solution for identifying bogus

social media accounts spread over several platforms.

II. RELATED WORKS
has

profiles—used for nefarious purposes such spamming,

As social media grown, more bogus
phishing, and disseminating false information—have
emerged. To find these bogus accounts, researchers have
investigated several machine learning (ML) and natural
language processing (NLP) methods. Key studies in false
profile identification are reviewed in this part together
with research gaps and our work is positioned within the

body of current knowledge.

Several research have used supervised learning
techniques to identify phoney profiles. In their thorough
investigation on ML-based fake profile identification,
Jain et al. [1] underlined how well Random Forest and
SVM separate
large-scale social network datasets, Wang et al. [2]

real from fraudulent accounts. In

compared deep and discovered

CNN-based

learning models

architectures exceeded conventional

These

mostly rely on structured metadata—e.g., friend count,

classifiers. techniques, however, sometimes

activity rate—which can be readily changed by
advanced bots.
Recent studies have included NLP methods to examine
user-generated text in order to get above the restrictions
of metadata-based identification. With great accuracy on
Twitter datasets, Gupta et al. [4] suggested a BERT-based
algorithm using linguistic patterns to detect false
profiles. Likewise, Baly et al. [18] identified common
among automated accounts discrepancies in writing
styles by use of stylometric characteristics. Although
these techniques increase detection resilience, they
sometimes find difficulty with hostile and multilingual

text manipulations [5].

To improve detection, some researchers have merged
NLP with network analysis. Al-Qurishi et al. [3]
presented a hybrid method boosting LinkedIn profile
recognition by combining textual elements with graph
embeddings. Yang et al. [11] showed great performance
on Facebook datasets by using Graph Neural Networks
(GNNSs) to capture dubious connection patterns. These
approaches are computationally costly [12] even if they

are quite effective and call for extensive labeled data.

Though automatic phony profile identification has
made great progress, some important difficulties still
exist. The lack of generalizability is one main restriction
since many current models are made for particular social
media platforms and find difficulty to change across
several networks [13]. Furthermore, adversarial evasion
is still a major issue since cleverly created phony profiles
can replicate real user activity, therefore avoiding
conventional detection mechanisms [9]. Explainability is
another important problem since most deep learning
models act as "black boxes," which makes it challenging
for wusers and analysts to understand their
decision-making procedures [22]. Our work presents a
new machine learning and text analysis framework that
improves detection accuracy and robustness in order to
handle these difficulties. Specifically, our approach
combines linguistic features derived from natural
language processing (NLP) with behavioral metadata to
enable effective cross-platform detection. Furthermore,
we integrate anomaly detection techniques to strengthen
adversarial resilience, ensuring that even sophisticated

fake profiles can be identified more -effectively.
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Additionally, our framework incorporates Explainable
Al (XAI) techniques to enhance transparency, allowing
trust the

decision-making process. By bridging these critical

users to understand and model’s
research gaps, our work not only builds upon existing
studies but also introduces meaningful innovations that
advance the state-of-the-art in automated fake profile

identification.

ITI. PROPOSED METHODOLOGY

The work supports strong analysis and evaluation by
using a variety of datasets and methods. The main
source for classification activities is the BotOrNot dataset
[21], which consists of tagged Twitter user accounts that
differentiate between bots and people depending on
behavioral, linguistic, and network characteristics thus
fitting for benchmarking bot detection methods. Python
libraries include scikit-learn, TensorFlow, and
Transformers help model development and text analysis
in machine learning and natural language processing,
therefore enabling their implementation in Python.
Graph-based study of user interactions and network
topologies makes use of NetworkX. SHAP and LIME are
used to improve interpretability of model outputs by
providing understanding of feature contributions and

model decision-making procedures.
System Architecture

User profile data collection is the first step in the system.
This

networking sites, such as user interactions, profile

involves retrieving information from social
metadata, and text submissions. In order to prepare it for
analysis, this raw data is delivered to the Data
Preprocessing Module, which carries out necessary
cleaning  operations such text normalization,
tokenization, and metadata standardization. Following
that, the Feature Extraction Engine extracts useful
characteristics from the data, including behavioral or
network-based features like posting patterns and social
graph metrics, as well as textual features utilizing NLP
techniques like TF-IDF and BERT embeddings. These
features are fed into the Ensemble Classification Model,
which leverages a combination of machine learning
algorithms like Random Forest, Gradient Boosting, and
Isolation Forest to enhance prediction accuracy and
detect anomalies. To

ensure transparency, the

Explainability Layer (XAI) interprets model decisions

using tools like SHAP to highlight the most influential
features. Finally, the Prediction & Output Interface
delivers the classification result (fake or genuine),
provides a confidence score, and presents explanations
for the decision, making the system both effective and

interpretable.
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Fig 1: System Architecture
Procedures

Our methodology combines network analysis, natural
language processing (NLP), and machine learning (ML)
to find bogus social media profiles. The method consists

on five basic steps arranged in a disciplined sequence:
1. Data Collection and Preprocessing

Official APIs on Twitter, Facebook, and LinkedIn
allowed user profiles to be gathered. The information
covered both unstructured content like profiles and
status updates and structured metadata such friend
count, post frequency, and account age. Standard NLP
methods were used to preprocess unstructured text: stop
words and special characters were removed, text was
lowercase, and sentences were tokenized into individual

words or subword units for additional study.
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2. Feature Extraction
We extracted two main categories of features:

Linguistic Features:These came from material produced
by users. We highlighted significant terms in a user's
using TF-IDF
Document Frequency). For a term i in document j the
TF-IDF weight is obtained by:

postings (Term Frequency-Inverse

N
Wiy = tup X log (d—ﬁ)
Where:
wy; jy = weight of term i in document j

tfi,j; = term frequency of term i in document j

df; =

documents containing term i)

document frequency of term i (number of

N = total number of documents

Behavioral Features:We looked at wuser patterns
including active hours and posting frequency. Included
were network-level measures as well, mostly the
centrality —indicating influence or location within the
network graph—and the clustering
coefficient—measuring the connectivity of a user's

connections.
3. Model Training and Anomaly Detection

We merged Random Forest and Gradient Boosting
classifiers in an ensemble learning approach for
classification. By pooling predictions from many models,
this mix increases generalization and resilience. We used
the Isolation Forest technique to find odd behavioral
patterns maybe suggestive of bots or hacked accounts. It
operates by separating data in a tree-like framework
where abnormalities often show up around the root. A

data point x's anomaly score is computed as:

_ E(h(x))
S(x,n) =2 cm

Where:

s(x,n): A scoring or similarity function depending on

input x and parameter n

E(h(x)): Some evaluation function (like entropy or error)

applied to a transformation h(x)

c(n): A complexity or normalization function depending

onn

4. Model Explainability

Using SHAP (SHapley Additive exPlanations) values
helped us to guarantee openness in decision-making.
Based on cooperative game theory, SHAP calculates the
average contribution of each feature to the prediction
across all conceivable feature combinations, therefore

assigning each feature an importance value.

The SHAP value for a feature i is computed as for a

model prediction f(x) as:
o ISIL(IF] — 1S = 1)!
) IFI!
{scF(D}
x [f(S U {i}) = f(S)]

Where:
i: Shapley value for feature i
F: Set of all features
SEF(i): A subset of features excluding i

f(S): The value (or output) of the function with
feature subset S

5. Model Evaluation and Analysis

A 70/30 train-test split in a supervised learning
environment trained models. Standard measurements

established as follows helped to evaluate performance:

(TP + TN)

Accuracy =———————
y (TP + TN + FP + FN)

TP

Precision =———
(TP + FP)

TP

Recall =
(TP + FN)

(Precision x Recall
Fl-score=2 X —)
(Precision + Recall)

Where

TP = True Positives,
TN =True Negatives,
FP = False Positives,

EN = False Negatives.
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IV. RESULTS AND DISCUSSION

Our system performed really well in spotting
bogus profiles on several social networking sites. Table 1
summarizes the outcomes and contrasts our model with

baseline methods.

Table 1: Performance Comparison of Fake Profile
Detection Models

Accuracy |Precision [Recall |[F1-Score
Model AUC-ROC
(%) (%) %) (%)
Our
Ensemble 94.2 93.8 925 [93.1 0.97
Model
Random
88.6 87.4 862 |86.8 0.91
Forest [1]
IBERT-only
89.1 88.3 879 |88.1 0.92
(4]
GNN [11] 90.5 89.7 90.1 [89.9 0.94
Isolation
91.3 90.5 89.8 190.1 0.95
Forest (Ours)
With an outstanding 94.2% accuracy and 0.97

AUC-ROC, our proposed ensemble model—which

combines Random Forest and Gradient

Boosting—showcases  exceptional performance in
identifying false behavior across platforms. Combining
Natural (NLP),
metadata, and graph-based characteristics under this
hybrid

detection's resilience. Especially, the Isolation Forest

Language Processing behavioral

technique greatly improves cross-platform
module shown its efficiency in anomaly identification by
finding 87% of hostile characteristics that escaped
conventional classifiers. Using SHAP (SHapley Additive
exPlanations) analysis, which underlined among the
most discriminative elements linguistic anomalies
including repeated phrases and uncommon word
selections as well as atypical posting times, we ensured
interpretability.

Several important innovations lead to the better
performance of our model. Combining NLP with
behavioral data lessened reliance on readily
manipulated metrics like friend count. Graph-based

characteristics revealed anomalies in user network

structures; BERT embeddings picked faint linguistic
signals suggestive of dishonesty. Moreover, including
anomaly detection strengthened against adversarial
evasion. Unlike opaque "black-box" deep learning
techniques [2], our SHAP-based explanations gave
moderators unambiguous insights including warning
with semantic coherence in their

people low

contributions.

Our method offers several developments over previous
work. Our methodology reduces this by anomaly
detection, whereas other studies such as Jain et al. [1]
were prone to manipulation and mostly dependent on
information. Gupta et al. [4] used BERT to obtain good
performance; yet, they lacked cross-platform validation,
which our framework tests across three different
platforms. Likewise, Yang et al. [11] used Graph Neural
(GNNs) but needed extensive labeled
this

semi-supervised learning. Combining explainability,

Networks

datasets; our approach lowers reliance via
generalizability, and robustness in hostile environments

helps us to overall push the state of the art..

V. CONCLUSION
This paper

framework combining network

presented a thorough and strong

analysis, Natural
Language Processing (NLP), and machine learning to
detect With BERT

embeddings, behavioral metadata, and graph-based

false social media profiles.
features combined, the suggested hybrid model showed
outstanding performance over current techniques and
obtained an amazing 94.2% accuracy. Two important
problems in false profile identification were addressed
by including Isolation Forest for anomaly detection and
SHAP for explainability: adversarial resilience and

interpretability. Our method also proven to be successful

across platforms, therefore improving
generalizability—a typical restriction in previous
studies.

This paper makes three different main

contributions. First, with a smart mix of deep linguistic
representations and graph-based behavior modeling, the
ensemble model enhanced detection capacities against
sophisticated evasion tactics. Second, by including
SHAP explanations, our model became a transparent
tool instead of a black box that let human moderators

trust and comprehend the decision-making process.
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Third, the solution is made with real-world scalability in
mind, providing social media platforms a useful and
flexible means of fraud detection.

Looking ahead, various directions present interesting
expansions of this effort. Increasing the capacity of the
model to multilingual datasets will improve its
applicability in many linguistic settings. Using dynamic
adversarial defensive systems including reinforcement
learning could offer proactive reactions to changing
evasion strategies. Future implementations may
investigate federated learning approaches to solve
privacy issues, therefore allowing distributed analysis
without sacrificing user confidentiality. At last,
real-world implementation working with social media
channels will be crucial to evaluate performance at scale
and improve the model via human-in- the-loop systems.

All things considered, this work not only increases the
state-of-the-art in phony profile identification but also
provides a basis for more ethical, explainable, and safe
social media environments. Maintaining openness,

guaranteeing privacy, and improving adaptability

should be the major priorities of ongoing attempts to

keep ahead of ever complex dangers.
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