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KEYWORDS ABSTRACT

Anomaly Detection, Real-time anomaly detection and object recognition play a crucial role in ensuring public
Deep Learning, safety through intelligent surveillance systems. This study enhances existing methods by
Surveillance Systems, integrating advanced deep learning techniques, focusing on computational efficiency and
Computational Efficiency, real-world deployment. A novel hybrid approach combining 3D ResNet-18 for temporal
Real-Time Processing, awareness and CSRNet with dilated convolutions for spatial feature extraction is proposed.
Edge Computing Compared to previous works, our model achieves a 40% reduction in parameters while

maintaining robust anomaly detection capabilities. Additionally, adaptive clip sampling
optimizes frame processing rates based on crowd density predictions, improving accuracy
and efficiency. Benchmark evaluations demonstrate significant performance gains, with an
AUC-ROC of 0.91 and a processing speed of 24 FPS. These advancements make the
proposed system suitable for deployment in diverse environments, from urban centers to
resource-limited areas. Future research will focus on integrating Vision Transformers for
improved contextual understanding and optimizing hardware performance for embedded

systems.

1. INTRODUCTION systems have long played a crucial role in maintaining
The rapid advancement of artificial intelligence (AI) has  public safety. However, traditional surveillance methods
revolutionized public surveillance, offering sophisticated  rely heavily on human operators, making them prone to
tools for real-time crowd monitoring and crime detection.  fatigue, inefficiency, and delayed response times [1]. To
In urban environments, closed-circuit television (CCTV)  address these limitations, Al-driven video analytics have

e
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emerged as a transformative solution, leveraging deep
learning techniques to enhance anomaly detection, crowd
behavior analysis, and predictive policing [2, 3]. Despite
these advancements, challenges related to computational
efficiency, real-time processing, and ethical concerns
remain unresolved [4, 5].

The primary challenge lies in the reliance on centralized
processing architectures, which introduce latency and
scalability issues, particularly in large-scale urban
Additionally, Al-based

surveillance models often lack transparency, making it

deployments. existing
difficult for law enforcement agencies to interpret and
trust automated decisions. Privacy concerns also persist,
with the risk of Al-driven surveillance infringing on
individual rights if not designed with appropriate
safeguards [6]. Addressing these challenges necessitates a
robust, scalable, and ethically responsible Al-powered
surveillance framework.

This

surveillance system that integrates multiple

study proposes a novel edge-Al-powered
deep
learning modelsYOLOV? for object detection, CSRNet for
crowd density estimation, and 3D ResNet-18 for
spatiotemporal anomaly detection. By processing video
data at the edge, our approach minimizes latency while
enhancing detection accuracy. Furthermore, we
incorporate privacy-preserving techniques to mitigate
ethical concerns and ensure responsible Al deployment.

The

(Introduction)

paper is structured as follows: Section 1

provides the background, problem
statement, and objectives of the study. Section 2 (Related
works) reviews existing research on employee attrition
prediction and identifies gaps in the current approaches.
Section 3 (Proposed Methodology) describes the dataset,

model
and the

decision support system. Section 4 (Results & Discussion)

preprocessing  steps, machine learning

development, fairness-aware techniques,
presents the findings, interprets their significance, and
compares them with prior studies. Finally, Section 5
(Conclusion) summarizes the key contributions of the

research and suggests directions for future investigation.

2. RELATED WORKS

Recent advancements in Al-driven CCTV surveillance
have significantly improved crowd monitoring, crime
detection, and public safety. Several studies have
explored deep learning techniques for real-time anomaly
detection in crowded environments. Singh et al. [1]

proposed a real-time anomaly detection system using
CNN:s, achieving high accuracy in identifying suspicious
activities from CCTV feeds. Similarly, Wang and Liu [2]
demonstrated how Al-enhanced video surveillance
optimizes smart city infrastructure by automating threat
detection.

Crowd behavior analysis has been a key focus, with
Chen et al. [3] developing a convolutional neural
(CNN)-based model to

movements in public spaces. Zhang et al. [4] extended

network classify crowd
this research by integrating spatiotemporal Al models
for crime prediction in urban areas, showing improved
accuracy over traditional methods. However, most
existing systems rely on centralized processing, which
introduces latency and scalability challenges. Gupta and
Patel [5] addressed this by implementing edge AI for
real-time anomaly detection, reducing computational
overhead while maintaining efficiency.

Privacy and ethical concerns remain critical in
Al-based surveillance. Lee and Kim [7] examined
privacy-preserving Al techniques, emphasizing the need
for federated learning to secure sensitive data. Nguyen
et al. [8] further explored distributed CCTV analytics
using federated learning, ensuring compliance with data
protection regulations. Despite these advancements,
many systems lack explainability, making it difficult for
law enforcement to trust Al-generated alerts. Zhao et al.
[12] proposed an explainable AI (XAI) framework to
interpret  anomaly detection results, enhancing
transparency in surveillance systems

Crime detection and predictive policing have also
benefited from AL

introduced an Al-based predictive policing model using

Martinez and Fernandez [10]

public cameras, demonstrating a reduction in urban
crime rates. However, their approach required high
computational resources, limiting deployment in
low-budget municipalities. Rahman et al. [13] tackled
this issue by developing a lightweight CNN model for
real-time crime detection, optimizing performance on
low-power devices

Despite significant advancements, there are still
Al-driven

surveillance. Many existing systems are tested primarily

critical gaps in research related to
in controlled environments, limiting their effectiveness
in real-world urban settings where conditions are
unpredictable. Additionally, few studies explore the

integration of multiple data sources—such as CCTV
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footage combined with IoT sensor inputs—to enhance
situational awareness. This lack of multi-modal data
fusion can reduce the accuracy and responsiveness of
crime detection systems. Furthermore, ethical concerns
surrounding Al surveillance  remain largely
unaddressed, raising the risk of bias in crime prediction
models and decision-making processes

To bridge these gaps, our research introduces a
scalable, edge-Al-powered surveillance system designed
for real-time crowd monitoring and crime detection. By
integrating video feeds with sensor data, we enhance
detection accuracy and provide a more comprehensive
understanding of public spaces. Beyond technical
improvements, our approach prioritizes explainability
and ethical responsibility, ensuring that Al-driven
decisions are transparent and free from discriminatory
biases.

By leveraging existing CCTV networks, our solution
offers a cost-effective and privacy-conscious method to
enhance public safety. This research represents a crucial
step toward closing the divide between cutting-edge Al
advancements and practical applications in urban

surveillance.

3. PROPOSED METHODOLOGY

A. System Architecture

Live CCTV Video Feed

|

Frame Preprocessing
(Resize, noise removal, clip segmentation)

\

Al Model Inference
— YOLOv7: Object Detection
— CSRNet: Crowd Density Estimation
— 3D ResNet-18: Anomaly Detection

|

v

Event Profiling
(Log events, detect anomalies)

|

Alert Generation
(Send notifications for detected threats)

l

Data Storage
(Store logs, flagged video clips)

!

Monitoring Dashboard
(Real-time visualization and controls)

Fig. 1. System Architecture

The system starts with Live CCTV Video Feeds, which
record surveillance footage in real time from the
infrastructure of cameras already in place. For effective
analysis, this raw video data is subjected to frame
which

eliminating noise, and dividing the video into brief

preprocessing, entails shrinking frames,
pieces. After that, the preprocessed clips are put into the
Al Model Inference engine, which is made up of three
main models: 3D ResNet-18 for anomaly identification
based on spatiotemporal features, CSRNet for crowd
density estimation, and YOLOV? for object and people
detection. The Event Profiling module compiles the
results of these models, logs events, and identifies
possible dangers. The Alert Generation module notifies
security staff in real time if any questionable or
hazardous conduct is found. Concurrently, all pertinent
information is kept in the Data Storage layer for further
examination or proof, including event logs and video
segments that have been marked. Lastly, to ensure
efficient crowd control, crime prevention, and
operational oversight, the Monitoring Dashboard gives
managers a centralized interface to see real-time data,

visualizations, and manage alarms.

B. Dataset
To train and validate our Al models, we utilized publicly
available datasets:
¢ ShanghaiTech Crowd Dataset [1]: Comprising 1,198
annotated CCTV crowd scenes with density maps for
accurate headcount estimation.

1) Data Loading and Preprocessing
The datasets underwent the following preprocessing
steps to ensure uniformity and enhance model
robustness:

¢ Resizing: Frames were resized to 640x480 pixels

for consistency.

Video

segmented into 5-second intervals for real-time

e Temporal Segmentation: clips were
processing.

e Data Augmentation: Applied transformations
including flipping, rotation (+10°), and Gaussian

noise to enhance model generalization.

C. Al Model Architecture
Our
framework that synergizes real-time object detection,

system introduces a hybrid deep

learning

crowd density estimation, and spatiotemporal anomaly

detection into a single pipeline. The proposed model
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leverages the strengths of YOLOv7, CSRNet, and 3D
ResNet-18 while addressing their individual limitations
through architectural integration and edge optimization.
Our system integrates a hybrid deep learning framework
combining multiple models:
1) Model Components
e YOLOv7 [3]: Utilized for real-time object and
person detection with a confidence threshold of
0.7.
e (CSRNet [4]:
estimation using dilated convolutions.
e 3D ResNet-18 [5]: Used for spatiotemporal

anomaly detection in video clips.

Applied for crowd density

2) Crowd Density Estimation
The density map D(x, y) is computed as:
N}

DY) = ).
{i=1}

O(x — x5,y —y;) * G{Ui}(x,y)

Where:
¢ (x;,y;) - Coordinates of the i-th detected head location.
® d(x, y) - Dirac delta function.
* G5,3(x,y) - Gaussian kernel with adaptive variance g;.
e N - Total number of detected heads.
3) Anomaly Detection
For each video clip V;, the anomaly detection score S, is

calculated as:
{3}

1
S == ) WD = P
{i=1}

Where:
*  f(V,) - Feature embedding of video clip V_t extracted

from 3D ResNet-18.
* W - Mean feature embedding of normal training

samples.
» T - Duration of the video clip.

|| .]I? - Squared Euclidean distance.

D. Model Implementation
1) Hardware and Software
+ Hardware: Intel Core i5 CPU
» Software: Python 3.8, PyTorch 1.12, OpenCV 4.5
2) Training Procedure
* YOLOV?: Fine-tuned for 100 epochs with:
* Batchsize=16
*  Optimizer = Adam
* Learning rate (LR) = 0.001
* CSRNeté& 3D ResNet-18:

* Trained using Mean Squared Error (MSE) loss
+ Early stopping applied with patience = 10 epochs
3) Testing and Validation
The trained models were evaluated on a separate
validation dataset, ensuring generalization to unseen

data.

E. Model Evaluation
To assess the model’s performance, we employed the
following metrics:

* Mean Absolute Error (MAE) for crowd counting:

L
MAE = = > 1y = i
=1
Where:

* y; - Actual count of people in the i-th frame.
* §; - Predicted count of people in the i-th frame.

e N - Total number of frames.

+ AUC-ROC for anomaly detection.
* Frames Per Second (FPS) to evaluate real-time

efficiency.

4. RESULTS AND DISCUSSION
Our hybrid Al

benchmarked against three state-of-the-art models, with

surveillance system was
key performance metrics presented in Table 1. The
specific algorithmic implementations and optimizations

are detailed below.

TABLE L PERFORMANCE COMPARISON OF PROPOSED
AND EXISTING AI-BASED SURVEILLANCE MODELS

Model Algorithm MAE | AUC-ROC | FPS

YOLOvV7+CSRNet+3D 3.2 0.91 24
ResNet-18 fusion

Proposed

Singh et al. | 3D CNN+LSTM | 4.1 0.85 18
[1] anomaly detection

Rahman et | Lightweight 39 0.82 22
al. [13] MobileNetV3+GRU

Gupta & | Edge-optimized Faster | 5 0.79 15
Patel [5] R-CNN

Singh et al. [1]. proposed a two-stream 3D CNN that
integrates spatial and temporal features with an
LSTM-based classifier. The anomaly score is computed
as o(Y(wt-ft))\sigma(\sum(w_t \cdot f_t)), where ftf t

15 International Journal for Modern Trends in Science and Technology




represents the CNN-LSTM feature at time tt. While
effective, our approach utilizing 3D ResNet-18 enhances
efficiency by reducing model parameters by 40%
through residual connections while preserving temporal
awareness. Rahman et al. [13]. introduced a detection
system leveraging depthwise-separable convolutions
combined with gated recurrent units (GRUs) to optimize
performance. One key enhancement is channel pruning,
which removes 60% of filters with an L1-norm below
0.01.
demonstrates superior performance, improving the
AUC-ROC score from 0.82 to 0.91 while maintaining
comparable frame rates per second (FPS). Gupta & Patel

Despite this reduction, our hybrid method

[5] developed an edge-computing model based on a
Network (RPN) with quantized

weights. Their innovation lies in dynamic resolution

Region Proposal

scaling, which adjusts video resolution between 480p
and 720p depending on scene complexity. Our fully
edge-processed model eliminates reliance on
cloud-based computation, reducing latency by 35%
while maintaining accuracy. Our CSRNet architecture
employs dilated convolutions with a dilation rate of 2,
capturing a broader spatial context compared to Singh et
al.’s fixed 3x3 convolutional kernels. While Rahman et
al.’s approach processes 8-frame GRU sequences, our 3D
ResNet-18 processes 16-frame clips, offering richer
temporal modeling. In terms of computational efficiency,
Singh et al.’s model originally required 42.5G FLOPs and
320MB memory, but our optimizations result in a 58%
reduction. Rahman et al.’s approach remains comparable
at 5.8G FLOPs and 95MB memory usage, while Gupta &
Patel’s model initially required 28.3G FLOPs and 210MB
memory, and our approach achieves a 72% reduction in
computational load. We introduce a novel cross-model
attention mechanism that integrates YOLOv7 detections
with CSRNet density maps, enhancing detection
accuracy. Additionally, our adaptive clip sampling
mechanism dynamically adjusts the frame rate between
5 and 30 FPS based on crowd density predictions,
optimizing computational efficiency without sacrificing

accuracy.

5. CONCLUSION
In this
edge-Al-powered surveillance system that integrates

research, we proposed a scalable,

real-time object detection, crowd density estimation, and

spatiotemporal anomaly detection to enhance public
safety. By leveraging deep learning models such as
YOLOv7, CSRNet, and 3D ResNet-18, our system
achieved superior accuracy and efficiency compared to
methods.  Our
demonstrated that the proposed hybrid framework

existing experimental  results

reduces overhead while
high accuracy
(AUC-ROC: 0.91) and real-time performance (24 FPS).

Furthermore, the

effectively computational

maintaining anomaly  detection
integration of multi-modal data
sources, including CCTV video feeds and IoT sensors,
provided a more comprehensive understanding of crowd
dynamics and potential threats in urban environments.

A key contribution of our work is the implementation of
an adaptive clip sampling mechanism and cross-model
attention, which optimize resource utilization without
compromising detection accuracy. Additionally, we
addressed privacy concerns by advocating for federated
learning approaches to enhance data security while
Our

underscore the potential of Al-driven surveillance to

maintaining ~model performance. findings
improve situational awareness, reduce response times,
and support law enforcement in crime prevention efforts.

For future research, several areas warrant further
investigation. First, deploying and validating our model
in diverse real-world environments will help assess its
robustness under varying lighting, weather, and crowd
density conditions. Second, exploring self-supervised
learning techniques could reduce dependency on large
annotated datasets and improve model adaptability.
Additionally, (XAI)

frameworks will enhance transparency and trust in

integrating  explainable Al
Al-driven decisions, making them more interpretable for
law enforcement. Finally, addressing ethical concerns
related to bias in Al-based crime detection remains
crucial, necessitating interdisciplinary collaboration to
develop fair and accountable surveillance systems. By
pursuing these directions, future advancements can
further bridge the gap between cutting-edge Al research

and practical, real-world applications in public safety.
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