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KEYWORDS ABSTRACT

Copy move forged detection (CMFD),  Digital photographs are easily manipulated due to advancements in image processing tools,

DCT (Discrete Cosine Transform),  making it difficult to verify their authenticity. Copy and move type forgery, where a part of
DWT (Discrete Wavelet Transform),

QCD  (Quantization  Coefficients
Decomposition), SIFT  (Scale —

Invariant Feature Transform), Hu

an image is duplicated and pasted in another location, reduces the image's dependability. A
hybrid algorithm based on DWT and DCT is proposed to detect such cloned forgeries. In the
proposed work we have used and hybrid algorithm which is based on DWT and DCT that is
moments used to detect such kind of cloned forgery. The suggested technique reduces the dimensional
representation of the image by first compressing it using DCT and then DWT. The
compressed image above is then separated into overlapping chunks. After that, duplicate
blocks are identified using a lexicographic technique. Compared to individual DCT or
DWT, this method improves accuracy at the expense of a small increase in detection time. It
decomposes the image through DCT and Hu moments features are extracted vector from a
circle block for detection and localization of forged areas. The proposed technique dose
precise detection and localization of all kinds of copy & move areas also if some kind of post

processing operation has been carried out with image.

I. Introduction essential in sectors like media, defense, news, and

Images are increasingly crucial in communication medical examinations. Digital images can be easily
media, providing more information than words. With  edited using various cameras and software, making it
advanced technology, including camera gear, computer  difficult to distinguish between original and altered
systems, and graphics software, digital photos are photos. Forgery in Copy & Move case is a type of digital
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image fraud where a small block is copied and pasted to
hide its contents. The human eye struggles to detect such
forgeries, making detection crucial for preventing image
fraud. Image forgery detection is crucial in forensic
investigations and social media surveillance, allowing
for the analysis of evidence for criminal and civil legal
processes.

Copy & move type images require thorough search to
identify copied and pasted elements, but this method is
computationally complex and takes more time to
discover. Two popular methods for detecting forgery are
block-based and key point-based. Block-based splits
images into sections, but can be ineffective for geometric
adjustments, while key point-based detects duplicated
areas.

Researchers use blocking tactics in DCT-based image
detection to identify cloning forgeries. They use
lexicographic sort and quantized DCT coefficients to
identify duplicates. The Copy-Move detection method
improves detection accuracy by focusing on the lowest
level picture representation. The survey indicates that
DCT and DWT are effective methods, but their
localization accuracy is subpar. A hybrid model

combining both improves accuracy.

@) (b)
Figure 1 Copy & move type image Example (a) original

image (b) forged image
a. Problem Statement
DWT approaches, often used in image forgery
detection, offer advantages such as simplicity and
feature vector size reduction, presenting opportunities

for further development in performance and accuracy.
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The computational cost and durability of copy-move
forgery detection are determined by parameters like
quantization matrix, overlapping block size, and
matching pixel occurrence threshold. We propose
designing a hybrid model combining DCT and DWT for
enhanced accuracy compared to traditional methods.
b. Objectives

Copy-move fraud detection aims to identify identical
or similar parts of an image, enhancing accuracy,
robustness, localization, performance, and reducing
computational complexity.
c. Motivation

Image forgery, primarily for financial gain, is a
significant issue in various fields, but detection
applications can help preserve digital media integrity

and increase viewers' confidence in misleading images.

II. LITERATURE SURVEY

The technique of copy-move forgery detection has
been the subject of research on a number of current
systems, looking at unforeseen outcomes such feature
correlation between replicated and original frames.
These effects could show up as either frame insertion or
replacement. This section offers a thorough analysis of
the many Copy-Move Forgery Detection (CMFD)
techniques currently in use.The authors introduces
IKFR-T (Identical Key Feature Recognition and Tracing),
a revolutionary technique for identifying digital photo
copy & move frauds. The three main parts of the
methodology —recursive localization, similarity testing,
and feature extraction—are all optimized for better
efficiency. The usefulness of IKFR-T is demonstrated by
the results and discussions, which show that it performs
better than current models. Evaluation criteria that
highlight the methodology's dependability in identifying
copy-move forgeries include, True Positive Rate also
False Positive Rate and F1-Score [12].

CMF creates a new issue since it minimises the
accuracy for picture’s forgery detection. Comparable
locations have been selected and pasted into CMFD. The
suggested technique aids in the detection of picture
forgeries and is based on the Equilibrium Optimization
Algorithm (EOA), DWT, and DCT. The technique uses
the EOA, DWT, and DCT to detect forgery regions,
segment images, and detect features. At beginning the

image is then has converted to gray scale. Then




transferred to the signal domain using a discrete cosine
transform technique [13].

The primary objective of this work was to identify
strategies to guarantee the identification of copy-move
fraud in digital photos. This paper's primary focus was
on identifying the forged items in the suspected image
and reducing the feature length dimension. As a result,
we used kernel PCA and DCT for feature extraction,
considering the same items that were present in the
fabricated image. This paper's primary focus was on
identifying the forged items in the suspected image and
reducing the feature length dimension [14].

In this paper, they have thoroughly examined the
CMFD problem. The CMEFD techniques have been
grouped based on their detection paradigm, detection
methodology and detection capability. Several detection
paradigms and approaches has been examined and their
pros and cons discussed.The CMEFD is still an unsolved
problem and a very difficult one. Due of numerous
conflicting challenges, most CMFD approaches have not
yet attained acceptable enough performance. As a result,
more effort needs to be done to resolve several
competing issues, and the CMFD problem requires
extensive research and the use of a variety of deep

learning techniques [15].

III. PROPOSED METHODOLOGY

In proposed system we are using block-based image
forgery detection method. In this section, three
techniques are discussed. The first one is DCT, DWT and
proposed hybrid method combining DCT and DWT.

Input Image

Block Division

[

Resize Image

:> Convertto gray :>

Quantizers lower the precision of values to hold updated
coefficients, reducing the number of bits needed for data
compression.  Scalar  quantization and  vector
quantization are two types, with vector quantization
being widely used for data compression due to its
benefits. However, codebook design and vector search
performance are challenges. Vector quantization is a
signal processing method that models probability
density functions using prototype vector distribution. It
divides large data sets into groups, using centroid values
for each. Density matching characteristics help
determine high-dimensional data density.

Hu Moments Features: Hu Moments are a set of seven

values calculated from image moments that are invariant
to image transformations like translation, scale, and
rotation. They are commonly used in image recognition
and shape classification. While the seventh instant
changes sign for a reflected picture, the first six moments
remain constant across translation, scaling, and rotation.
Since hu moments don't change when an object's size,
position, or orientation in the image does, they can be

used for shape matching.

IV. IMPLEMENTATION

Feature
extraction

Feature matching

and sorting <::|

Forgery detection and
localization

Figure 2 General block diagram of forgery detection

method for block-based image
QOCD - Quantization Coefficients Decomposition : To

identify such copy-move forgeries, we offer an enhanced
technique in our suggested system that is based on the
DWT and DCT the hybrid method called Quantization
Coefficients Decomposition (DCT-QCD). QCD is a DCT
and DWT hybrid model Quantization is the process of
decreasing the precision of an integer to minimize the

number of bits required to store it.
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(¢)

Figure 3 (a) original image (b) Quantized Image (c) block

(d)

division (d) forged part marked with red colour
After applying DCT the image is divided into blocks of
8x8 ,From each block Hu moment features are extracted
and stored. Each block was searched for a matching

block; if one was found, it was marked blue, and if not, it




was marked red. As seen in figure 3, the original
portions' pixels are marked in blue in the final
while  the

pixels are marked in red.

localization of copy-move forging,
copy-moved portions'
Depending on blue and red matching is predicted as
forged or not forged.

QCD Implementation: QCD is a mixture of DWT and
DCT; features are extracted from the input image after
DCT has been applied. After application of DWT to the

input image and extracting its features, the DCT and

DWT features are concatenated, and block searching is
carried out. The remaining localization is identical to
DCT after that.

Original image

DCT Compressed Image

DWT LL image

QCD Hybrid : Copy Moved Marked

Figure 4 : Step wise results for QCD

V. RESULT & ANALYSIS

Table 1 Comparison of Performance Analysis DCT V/s
DWT V/s QCD-proposed method

Comparison of Forgery Detection Accuracy

Comparison of Detection
Accuracy
98.00%
96.00%
© 94.00%
"3 92.00%
g 90.00%
o 88.00%
< 86.00%
84.00%
82.00%
Proposed
DCT DWT Sytem
Qcb
M Series1 87.50% 91.67% 95.83%

Figure 5 Graph showing Comparison of Detection
Accuracy
For the chosen dataset, the accuracy of the DCT
technique is 87.50%, the accuracy of the DWT is 91.67%,
and the accuracy of the suggested approach is 95.83%, as
the graph in Figure 5 illustrates. The graph comparison
that the

accuracy surpasses that of the other two approaches.

above demonstrates suggested system's

Comparison of Forgery Localisation

Comparison of
Localisation
60.00%
50.00%
,§ 40.00%
2 30.00%
g 20.00%
10.00%
0.00%
Proposed
DCT DWT Sytem
QcCDb
M Series1 37.38% 47.10% 53.05%

DCT DWT QCD : DCT +
DWT
Forged Detection 87.50% 91.67% 95.83%
Accuracy
Average Localisation 37.38 % 47.10% 53.05%

Table 1 shows the comparison between Detection
Accuracy of DCT , DWT and Proposed system i.e. QCD
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Figure 6 Comparison of Localisation
The graph in Figure 6 displays the localization of
copy-move pixels for the chosen dataset; the localization
obtained using the DCT approach was 37.38%, the
localization obtained using the DWT method was
47.10%,
suggested method was 53.05%. The graph comparison

and the localization obtained using the




that the

localization outperforms the other two approaches.

above demonstrates suggested system's

VI. CONCLUSION

To detect digital image copy-move forgeries, this
study proposes an improved method using DWT and
DCT i.e. QCD. According to experimental results, the
dimension of the features using the template is
decreased or equaled when compared to the current
related techniques, but the detection accuracy is still
good. Additionally, a simple but crucial example is given
using a toy image to assist students understand the
influence of the primary algorithmic processes at the
pixel level. We intend to remove the constraint on the
location of pasted sections in the future and search for
features that can withstand excessive compression,
rotation, and rescaling.

The accuracy of the DWT is 91.67%, the DCT
method is 87.50%, and the suggested system, or QCD, is
95.83%. DCT, DWT, and QCD localization percentages
are 37.38%, 47.10%, and 53.05%, respectively. The
performance of the suggested approach is superior to

that of the other methods, according to the results
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