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Research in cloud computing is receiving lots of attention from each tutorial and industrial worlds. In 

cloud computing, users will source their computation and storage to servers (also referred to as clouds) 

exploitation net. This frees users from the hassles of maintaining resources on-site. Clouds will give many 

kinds of services like applications (e.g., Google Apps, Microsoft online), infrastructures (e.g., Amazon’s 

EC2, Eucalyptus, Nimbus), and platforms to assist developers write applications (e.g., Amazon’s S3, 

Windows Azure).The propose plan one will combination any set of secret keys and create them as compact 

as one key, however encompassing the ability of all the keys being aggregate. The key holder will 

unharness a constant-size combination key for versatile decisions of cipher-text set in cloud storage, 

however the opposite encrypted files outside the set stay confidential.This compact combination key will 

be handily sent to others or be hold on terribly charge account credit with very restricted secure storage 

which offer formal security analysis of our schemes within the normal model. Specifically, this scheme 

provides the primary public-key patient-controlled cryptography for versatile hierarchy,that was 

nonetheless to be notable. 
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I. INTRODUCTION 

 
1.1 Cloud Computing 

 Cloud computing is a technology that uses the 

internet and central remote servers to maintain 

data and applications. Cloud computing allows 

consumers and businesses to use applications 

without installation and access their personal files 

at any computer with internet access. This 

technology allows for much more efficient 

computing by centralizing storage, memory, 

processing and bandwidth. Cloud computing is a 

comprehensive solution that delivers IT as a 

service. 

 
 

Figure 1.1.1 Cloud Computing 

 The flexibility of cloud computing is a function 

of the allocation of resources on demand. Before 

cloud computing, websites and server-based 

applications were executed on a specific system. 

Cloud computing is broken down into three 

segments application, storage and connectivity.  
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1.2 Cloud Computing Models 

1.2.1 Service Model 

 There are three fundamental Service models in 

Cloud computing. Three service models are 

explained below. 

Software as a Service  

 Cloud Applications or Software as a Service 

(SaaS) refers to software delivered over a browser. 

SaaS eliminates the need to install and run 

applications on the customer's own 

computers/servers and simplifies maintenance, 

upgrades and support. Examples of SaaS are 

Facebook, SalesForce, etc. The Cloud Computing 

service model is given in figure 1.2.1.1 

 
Figure 1.2.1.1 Cloud Computing Service model 

• Platform as a Service 

 Cloud platform services or Platform as a 

Service (PaaS) refers to an environment for 

software development, storage and hosting 

delivered as-a-service over the Internet. 

Examples of PaaS are Google App Engine, 

Force.com, Microsoft Azure, WOLF, etc.  

• Infrastructure as a Service 

Cloud infrastructure services or Infrastructure 

as a Service (IaaS) delivers a computing 

infrastructure, typically a virtualization 

environment, as-a-service 

1.2.2 Deployment model 

Cloud Computing Deployment model is given in 

figure 1.2.2.1. 

 

Figure 1.2.2.1 Cloud Computing Deployment model 

       Each company chooses a deployment model 

for a cloud computing solution based on their 

specific business, operational, and technical 

requirements. Four primary cloud deployment 

models are private cloud, community cloud, public 

cloud, and hybrid cloud. 

• Public Cloud 

Public cloud refers to Cloud Computing in the 

traditional mainstream sense, whereby resources 

are dynamically provisioned on a fine-grained, 

self-service basis over the Internet. These 

resources are provisioned via web 

applications/web services, from an off-site 

third-party provider who shares resources and bills 

the customer on a fine-grained utility computing 

basis.  

 

• Community Cloud 

A community cloud is established among several 

organizations that have similar requirements and 

seek to share their computing infrastructure in 

order to realize some of the benefits of the Public 

Cloud.  

 

• Private Cloud 

 A term that is similar to, and derived 

from, the concept of Virtual Private Network (VPN), 

is applied to Cloud Computing. The Private Cloud 

delivers the benefits of Cloud Computing with the 

option to optimize on data security, corporate 

governance and reliability.  

 

• Hybrid cloud 

The cloud infrastructure is shared by several 

organizations with common concerns (eg, mission, 

security requirements, policy, and compliance 

considerations). For example, the Google GovCloud 

provides the Los Angeles City Council with a 

segregated data environment to store its 

applications and data that are accessible only to 

the city’s agencies.  

 

1.3 WINDOWS AZURE STORAGE CONCEPTS 

Windows Azure Cloud service is used in the 

project. Windows Azure provides four abstractions 

for application developers. They are, 

• Blobs- Provides a simple interface for storing 

named files along with metadata for the file. 
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Figure 1.3.1 Windows Azure Storage Concepts 

• Tables- Provides massively scalable structured 

storage. A table is a set of entities, which contain a 

set of properties.  

• Queries- Provides reliable storage and delivery of 

messages for an application to build loosely coupled 

and scalable workflow between the different parts of 

application. 

• Drives- Provides durable NTFS volumes for Windows 

Azure applications to use. This allows applications 

to use existing NTFS APIs to access a network 

attached durable drive. It contains seven entities. 

They are Account, Container, Table, Queue, Blobs, 

Entities, and Messages.  

II. CLOUD STORAGE  

Cloud storage is also a model data of storage 

where the digital data is detain logical pools, the 

physical storage spans multiple servers (and 

generally locations), and so the physical setting is 

typically owned and managed by a hosting 

company. These cloud storage suppliers area unit 

to blame for keeping the information on the market 

and accessible, and therefore the physical setting 

protected and running. Individuals and 

organizations obtain or lease storage capability 

from the suppliers to store user, organization, or 

application information. Cloud storage services is 

also accessed through a co-located 

cloud calculate service, an online service 

application programming interface (API) or by 

applications that utilize the API, like cloud desktop 

storage, a cloud storage entry or Web-based 

content management systems. 

 

Advantages 

 

• Companies want solely procure the 

storage they really use, usually a median of 

consumption  throughout a month. 

 

• This doesn't mean that cloud storage is a 

smaller amount dear, solely that it 

incurs operative expenses instead of capital 

expenses. 

• Organizations will choose from off-premises 

and on-premises cloud storage choices, or a 

combination of the 2choices, reckoning 

on relevant call criteria that's complementary 

to initial direct value savings potential; for 

example, continuity of operations (COOP), 

disaster recovery (DR), security (PII, HIPAA, 

SARBOX, IA/CND), and records retention 

laws, rules, and policies.  

• Storage handiness and knowledge protection 

is intrinsic to object 

storage design, therefore reckoning on the 

appliance, the extra technology, effort and 

value to feature handiness and 

protection is eliminated. 

• Storage maintenance 

tasks, like buying extra storage capability, are

a unit offloaded to the responsibility of a 

service supplier.  

• Cloud storage provides users with immediate 

access to a broad vary of resources and 

applications hosted within the infrastructure 

of another organization via an online service 

interface.  

• Cloud storage is used for repeating virtual 

machine pictures from the cloud to 

on-premises locations or to import a virtual 

machine image from associate on-premises 

location to the cloud image library. 

• Additionally, cloud storage is 

accustomed move virtual 

machine pictures between user accounts or 

between knowledge centers.  

Cloud storage is used as natural disaster proof 

backup, as ordinarily there area unit a pair 

of or three completely different backup 

servers settled in several places round 

the globe. 

Data Sharing: 

• Data sharing is that the observe of 

creating information usedfor critical analysis o

n the market to alternative investigators. 

Replication includes a long history in science. 

The expression of The Royal Society of London 

for Improving Natual Knowledge is 'Nullius in 

verba', translated "Take no man's word for 

it." several funding agencies, establishments, 

and publication venues have policies relating 
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to information sharing as a result 

of transparency and 

openness ar thought-about by several to be a 

part of the methodology. 

• A number of funding agencies and science 

journals need authors of peer-reviewed papers 

to share any 

supplemental data (raw information, applied 

mathematics strategies or supply code) 

necessary to know, develop or 

reproduce revealed analysis.  

• A good deal of research isn't subject 

to information sharing necessities, and lots 

of of those policies have liberal 

exceptions. Within the absence of any 

binding demand, information sharing is at the 

discretion of the scientists 

themselves. Additionally, 

in bound things agencies 

and establishments interdict or severely 

limit information sharing to 

safeguard proprietary interests, national 

security, and subject/patient/victim 

confidentiality. 

• Access to in public archived information may 

be a recent development within the history of 

science created doable by technological 

advances in communications and 

data technology. 

• Despite policies on information sharing and 

archiving, information withholding still 

happens. Authors could fail to 

archive information or 

they solely archive some of the info. Failure to 

archive information alone isn't information wit

hholding. 

• Once a scientist requests further data, Associ

ate in Nursing author generally refuses to 

supply it. once authors 

withhold information   like this, they run the 

danger of losing the trust of the science 

community. 

 

Key Aggregated Digital Signature: 

 

A digital signature may be 

a mathematical theme for demonstrating 

the credibleness of a digital message or 

document. a legitimate digital signature provides a 

recipient reason to believe that the message was 

created by a glorious sender, specified the sender 

cannot deny having sent the message 

(authentication and non-repudiation) which the 

message wasn't altered in transit (integrity). 

 

Alogorithms 

 

• A key generation algorithmic rule that 

selects personal key uniformly every which 

way from a group of attainable private keys. 

The algorithmic rule outputs the personal key and 

a corresponding public key. 

• A sign language algorithmic rule that, given a 

message and a personal key, produces a signature. 

• A signature confirmative algorithmic rule that, 

given a message, public key and a signature, either 

accepts or rejects the message's claim 

to credibleness. 

Two main properties area unit needed. First, 

the credibleness of a signature generated from a 

hard and fast message and glued personal key are 

often verified by victimisation the corresponding 

public key.  

Secondly, it ought to be 

computationally unfeasible to come up with a 

legitimate signature for a celebration while 

not knowing that party's personal key. A digital 

signature is associate authentication 

mechanism that allows the creator of message to 

connect a code that act as a 

signature. it's shaped by taking the hash of 

message and encrypting the message with 

creator's personal key. 

 

Patient-Controlled Encryption  

On February 13, 2009, U.S. President 

Barack Obama signed into law the American 

Recovery and Reinvestment Act of 2009, which 

contained provisions authorizing the fed- eral 

government to spend 19 billion dollars to digitize 

U.S. health records. President Obama stated, We 

will make the immediate investments necessary to 

ensure that within five years all of America's 

medical records are computerized," and that digital 

medical records could prevent medical errors, save 

lives, and create hundreds of thousands of jobs.1 

Moving to electronic health records is important to 

the modernization and revamping of our healthcare 

system, but solving the great challenges of 

ensuring the safety, security, and privacy of 

patients is equally critical, of which the federal 

government is acutely aware.2 Computerized 

medical records are open to potential abuses and 

threats. Some have pointed out that large amount 

of sensitive healthcare information held in data 

centers is vulnerable to loss, leakage, or theft.3 \In 
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the last few years, personal health information on 

hundreds of thousands of people has been 

compromised because of security lapses at 

hospitals, insurance companies and government 

agencies."4 Medical data is also susceptible to 

misuse by those seeking to profit from it. For 

example, some companies make a business of 

buying and selling doctors' prescribing habits to 

pharmaceutical companies.5 There are also 

intrinsic legal results.  

World Privacy Forum warns that sensitive 

electronic data, especially when stored by a third 

party, is vulnerable to blind subpoena or change in 

user agreements. Businesses such as hospitals 

and law firms, which are required by law to respect 

users' privacy, \may be at risk of a lawsuit simply 

for using a cloud computing service, even if 

information is not leaked."6 Furthermore, disputes 

among lawmakers seeking to regulate the 

computerization of medical records and lobbyists 

from pharmaceutical companies and insurance 

companies may delay or derail effective privacy 

safeguards from being put in place to protect 

patients' rights and safety. 

 

III. KAC: KEY AGGREGATE CRYPTOSYSTEM 

Introducing a special type of public - Key 

encryption which we call key-Aggregate 

cryptosystem (KAC). In KAC, users encrypt a 

message not only under a public key, but also 

under an identifier of ciphertext called class. The 

key owner holds a master - secret called 

mastersecret key, which can be used to extract 

secret keys for different classes. 

More importantly, the extract key can be an 

aggregate key which is compact as a secret key for 

a single class, but aggregates the power ofmany 

such keys, i.e., the decryption power for any  

subset of ciphertext classes. 

The information manager makes general 

society framework parameter through Setup and 

produces anopen/expert mystery key match 

through KeyGen.Information can be encoded by 

means of Encrypt byany individual who 

additionally chooses what cipher text class is 

connected with the plaintextmessage to 

beencoded.Following are different framework 

activity perform for executing KAC encryption 

1:SETUP section 

The setup algorithmic rule takes no input aside 

from the implicit security parameter. It outputs the 

general public parameters PK and a key MK. 

Encrypt(PK,M, A). 

The cryptography algorithmic rule takes as 

input the general public parameters PK, a message 

M, ANd an access structure A over the universe of 

attributes. The algorithmic rule can write in 

code M and turn out a ciphertext 

CT specified solely a user that possesses a 

group of attributes that satisfies the access 

structure are ready to rewrite the message.  

 

Key Generation(MK,S). 

The key generation algorithmic rule takes as 

input the key MK and a group of attributes S that 

describe the key. It outputs a personal key SK  

four rewrite section 

 

Decrypt(PK, CT, SK). 

The secret writing algorithmic rule takes as 

input the general public parameters PK, a 

ciphertext CT, that contains AN access policy A, 

and a privatekey SK, that may be a non-public key 

for a group S of attributes. A canonical application 

of KAC is sharing of the information. The key 

aggregation feature is helpful after 

we need allocation to be economical and versatile. 

The technique change supplier of the content to 

share or distribute her knowledge in secure 

and correct approach, with constant and 

tiny ciphertext enlargement, by sharing to 

everyapproved user one and 

tiny mixture key. mixture secret is used for 

the secret writing of the message.The data 

sharing plan in cloud mistreatment KAC , 

 

 

 

IV. PROPOSED WORK 

This Proposed work has 2 phases. 

Phase 1: 

The phase 1 is that one can aggregate any set of 

secret keys and make them as compact as a single 

key, but encompassing the power of all the keys 
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being aggregated. The secret key holder can release 

a constant-size aggregate key for flexible choices of 

ciphertext set in cloud storage, but the other 

encrypted files outside the set remain confidential. 

This compact aggregate key can be conveniently 

sent to others or be stored in a smart card with very 

limited secure storage. 

The above technique has been focusing on 

reduce a key size and mainly to reduce cloud 

storage in different key store limitation and avoid 

data leakage for single key maintaining. But not 

consider about how long crypto class has been 

used in future it’s not possible to crate different 

crypto class and extract the key. So will improve for 

long key generation over limited storage occupy. 

Advantages: 

• Main advantages of this project maintain 

constant key size not occupy more than 

storage. 

• Secure data sharing enable for public 

scenario. 

Phase 2: 

 To moreover be a growing need for the 

sharing of personal data between different 

users and family members. 

 

ElGamal encryption: 

✓ ElGamal encryption is a public-key 

cryptography system. To obtain advantage 

of ElGamal Encryption in our work because 

it does not rely on a user’s public key 

infrastructure (PKI) and the algorithm is 

both simple and efficient to encrypt any size 

of data. 

 

Proxy re-encryption and ElGamal Encryption: 

 

Proxy Re-Encryption is based on the concept of a 

semi trusted proxy that uses a re-encryption key to 

translate a cipher-text under the data owner’s. The 

proxy re-encryption techniques will data hide 

partially to cloud and user communication. 

 

Advantages: 

• Light weight key generation algorithm has been 

used. 

• Key storage will maintain different storage. Ex: 

Proxy Server. 

• To provide effective data sharing and as 

demand access anywhere anytime, low costs 

and high flexibility. 

V. SYSTEM ARCHITECTURE 

 
 

Modules 

Secure Data Sharing Protocol 

The DO first sends a request to the DSS to upload 

data to the Cloud (1). The DSS then generates a 

random private key x and its corresponding public 

key {p, b, c} using ElGamal encryption.  

The DSS then partitions x into n+1 pieces and 

stores each piece in each of the n proxy servers. 

The DSS also generates a new user id for the data 

owner. The DSS then sends the user id, the 

remaining partitioned key piece, and the public key 

to the DO. 

The DO then generates a random symmetric key k 

and encrypts his data. The symmetric key is then 

encrypted itself by the DO using the public key {p, 

b, c} generated by the DSS. The DO then sends his 

user id, the encrypted data and the encrypted key 

to the DSS. The DSS generates a data id for the 

data. The DSS then sends the data id and the 

encrypted data to the CDS for storage. The DSS 

finally sends the data id and the encrypted key to 

the KS. 

 

Key storage

 Data Owner

Cloud Data Service

(CDS)
Data Base

Data Consumers

DKDB

UKDB

Proxy Server

Proxy Server

K
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a
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Data Owner

Aggregated Key

Internet

Share Key

User 1 User 2 User n
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Consumer Authorization Module 

a DC wishes to access the DO’s datam, he sends an 

access request to the DO along with the data id of 

the data he wishes to gain access. Assuming the 

DO approves, he sends a request to the DSS and 

sends the request along with his user id, the data 

id and key piece. The DSS then verifies whether the 

data id and data owner id exist with a call to the 

CDS. If the CDS returns false, then the DSS 

notifies DO that the data does not exist and exits 

the protocol. If the CDS returns true, the DSS then 

retrieves the DO’s key pieces from the proxy and 

computes the secret key x by adding all the key 

pieces together.  

The DSS will then generate new key pieces for the 

new DC, that when combined together is 

equivalent to the secret key x. The DSS will also 

generate a random user id as well as public/private 

key pair using ElGamal encryption for the DC. The 

DSS will then send the DC’s user   id, the public 

key and identifiers such as DO user id and data id 

to the KS. The KS will then store this in the UKDB. 

The newly generated key pieces corresponding to 

the DC are then stored in each of the proxy servers 

and the remaining piece is sent to the DO along 

with the private key of the DC. The DO finally sends 

this to the DC in a secure manner. 

 
 

VI. RESULT AND DISCUSSIONS 

Parameter: 

The parameter used for patient sensitive attribute 

to pass to secure client using third party cloud. 

 

1. Patient Heart Beat Data 

2. Patient ECG Data 

Work Done in Phase: 

To develop secure model and protocol that will 

enable data sharing amongst a group of users 

specified by the data owner. Our techniques are 

not limited in any way to medical applications and 

can be applied to other Cloud applications. 

 

Workload Comparison: 

 
 

Performance  

Improve security performance 

 
 

 

VII. CONCLUSION  

How to defend users’ knowledge privacy could 

be a central question of cloud storage. With a lot 

of mathematical tools, science schemes are 

becoming a lot of versatile and sometimes involve 

multiple keys for one application. During 

this paper, we have a tendency to contemplate a 

way to “compress” secret keys in public-key 

cryptosystems that support delegation of secret 

Decrypt Data Request

CloudEncrypt Data 

Data Owner

Response

Using Aggregate
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keys for various ciphertext categories in cloud 

storage. In spite of that one amongst the 

facility set of categories, the 

delegatee will forever get AN mixture key of 

constant size. This approach is a lot 

of versatile than hierarchic key assignment which 

may solely save areas if all key-holders share the 

same set of privileges. 
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