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 Unknown unique mark has been proposed as a helpful answer for the lawful dissemination of sight and 
sound substance with copyright insurance while saving the security of purchasers, whose characters are 
just uncovered if there should arise an occurrence of unlawful re-appropriation. Notwithstanding, the vast 
majority of the current unknown fingerprinting conventions are unreasonable for two principle reasons: 1) the 
utilization of complex tedious conventions and/or homomorphism encryption of the substance, and 2) a 
unicast approach for conveyance that does not scale for an expansive number of purchasers. This paper 
originates from a past proposition of recombined fingerprints which conquers some of these disadvantages. 
In any case, the recombined unique finger impression approach requires a mind boggling chart hunt down 
deceiver following, which needs the investment of different purchasers, and genuine intermediaries in its P2P 
conveyance situation. This paper concentrates on evacuating these disservices bringing about a productive, 
adaptable, security safeguarding and P2P-based fingerprinting framework. 
 

Index Terms -- P2P Content Distribution, Anonymous Finger Printing, Re-Distribution Tracing, Recombined 
Fingerprints. 
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I. INTRODUCTION 

P2P peer-to-peer networking or processing could 

be a distributed function design that division tasks 

or workloads among peers. Peers are in the same 

way privileged, strong participants within 

theapplication; they are said to make a 

peer-to-peer network of nodes. Peers create some of 

their resources, like process power, disk storage or 

network bandwidth, directly obtainable to different 

network participants, without the requirement for 

central coordination by servers or stable hosts; 

Peers are each suppliers and consumers of 

resources, in distinction to the standard 

client-server model within which the consumption 

and provide of resources is divided. Emerging 

cooperative P2P systems are going beyond the time 

of peers doing similar things whereas sharing 

resources, and are looking for various peers that 

may bring in unique resources and capabilities to a 

virtual community thereby empowering it to engage 

in larger tasks beyond those that will be 

accomplished by individual peers; however that are 

useful to all the peers. 

In the peer-to-peer network, since the quantity of 

users has enlarged, an insecure distribution of 

contents between sender and receiver has 

additionally enhanced. Under the peer-to-peer 

network the fragments of the file are downloaded 

by different users from the merchant and this user 

can distribute the content to some other user. This 

has enlarged the availability of content and may be 

sending to several users by single multicast 

transmission. However whereas sending an 

authorized content, merely sending the contents to 

different users cannot be secure So, so as to resolve 
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this drawback we tend to use unicast 

transmission. In unicast transmission the 

merchant allocate binary key for every receiver and 

this helps finding the illegal distribution 

mistreatment this binary key. The anonymous 

means of generating binary key is getting used for 

content distribution. This can be the foremost 

convenient strategy to shield each the client’s 

privacy and owner’s rights since only the buyer 

obtains the binary key copy of the content, creating 

it impossible for the merchant to illegally distribute 

the content. It preserves the anonymity of the 

buyer’s identities with relation to the merchant. 

The anonymous scheme additionally eliminates the 

homomorphic property of public-key cryptography.  

 

 
Figure 1: Architecture of Peer-to-Peer Network 

 

The sensible means of implementing the 

homomorphic technique is difficult as a result of 

large amount of data usage and ultimately ends up 

in an increasing communication bandwidth 

needed for transferring the contents. This 

eventually results in a requirement of maintaining 

a additional powerful server and increase within 

the price of the protocols. By using the anonymous 

technique this drawbacks will be eliminated and 

therefore the use of central processing unit time 

within the peer-to-peer network will be maintained 

way more effectively. Illegal distribution of the 

multimedia will be reduced by mistreatment this 

anonymous technique with the assistance of this 

distinctive binary key generation for every user. In 

our projected system we tend to establish the 

prohibited users by mistreatment the traitor 

tracing protocol and in addition we tend to block 

this prohibited user from additional accessing the 

other multimedia contents from the server.  

II. RELATED WORK 

The contents are normally divided into many 

fragments and each customer is assigned with a 

Random binary sequence generated by the 

merchant additionally known as segments. These 

segments are completely combined to make a 

binary key. The merchant distribute these 

fragments to different seed consumers with their 

binary key embedded with the fragments. The child 

buyers get the contents from the seed consumers 

as a mix of binary key of two or additional seed 

consumers. The kid customer gets the fragments a 

minimum of from two seed consumers or a lot of. 

The fragments from different seed consumers are 

combined to induce the general multimedia file. 

Multimedia contents are therefore obtained as a 

recombination of various seed consumers. The 

communication between the seed consumers and 

therefore the child buyers are anonymous and 

therefore the anonymity of various users is being 

maintained secure. Pseudonyms of various seed 

and child consumers are being provided by the 

merchant. The dealing monitors that records the 

pseudonyms and additionally contains the dealing 

list of various consumers. However the important 

identities of the consumers are proverbial solely by 

the merchant. Beneath this every customer binary 

secret is being check and their correlation between 

their binary key which of the prohibited 

re-distributor is checked. The customer with most 

correlation is being found as illegitimate 

redistributors under this method of traitor tracing 

protocol. However backtracking is extremely 

complicated under this method and it becomes 

very tough to search out the particular 

redistributors. Security of the multimedia contents 

is a lot of necessary during a peer-to-peer content 

distribution. The child consumers download the 

fragments from different consumers and dealing is 

additionally maintained supported the quantity of 

fragments being sends. The dealing does not 

contain the details regarding the parent of every 

fragment which results within the privacy of the 

consumers. Watermarking technique was 

additionally used to notice the illegitimate 

distribution of the multimedia system contents 

outside the peer-to-peer network. This technique 

therefore resulted within the obscurity beneath the 

dealing of the consumers the traitor tracing 

protocol additionally useful to find the illegitimate 

distribution of the multimedia system contents.  

III. LITERATURE SURVEY 

Now a day’s computer networks enable the 

commerce of digital information in a simple and 

low cost manner. Process schemes are a really 

common methodology for supporting copyright 
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protection. The main plan is that a merchandiser 

sells each client a rather different copy of the digital 

information. For instance, within the case of an 

image, the merchandiser may darken or lighten 

some pixels in some location. The fingerprint 

should be such a vendee cannot easily observe and 

can't take away it. Once the bourgeois finds an 

illegally distributed copy, he will acknowledge the 

copy by its fingerprints then hold its vendee 

accountable. Process schemes helps to observe 

individuals from unlawful repeating of digital data 

by facultative the merchandiser of the initial 

information to spot the original vendee of a 

duplicate that was decentralized illegally. Birgit 

Pfitzmann and Matthias Schunter propose uneven 

fingerprinting, that provides copyright protection 

by identifying illegal redistributors with the 

assistance of uneven cryptography. Specially, it 

offers non-repudiation, that is there is a symbol 

that one explicit person was liable for an action. M. 

Kuribayashi proposes the strategy for 

implementing the spread spectrum watermarking 

technique by designing parameters for rounding 

operation. The frequency components of digital 

contents are used for the adding fingerprint 

information, they must be arranged in order to 

truncate real value to integer. At that time, the 

accuracy of the frequency components should be 

considered not to degrade a quality of watermarked 

image. When the spread spectrum watermarking 

technique is applied, the accuracy of the 

representing watermark signal is sensitive for the 

implementation. By scaling the parameters by 

multiplying a constant factor, the accuracy was 

increased. Then, the tradeoff between the scaling 

factor and how much data to be transmitted must 

be considered; In addition, the characteristic of the 

fingerprinting protocol, frequency components and 

the watermark signal must be separately encrypted 

after quantization. In this method, the consistency 

of the precision is a sensitive issue. The embedding 

operation is done by adding the frequency 

components and a spread spectrum sequence, and 

then the additive homomorphic property of 

public-key cryptosystems may be directly exploited 

for the embedding. The separate miscalculation 

operation causes interference term during 

deciphered information at a purchaser facet. 

Without the loss of secrecy of an inspired content, 

the interference term is removed once coding. The 

performance of this methodology is calculated by 

comparison with the standard theme, which 

confirms the identification capability of illegal 

consumers. Birgit Pfitzmann and Matthias 

Schunter propose anonymous process. Here 

process performs anonymously. Every vendee 

already features a key combine of digital signature 

theme, so the general public keys will the function 

a digital identity. So we tend to need a vendee to 

sign under her identity in a protocol. It needs 

consumers to register for the process scheme 

under their digital identity. It allows us to make the 

protocols of the fingerprinting scheme concrete, 

without arranging how the validity of the initial 

digital identity is verified. In some condition, the 

registration should be added with the initial 

establishment of the digital identity. The parties 

where registration may happen are called 

registration centers. The reasonable choice was the 

buyer’s bank, in particular if the fingerprinted data 

are paid with unknown digital cash, because the 

buyer needs to register with a bank and will only be 

unknown to this bank’s clients. J. Camenisch 

proposes a new scheme, here the buyer issuing a 

group signature on a message describing the deal. 

In an ordinary group signature scheme there is no 

(fixed) revocation manager. Instead of the buyer 

chooses a secret and public key pair for the 

revocation manager here the public key is used for 

issuing the group signature, whereas the secret key 

is embedded into the sold content. So, finding an 

illegally redistributed copy puts the merchant to 

the position of revocation manager for that 

particular group signature and he can retrieve the 

identity of the offender. With the assistance of 

cluster signature schemes, every purchaser should 

register one time (registering essentially amounts 

to join the group) and therefore the merchant will 

retrieve an identity directly. One version of our 

scheme will even do while not a registration center. 

D. Megias and J. Domingo-Ferrer propose a 

peer-to-peer content distribution theme supported 

selected peer software within which the 

merchandiser creates a group of M seed copies of 

the content and sends them to M seed consumers. 

All subsequent copies are shaped from the M seed 

copies. The copy obtained by a vendee may be a 

combination of the copies supplied by her folks 

that are sources. The fingerprint of every vendee is 

built as a binary sequence combining the 

sequences of her folks. This is same as however 

DNA sequences of living beings are shaped by 

combining the DNA sequences of their folks. This 

projected theme saves information measure and 

computation of the merchandiser that still permits 

following illegal redistributors however preserves 

the namelessness of honest consumers. D. Megias 

and J. Domingo-Ferrer propose a peer-to-peer 
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distribution scheme of fingerprinted content where 

the original merchant form only a set of M seed 

copies of the content and sends them to M seed 

buyers. The different copies are generated from the 

seed copies. The different non-seed buyer obtains a 

copy of the content by running a peer-to-peer 

purchase software tool. The copy obtained by 

individual buyer is a combination of the copies 

provided by her sources that is parents. The 

fingerprint of each buyer is a binary sequence that 

is generated automatically by the combination of 

the sequences of her parents. This peer to peer 

distribution technique makes it possible for the 

merchant to save bandwidth and CPU time for 

tracing the redistributed content. Many 

anonymous fingerprinting methods make use of 

the homomorphic property of public-key 

cryptography. These techniques allow embedding 

the fingerprint in the encrypted domain with the 

help of public key of the buyer. In such a way that 

only the buyer get the decrypted fingerprinted 

content after using her private key. In this way, 

developing a practical system using the above idea 

appears difficult, because public-key encryption 

expands data and substantially increases the 

communication bandwidth required for transfers. 

This paper reviews the main features of the 

proposal suggested, highlights its main drawbacks, 

and suggests several significant improvements to 

achieve a more efficient and practical system, 

especially the traitor tracing was concerned, since 

it avoids the situations in which illegal 

redistributors cannot be traced with the proposal. 

Furthermore, better security properties against 

potentially malicious proxies are obtained. The 

fingerprints produced are not stored in the 

transaction monitor in the original distribution 

protocol in order to protect the privacy of the 

buyers. The hash of the fingerprint is only keep 

within the dealing monitor for every buyer. The 

automatic construction of fingerprints by 

recombining segments of the parent buyers’ 

fingerprints is depicted. It had been price saying 

the distinction between the terms fragments and 

“segments” as employed in this system. Every 

section is of the fixed-sized items that type the 

whole fingerprint embedded in content, wherever 

the term fragment is used for the various items of 

the content. Each of the fingerprints contains a 

section embedded into it. As discussed, every kid is 

curious about obtaining fragments from quite one 

parent, and every parent won't provide all the 

fragments to a similar kid. as a result of if 2 peers A 

and B get precisely the same copy of the fragment, 

then peer A could be control liable for any unlawful 

content decentralized by peer B and contrariwise. 

Hence kids and parents have to be compelled to 

shield every others’ privacy is thought because the 

co-privacy property. 

 

IV. EXISTING SYSTEM 

Most fingerprinting systems may be classified in 3 

categories, particularly symmetrical, asymmetric 

and anonymous schemes. In symmetric schemes, 

the merchandiser is that the one who embeds the 

fingerprint into the content and forwards the result 

to the buyer; thus, the client cannot be formally 

suspect of illegal re-distribution, since the 

merchandiser additionally had access to the 

fingerprinted content and will be chargeable for the 

distribution. In asymmetric process, the 

merchandiser will not have access to the 

fingerprinted copy, however he will recover the 

fingerprint just in case of illegal re-distribution and 

thereby identify the offending vendee. In 

anonymous process, in addition to spatial 

property, the client preserves her obscurity 

(privacy) and thus she cannot be coupled to the 

acquisition of a specific content, unless she 

participates in an illegal distribution.  Tracing 

method is often cumbersome and leads to the 

participation of innocent patrons (since the scale of 

the binary secret's seen as illegal distributor-this 

cannot be true altogether cases). Backtracking is 

much terribly tough to handle. Despite the 

utilization of various proxies to transfer the 

content/some proxies could interact to reconstruct 

the binary key of the client and illegally 

re-distribute that copy. This additionally can 

involve innocent consumers. 

V. FRAME WORK 

The content is divided into several ordered 

fragments and every of them are embedded 

severally with a random binary sequence. The 

binary sequence for each fragment is termed 

segment and also the concatenation of all segments 

forms the total fingerprint. The bourgeois 

distributes different copies to a reduced set of M 

seed consumers. The fingerprints of those 

consumers are such their segments have low 

pair-wise correlations. The consumers other than 

the seed ones have interaction on P2P transfers of 

the content in such the simplest way that every 

new client obtains fragments from a minimum of 

two different consumers. The overall variety of 

consumers the communication between peer 
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consumers is anonymous through an onion 

routing-like protocol employing a proxy. The 

fingerprint of every new client is constructed as a 

recombination of the segments of its folks. Proxies 

recognize the pseudonyms of source and 

destination consumers and those they have access 

to the symmetric keys used for encrypting the 

transmission content. A transaction record is made 

by a group action monitor to stay track of every 

transfer between peer consumers. These records 

do not contain the embedded fingerprints, however 

only an encrypted hash of them. The fingerprints’ 

hashes are encrypted in such the simplest way that 

the personal key of a minimum of one parent is 

needed for getting their clear text. The important 

identities of buyers are known only by the 

merchant. The transaction monitor records buyers’ 

pseudonyms. In case of no legal re-distribution, a 

research is needed through the distribution graph. 

The search starts from the seed consumers and is 

directed by a correlation perform between the 

derived fingerprint and also the fingerprints of the 

tested consumers. These tested consumers should 

co-operate with a tracing authority to compute the 

correlation between their fingerprint and therefore 

the one extracted from the illegally decentralized 

file. The fingerprints hashes recorded within the 

transaction monitor are enough to forestall 

consumers from cheating during this step. At every 

step of the traitor tracing protocol, the customer 

with maximum correlation is chosen because the 

possibly relation of the prohibited re-distributor. 

 
Figure 2: Proposed System Architecture 

 

This criterion is generally right, however some 

incorrect selections might occur throughout the 

search method, requiring the exhaustion of a sub 

graph and backtracking. The search ends once 

good correlation is found between the fingerprint of 

the tested client which of the illegally re-distributed 

file. If a client refuses to require a correlation take a 

look at, the hash recorded within the transaction 

monitor may be used as evidence against her. 

advantages of planned System  This paper reviews 

the main features of the proposal, suggested, 

highlights its main drawbacks, and suggests many 

significant enhancements to attain a lot of 

economical and sensible system, especially as 

traitor tracing is concerned, since it avoids the 

things during which contraband redistributors 

cannot be copied with the proposal. Moreover, 

higher security properties against, probably 

malicious proxies are obtained. though the system 

planned during this paper uses public, key coding 

within the distribution and traitor tracing 

protocols, it should be taken under consideration 

that this encryption is barely applied to short bit 

strings, like the binary fingerprints and hashes, 

not to the content. The fragments of the content are 

encrypted using symmetric cryptography, which is 

much a lot of efficient. This section analyzes the 

protection and privacy properties of the planned 

system consistent with the security model 

introduced. As detailed, attacks to the system are 

also classified as authentication/impersonation 

attacks; man-in the center attacks and protocol 

attacks. Authentication/ impersonation attacks 

should be overcome by victimization existing 

secure authentication protocols and are out of the 

scope of this paper. As man-in-the-middle attacks 

are involved, there is no chance of intercepting and 

decrypting the messages between a client and a 

proxy, since communications with the transaction 

monitor and also the child client should even be 

attacked so as to get the session key used for 

encrypting the content. If the communication 

between the kid client and also the group action 

monitor are strongly authenticated as an example 

using a Public Key Infrastructure, the likelihood of 

a successful man-in the-middle attack may be 

neglected. The following sections affect the 

protection and privacy of the protocols planned, 

initial taking a proper approach and so with a 

description of a lot of advanced collusion attacks. 

 

5.1 Formal Analysis of the Proposed Protocols: 

Initial of all, the safety and privacy 

properties of Protocols1 and a pair of is analyzed by 

means that of 2 theorems.Theorem one: In Protocol 

1, a malicious proxy attempting todecrypt the 

fragments of the content would be detected.If a 

malicious proxy tries to get the session key kby 

causing r to the dealing monitor there are 

2possibilities: If the kid purchaser has already 

retrieved k from thedatabase by sending the handle 

r to the dealingmonitor, the register containing k 
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would be eitherblocked or removed. Note that the 

dealing monitor isassumed to be honest for the 

management of thesymmetric keys.If the kid 

vendee has not retrieved k from the 

dealingmonitor, the proxy can get it, however the 

kid purchaser canfind the corresponding register 

either blocked orremoved. Then, the malicious 

behavior of the proxy willbe reportable to the 

authorities and therefore the dealing monitorand 

the kid purchaser have enough data (such 

aspseudonyms and IP addresses) to spot 

themisbehaving proxy. Again, the idea of 

honestbehavior for the management of parallel 

keys applies.Hence, a malicious proxy attempting 

to get k from r wouldbe detected, since the register 

would be blocked either to theproxy or to the kid 

vendee, raising an investigation. Thiscompletes the 

proof.Theorem a pair of: By applying Protocol 2, 

illegal redistributorscan be copied with efficiency 

employing a commonplace infosearch within the 

dealing monitor and it's not needed todecrypt any 

of the fingerprints recorded by the dealingmonitor. 

The output of the tracing protocol is that the 

identity of atleast one illegal re-distributor.If no 

collusion happens, the fingerprint f would be 

initialextracted by the tracing authority that is 

sure. Then thetracing authority would reckon Ec
gj= 

E (gj, Kc) for everysegment (using the general public 

key of the dealing monitor), andfinally get Ef when 

grouping the segments in sets of mconsecutive 

components and encrypting these teams with 

itspublic key ka. After that, the dealing monitor, 

which isalso sure for dealing info search, would 

output thepseudonym of the illegal re-distributor. 

The name willbe joined to the identity by the 

merchandiser, who providesalso a signed 

document that associates the identity additionally 

the pseudonym. This completes the proof. 

 

 

5.2 Collusion At tacks on the Protocols: 

This section discusses possible collusion attacks 

on theproposed protocols. 

A) Buyer Frame Proofness: 

As already mentioned in, the merchant isn't ready 

toproduce any buyer’s fingerprint by random guess 

as a result of thenumerical explosion of the 

fingerprint area, even with areduced range of seed 

consumers on the opposite hand, thetransaction 

monitor has access solely to the hashes of 

thefingerprints (not the fingerprints themselves 

while not theprivate key of the authority). Since the 

hash operate isn'tinvertible, it's impossible for the 

monitor (even in coalitionwith the merchant) to 

reconstruct any buyer’s fingerprint. 

Possible collusions to disclose the particular 

fingerprint of aninnocent purchaser are the 

following:The tracing authority and therefore the 

dealing monitor.All the proxies (for a transfer) and 

therefore the dealingmonitor.All the proxies (for a 

transfer) and therefore the merchandiser; 

B) Copyright Protection: 

So as to confirm copyright protection, it's essential 

thatthe fingerprint embedded in every buyer’s copy 

of the contentand its encrypted version recorded by 

the dealing monitoris identical. If there's the 

simplest way to cheat within the 

recordedfingerprint, the corresponding purchaser 

would be ready to spreadher copy illicitly with none 

probability of beingdetected. As already remarked 

in, the content fragments aresigned by the 

businessperson from origin. an equivalent 

approach willbe used here for every encrypted 

phase of the fingerprint,making it not possible for a 

proxy to cheat concerning thefingerprint. The 

authority and therefore the businessperson may 

verifyrandomly, with some chance, the signatures 

of the set ofcontiguous segments reportable by a 

proxy. If the signature wasnot verified, the proxy 

would be defendant of forgery. Note thatthe 

fingerprints would still be protected since 1) just 

somesets of contiguous segments would be verified 

(not the entirefingerprint) and 2) those segments 

would still be encryptedwith the dealing monitor’s 

public key. However, a proxymay still try and get 

different fragments for an equivalent positionof the 

content by requesting them from completely 

different parents. Thatpossibility would permit the 

proxy to cheat concerning actualityfingerprint of 

the kid purchaser, since many properly 

signedfragments would be offered for him for an 

equivalent content.This behavior are often avoided 

in many ways that. for instance,temporary records 

are often created within the dealing monitorby the 

oldsters to observe if a proxy tries to get 

2alternative fragments for an equivalent content. 

 

C) Buyers’ Privacy: 

The identity of a purchaser who has purchased 

a selectedcontent may be discovered by a coalition 

of 2 parties: one in allthe proxies chosen by the 

client and therefore the merchandiser (who willlink 

her anonym to a true identity) or, similarly, 

thetransaction monitor and therefore the 

businessperson. Higher privacy may beachieved if, 

for instance, the pseudonyms were encrypted 

bythe proxy’s mistreatment the general public key 
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of the tracing authority. Inthat case, a coalition of 

the businessperson and therefore the 

dealingmonitor wouldn't be enough to interrupt a 

buyer’s privacy, but acoalition of a proxy and 

therefore the businessperson would still be 

enough.However, the businessperson mustn't have 

an interest, in theory,to break her client’s privacy, 

since privacy would be one in allthe clear blessings 

of the planned distribution system.Another threat 

to privacy is that the proven fact that all 

anonymouscommunications between every kid and 

every parent occurthrough a novel proxy. This 

suggests that this proxy has accessto completely 

different pseudonyms (the parents’ and therefore 

the child’s). Thiscan be simply circumvented if 

additional proxies are utilized inProtocol one 

between kid and parent. With 2 proxies, eachof 

them would understand only the anonym of 1 of 

the parties(although they may still collide). With 3 

or additional proxies,only 2 of them would have 

access to completely different pseudonyms(either 

the parents’ or the child’s). Of course, increasing 

thenumber of proxies in every transfer would have 

an effect on the potencyof the system, since 

additional communication burden would 

berequired. 

 

VI. EXPERIMENTAL RESULTS 

This section presents a collection of simulated 

experiments for instance the properties of the 

projected system: client privacy, robustness 

against non-collaborative consumers and collusion 

resistance. Client privacy altogether simulations 

presented during this section, the recombined 

fingerprints were 4096-bit sequences divided into 

128 segments of 32 bits every. The first simulation 

to verify the results conferred consisted of 

producing different generations of buyers using an 

exponential growth approach and checking the 

typical variety of correlation tests needed to spot 

the patrons. The amount of seed buyers was taken 

to be M = 10 and every client might have between 

two and four oldsters who were chosen randomly 

from all the previous generations (not only the 

instantly previous one). This suggests that the 

typical variety of oldsters per non-seed patrons was 

n = 3. The below Figure shows intervals for the 

common fraction of non-seed consumers affected 

by correlation tests because the variety of 

generations grew. for every variety of generations, 

the corresponding vertical solid line represents an 

interval with the up triangle showing the most 

fraction in one hundred simulations, the down 

triangle showing the minimum fraction and 

therefore the circle showing the average fraction; 

 

VII. CONCLUSION 

The improvements recommended during this 

paper overcome the drawbacks of by recording the 

fingerprints victimization multiple encryptions in 

such some way that the graph search is replaced 

by a standard database search, while buyers’ frame 

proofness is preserved. Also, misbehaving proxies 

are discouraged by means that of random checks 

by the authority and using a multilateral 

anonymous communication protocol to prevent 

proxies from accessing the clear text of the 

fragments of the content. The final result is a 

process system that features: economical and 

ascendible distribution of transmission contents in 

P2P networks; efficient traitor tracing of prohibited 

redistributors through a typical database search; 

privacy preservation and customer frame 

proofness; mutual obscurity for businessperson 

and consumers and between peer buyers; collusion 

resistance; avoidance of fingerprint embedding 

aside from a number of seed buyers; and turning 

away of (complex) homomorphic or any variety of 

public-key encryption of the transmission content. 

Any analysis may be focused on developing a proof 

of construct of this proposal on a real distribution 

scenario. 
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