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 Now-a-days, the most adaptable and favorable way for sharing the data is rendered by Cloud computing. 

Cloud computing thereby brings many benefits for the users. But, a problem exists when a user wants to 

outsource the valuable information in cloud. Necessarily, it is important to put cryptographically augmented 

access control on such data. So, an encouraging cryptographical primitive is needed to build a realistic data 

sharing system, i.e., Identity-based encryption. The access control in this Identity-based encryption is not 

fixed. For the security purpose, a mechanism must be implemented where a user is removed from the system 

as soon as his/her authorization is terminated. Consequently, the user which is removed cannot access the 

shared data anymore. For this reason, the backward/forward secrecy of the ciphertext should be provided 

by an approach which is known as revocable-storage identity-based encryption (RS_IBE). This approach 

acquaints the utilities of user repudiation and ciphertext update concurrently. Additionally, we provide a 

detailed structure of RS-IBE, which certifies its secrecy in the described security model. The realistic and 

cost-effective system of data sharing is achieved by this RS-IBE scheme which has tremendous benefits of 

operability and capability. Certainly, we provide implementation outcome of this suggested scheme to 

determine its feasibility. 

 

Index Terms—User Repudiation, Identity-based encryption (IBE), Cloud Computing, revocable storage. 

 

Copyright © 2017 International Journal for Modern Trends in Science and Technology  
All rights reserved. 

I. INTRODUCTION 

Cloud computing enables outsourcing of data and 

provides enormous space for memory by which it 

presents the computational capacity massively. 

Cloud provides the most flexible way of storing the 

data, for example, programs, images etc. and 

accessing them in the easiest way over the Internet 

rather than storing in a hardware components and 

retrieving that information from the computer. In 

cloud storage, data integrity is one of the main 

aspect. Cloud provides the easiest way of 

outsourcing the data. Obviously, the outsourcing 

gives rise to the data which is out of control of the 

user which leads to hesitation as the information 

may be valuable. This is the major security threat 

to the information that is stored in the cloud. Also 

the data in the cloud cannot be accessed by the 

user, if his/her authentication is terminated. 

II. RELATED WORK 

Initially, some mechanisms are introduced to 

maintain the security of the data that is shared in 

the cloud. These schema face challenges related to 

efficiency, confidentiality and secrecy of the data 

shared by the users. The mechanism of decryption 

key enclosure provides decryption key for only that 

time period. This decryption key is not related to 
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other time periods. But this also did not fully meet 

the needs of the secrecy of the precious information 

that is shared in the cloud. 

 

III. LITERATURE SURVEY 

The first and foremost approach for the problem of 

data integrity and user repudiation for IBE was 

made by Franklin and Boneh. The current time 

period was affixed to the ciphertext. Here, the 

production of the private keys is made by the key 

authority, for each time period to the 

non-repudiated users. The efficient revocation was 

achieved by a new approach of Boldyreva, Kumar 

and Goyal. A binary tree was used to handle the 

identity. A higher number of users of the system 

are facing a complexity problem of key annulment. 

This key annulment to logarithmic (rather linear) 

was decreased by their scheme RIBE. 

Consequently, Vergnaud and Libert introduced a 

flexible and safe RIBE scheme by aforementioned 

revocation technique. This is grounded on a 

version of Water's IBE scheme. An RIBE scheme 

was built from lattices by Chen et alia. 

IV. PROBLEM DEFINITION 

Adversely, these solutions are unscalable because 

to execute a linear work, number of non-revoked 

users needed the key authority. In extension, a 

protected channel is important for this key 

authority. This channel is also important for 

non-revoked users to impart new keys.  

Still, only partial security is attained by these 

schemes. The vicious non-revoked users may give 

this update key to those repudiated users. This 

type of revocation method cannot withstand the 

connivance of these two kinds of users i.e. 

repudiated users and vicious non-revoked users. 

V. PROPOSED APPROACH 

The foretasted security requirements for sharing of 

data are achieved by the proposed system which is 

encouraging and elevates the concept of revocable 

identity-based encryption (RIBE). 

This mechanism of RIBE in which the current time 

period is attached to the ciphertext by the sender 

so that it is decrypted only by the receiver, only in a 

case that the user is not repudiated at that current 

time period. A table must be maintained by the key 

authority for updating the ciphertect to provide the 

re-encryption key for each user for each time 

period and thereby increasing the workload of the 

key authority significantly. The first ever 

server-sided mechanism is proposed for the 

security of data in the cloud. Here, the key auditor 

will be responsible for issuing keys and updating 

the keys for the sharing of data in the cloud server 

over the Internet. In this proposal, only a constant 

number of very simple operations are required. 

VI. SYSTEM ARCHITECTURE 

The following system architecture provides data 

about the system and as well as the contents 

related to it. This architecture also provides the 

work of the proposed system efficiently. Firstly, the 

data provider searches for the users. Based on the 

identities of the users, the data provider identifies 

the users as authenticated. Then the data is 

encrypted by the data provider and as well as 

uploaded to the virtual server i.e., the cloud. Now 

the users, share the data from the storage server. 

That means the users download the file with the 

data and they decrypts the file. Meanwhile, the key 

authority, who is also known as key auditor is 

responsible for producing the keys for both the 

data provider and the authorized users 

respectively. After termination of the authority of 

the users, the data provider again downloads and 

then decrypts and again encrypts the data file and 

then again uploads the data making it available for 

the users to access. 

 

VII. PROPOSED METHODOLOGY 

The proposed methodology of RIBE maintains the 

data integrity and also achieves the forward and 

backward secrecy. This also maintains the privacy 

of the users. This is because for the sharing of the 

data the data provider only considers the social 

information of the users. As this consideration 

doesn’t require the private knowledge of the users, 

the identities of the users are safe. 

An RIBE dependent system of data sharing will 

work as follows: 
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Step 1: Firstly, the data provider (e.g., Dave) first 

determines the users (e.g., Bob and Alice) with 

whom the data can be shared. Using their 

identities, Dave encrypts and uploads this 

ciphertext to the virtual server in the cloud for Bob 

and Alice. 

Step 2: By downloading the ciphertext and 

decrypting it, Bob as well as Alice can get the data 

that is shared. Nevertheless, for the 

unauthenticated user and the server, the data 

which is in the form of plaintext will not be 

available. 

Step 3: In certain cases, e.g., when Bob's 

authorization is terminated, the shared data 

ciphertext is downloaded by the data provider 

Dave. Dave will decrypt the ciphertext and then 

re-encrypts the data so that Bob is forbidden from 

being able to access it and then the re-encrypted 

data is uploaded to the cloud once more. Now the 

user Bob is made available with the data. And the 

user can download the ciphertext and by 

decrypting it, the plaintext will be made available. 

Explicit interpretations are presented for RS-IBE 

and also its parallel security model. We present a 

specific architecture of RS-IBE. The confidentiality 

of the valuable information and backward/forward 

secrecy are implemented simultaneously by this 

proposal. By the presumption of the decisional 

ℓ-Bilinear Diffie-Hellman Exponent (ℓ-BDHE), the 

secrecy of the proposed system in the defined 

model. Additionally, the proposed model can 

endure decryption key exposure. This not only 

achieves the integrity of the data but also the 

confidentiality.  

VIII. RESULTS 

The results show the graph of the proposed system 

and the existing system.  

 

IX. EXTENSION WORK 

Cloud computing is a system where it is connected 

with a number of servers. In cloud, users can share 

data over the Internet, with one another. Many 

upcoming techniques and algorithms are 

suggesting the demand for sharing of data and 

keep off deduplication over the Internet. A dynamic 

proof of storages, which are shown by recent 

studies that they can be built for multi-user 

environments which is cost-effective, using 

RS-IBE. This RS-IBE enables identity based user 

repudiation and simultaneous update of 

ciphertext. 

X. CONCLUSION 

Cloud computing has brought vast comfort for the 

society and the individuals. The increased need of 

allocating the data over the Internet is acquired by 

the Cloud. This paper we are introducing a new 

approach i.e. RS-IBE that particularly builds a 

data sharing system which is profitable and 

protective in cloud computing. RS-IBE prevents a 

repudiated user from accessing already shared 

data, as well as latterly shared data, representing 

identity revocation and ciphertext update at the 

same time. Furthermore, a definite structure of 

RS-IBE is shown. Under the assumption of the 

decisional ℓ-DBHE, a flexible and security is 

evidently shown by the proposed established model 

of RS-IBE. After comparing the results, it is shown 

that the proposed RS-IBE has expediencies as per 

productivity and operability. Hence the scheme is 

more viable foe realistic applications. 
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